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O003HaYCHUA U COKPALLCHUA

APM — aBromaTu3upoBaHHOE pabouee MeCTO

BU — BunoBas undopmarius

BTCC — BcnomorarenbHble TEXHHYECKUE CPENCTBA U CUCTEMBI
NCIIIx — nadopMaliMoOHHAasI CUCTEMA MEPCOHATBHBIX IAaHHBIX
K3 — konTponmpyemas 30Ha

MD — MeKCeETEBOM DKpaH

H/IB — HenexnapupoBaHHBIE BO3MOKHOCTH

HCJI — HecaHKIIMOHMPOBAHHBIN TOCTYI

OBII/Ix — obecnieyenne 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX
OC — onepanoHHasi cUCTEMA

[1/IH — mepcoHanbHBIE JaHHBIE

IIMB — nporpaMMHO-MaTeMaTUYECKOE BO3ICUCTBUE

I10 — nporpammHoe obecrieueHue

[IO9MUH — no6oyHbI€ 37EKTPOMArHUTHBIE U3TYUYEHUS U HABOIKU
PU — peueBas undopmanus

CBT — cpencTBo BBIUUCIUTEIBHON TEXHUKH

C3U — cpencTBo 3amuThl HHGOpMATUU

CIIN — creranorpaduueckoe npeoOpazoBaHre HHPOPMALIUU
COVIIN — criennanbHBIC 2JIEKTPOHHBIC YCTPOMCTBA MepexBaTta HHPOpMaIuu
TKVYU — texHuueckuit kKaHaa yTeuku uHGopMarmm

TCOMU — rexHuueckue cpeacTsa o0padoTky HHPpoOpMaIuu
YBITIH — yrpo3sl 6€301acHOCTH MTePCOHATBHBIX IAHHBIX
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1. TepmuHbI 1 onpeae/ieHUs

B HacTosdmemM MOKYMEHTE MCHOJIB3YIOTCS CIENYIOIIME TEPMUHBI H HX
OIIpEIEICHMUS:

ABTOMATH3MPOBAaHHAs CHCTEMA — CHCTEMA, COCTOAIIAs W3 INEPCOHANA H
KOMIUIEKCA  CPEACTB  aBTOMATH3allMM  €ro  JEATEIbHOCTH,  PEaJM3yIolas
MH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS YCTAHOBICHHBIX (DYHKLIUM.

AyTeHTI/I(l)I/IKa]_[I/Iﬂ oTnpaBuTe/Jad MAaHHBIX — IIOATBCPXKICHHUC TOIO, 4YTO
OTHPAaBUTCJIb MMOJYYCHHBIX JAHHBIX COOTBCTCTBYCT 3asABJICHHOMY.
be3onmacHocTh MNEPCOHAJTBHBIX MAaHHBIX — COCTOAHHC 3alIUIIICHHOCTHU

[EPCOHAJIBHBIX  JIaHHBIX, XapaKTEPU3YEMOE  CIIOCOOHOCTBIO  IOJIb30BATENEH,
TEXHUYECKUX  CpPEACTB U  UH(OPMAIMOHHBIX  TEXHOJOTMH  00ECHeuuTh
KOH(UIEHINATBHOCTb, EJIOCTHOCTh U JIOCTYIMHOCTh MEPCOHANBHBIX JTAHHBIX MPH UX
00paboTke B MHPOPMALIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.

BaokupoBaHne nepcoHAJBHBIX JAHHBIX — BpEMEHHOE MpeKpalieHue coopa,
CHUCTEMATHU3allMY, HAKOIUIEHUsI, UCIIOJIb30BaHMs, PACIPOCTPAHECHUS, NEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX NIEPEAAYU.

Bupyc (koMnbHOTEpHBIH, NPOrPAMMHBIN) — HCIOJHIEMbIA ITPOrpaMMHBIN
KOJA WM HWHTEPHpPEeTUPYyEeMbld HAOOp HHCTPYKIUH, o0O0Jiajalomuidi CBOMCTBAMU
HECAaHKIIMOHUPOBAHHOI'O PAaCIpOCTPaHEHUs] U caMmoBocnpousBeaeHus. Co3IaHHbIE
AyOJIMKaThl KOMIIBIOTEPHOTO BHUpYyCa HE BCErjJa COBMNAJAIOT C OPHUTHMHAJIOM,

HO COXPAHSIIOT CIIOCOOHOCTH K nanbHeeMy pacpocTpaHeHHUIO
¥ CaMOBOCTIPOM3BEICHHIO.
Bpenonocnasi mporpamma — mporpamMma, —IpeJHa3HaueHHas I

OCYIIECTBJIICHHS] HECAHKIIMOHUPOBAHHOTO JIOCTyNMa U (WJIM) BO3ACHCTBUS Ha
NepCOHATIbHBIE JAHHBIE WM PECypchl MH(POPMAIMOHHOM CHUCTEMBI MEPCOHATBHBIX
JTaHHBIX.

BcnomoraresibHble TeXHH4YECKHE CPEACTBA M CHCTEMbl — TEXHUYECKHE
CpEIICTBAa M CHUCTEMBI, HE MpEeJIHAa3HAYCHHBIC JIJIS repeaadn, oOpadOTKU U XpaHEHUS
NEPCOHATBHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEJCTBAMU
U CHCTeMaMH, TPEIHAa3HAYCHHBIMU NJisi 00pabOTKM MEepCOHATBHBIX MAHHBIX, WIH
B TIOMEIICHHUSX, B KOTOPHIX YyCTAHOBIEHH HWH(DOPMAIMOHHBIE  CUCTEMBI
MEPCOHAIBHBIX JIAHHBIX.

Joctym B omepanmMoOHHYK cpeay KoMmmbioTepa (MHGpOPMaUMOHHOU
CHCTeMbl MEPCOHAJBHBIX [AHHBIX) — T[OJYy4YEHHE BO3MOXKHOCTU 3allyCcKa Ha
BBITIOJTHEHUE INTATHBIX KOMaH[A, (GYHKIUH, MPOIENyp OINEPAIMOHHOW CHCTEMBI
(YHUUTOXKEHUS, KONMUPOBAHHUS, MEpEeMENIEHUs M T.N.), HUCIOJIHSAEMbIX (HailsioB
MPUKJIAJIHBIX IPOrPaMM.

Joctyn k wuHpopMamuMm — BO3MOXHOCThb MOJIydeHUsi HHGMOpMalUU U
€€ UCIOJIb30BaHUS.
3akaa0uHoe YCTPOWCTBO — DJJIEMEHT CpeacTBa cbhema HWHGPOPMAIINH,

CKpPBITHO BHEIPSAEMBIN (3aKiIaiblBa€MbIii WM BHOCHUMBIM) B MeCTa BO3MOXHOIO
cheMa uH(opManuu (B TOM YHCIE B OTpa)KJeHue, KOHCTPYKILHIO, 000pyJd0BaHUE,
MpeaMEThl UHTEPhEPa, TPAHCIOPTHBIE CPEICTBA, a TAKKE B TEXHUYECKHE CPEIICTBA
U CUCTEeMbI 00pabOTKH UH(pOpMALIHH).
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3amumaemas wuHdopmanuss — uHQOpMaUUdA, SBIAIOWIAACS MPEIMETOM
COOCTBEHHOCTH U TOJJIeXalllas 3allMuTe B COOTBETCTBUU C TPEOOBAHUSIMHU IPABOBBIX
JOKYMEHTOB MJIM TpeOOBaHUSMHU, YCTaHABIMBAEMbIMU COOCTBEHHUKOM MH( OpMaluu.

NnenTndukanuss — npucBoeHue CcyObeKTaM M 00BEKTaM JIOCTyIa
uneHTudukaropa u (Win) CpaBHEHUE MPEIBIBISIEMOr0 UACHTU(UKATOPA C TIEPEUHEM
MIPUCBOCHHBIX UICHTHU(PUKATOPOB.

NHpopMaTUBHBIA CHIHAJ — DJICKTPUYECKUE CUTHAJIBl, aKyCTUYECKUE,
AJIIEKTPOMArHUTHbBIE U JIpyrue (U3MYecKue MoJjsi, Mo MnapaMerpaMm KOTOPBIX MOXKET
ObITh packpeiTa KoHGUIAeHUMaNbHas HHQOpManus (MIEPCOHAJIbHBIE JaHHBIE),
oOpabatbiBaeMasi B ”HPOPMAIIMOHHON CUCTEME NEPCOHATBHBIX JaHHBIX.

Nudopmanuonnass  cucreMa  NePCOHAJBHBIX  JaHHBIX  —  3TO
UH(GOpPMAaIIMOHHAsA CUCTEMA, MpEeACTaBsonas co00l COBOKYMHOCTh MEPCOHATBHBIX
JAHHBIX, COJEPXKAIUXCS B 0a3e JaHHBIX, a TaKKe MHPOPMALIMOHHBIX TEXHOJOTUNA U
TEXHUYECKUX  CPEACTB, MO3BOJSIOMIMX  OCYLIECTBIATH  00pabOTKYy  TaKHUX
NEPCOHATBHBIX JAHHBIX C HCIOJB30BAHMEM CPEACTB aBTOMATU3AlMU  WJIU
0e3 UCIOJIb30BAHMS TAKUX CPEJICTB.

NudopmanuonHbie TEXHOJOTMH — TPOIECChl, METOJbI IOHUCKa, cbopa,
XpaHeHus, 00paboTKH, MPETOCTABICHUS, PACIPOCTPAHEHUSI HH(GOPMAIIUU U CTIOCOOBI
OCYIIECTBJICHHSI TAKUX MPOIECCOB U METOJIOB.

HUcTounuk yrpo3st Oe3omacHocTH HHPopMauuMu — CyOBEKT [OOCTyMa,
MaTepUalbHbIl OOBEKT WM (U3NYECKOE SBJICHUE, SIBISIIOIIMECS PUYUHON
BO3HUKHOBEHUS YIpo3bl 0€3011aCHOCTH MH(POPMaLIUK.

KonTposupyemasi 30Ha — 5TO MpPOCTPAHCTBO, B KOTOPOM HCKIIFOUEHO
HEKOHTpOJUpyeMoe TpeObIBaHUE COTPYIHUKOB U  TOCETUTENe  ormeparopa
Y IOCTOPOHHUX TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MAaT€PUAIIbHBIX CPEICTB.

KonduaeHunajJabHOCTh NEPCOHANBHBIX JAAHHBIX — O00fA3aTENbHOE IS
COOJNIOJICHUST OIMEpaTOpPOM WM HMHBIM TOJYYUBIIMM JOCTYI K TEpPCOHAIBHBIM
JaHHBIM JIMIIOM TpeOOBaHME HE JOMYCKaTh MX PAaCHpOCTpaHEeHHs 0e3 coryiacus
CyOBEKTa MEePCOHANBHBIX TAHHBIX MW HATUYHUS MHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xxceTeBO  3KpaH  —  JIOKaIbHOE  (OJHOKOMIIOHEHTHOE)  WIJIH
(byHKIIMOHAIBHO-pacTpeIeICHHOE MIPOTPaMMHOE (mporpamMMHO-anmapaTHoeE)
CPeNCTBO (KOMIUIEKC), pealin3yloliee KOHTPOIb 3a MHPOpMaIMel, MOCTynarone B
WHOOPMAITMOHHYIO CHCTEMY TMIEPCOHANBbHBIX JaHHBIX W (WIM) BBIXOJANIEH U3
MH()OPMAITMOHHOW CHCTEMBI.

HapymuTtenb 0e30MacHOCTH NMEPCOHAJBHBIX JaHHBIX — (PU3WYECKOE JHUIIO,
CIy4allHO WJIM IPEIHAMEPEHHO COBEPIIAIOLIECE JEUCTBUS, CIIEICTBUEM KOTOPBIX
ABIICTCS HapyllleHWe Oe30MacHOCTH TMEPCOHANBHBIX JaHHBIX NpHU UX 00paboTKe
TEXHHYECKUMU CPEJICTBAMH B HH(POPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX JAHHBIX.

HenexnapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAIBHBIE BO3MOKHOCTHU
CPEACTB BBIYMCIUTEIBHOW TEXHUKH, HE OINMCAHHBIE WJIM HE COOTBETCTBYIOIIHE
ONMCAaHHBIM B JJOKYMEHTAIMU, [P UCTHOJIb30BAHUN KOTOPBIX BO3MOKHO HApyILICHUE
KOH(OHUICHIINATbHOCTH,  JOCTYMHOCTH  WJIH  IIEJIOCTHOCTH  oOpabarbiBaeMoi
uHpopMarmm.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKIMOHMPOBAHHbIC ACHCTBHUA) —
IocTyn K wuHbOpMauuu UM JAeUCTBUS C HHPOpPMAIUEN, OCYIIECTBISIEMbIE C
HapyIlIeHUEM YCTAHOBJICHHBIX MpaB W (WJIM) MpaBWI AOCTyNa K UHPOpMAIUU WU
JNEUCTBUI ¢ HEl ¢ MPUMEHEHHEM LITATHBIX CPEACTB MH(GOPMALIMOHHON CUCTEMBI WU
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CPEICTB, AHAJOTMYHBIX MM 1O CBOMM (YHKIHMOHAJIBHOMY MPEJHA3HAUYECHUIO U
TEXHUYECKUM XAPAKTEPUCTUKAM.

Hocurtenas undopmanum — ¢puzndeckoe JUIO0 WU MATEPUAIbHBIA OOBEKT, B
TOM 4Hucie (PU3NIECKOE MOJIe, B KOTOPOM MH(POpMALMS HAXOAUT CBOE OTPAKEHUE B
BUJI€ CHMBOJIOB, OOpa3oB, CHUTHAJIOB, TEXHUYECKUX pELUIEHUH U IMPOLIECCOB,
KOJMYECTBEHHBIX XapaKTEPUCTUK PU3NUYECKUX BETUYUH.

O0padoTka mepCcOHANBHBIX [JaHHBIX — JeicTBus (omepamuu) C
MEPCOHAIBHBIMU  JaHHBIMM, BKJIIOYas cOOp, CHUCTEMaTU3alllio, HaKOIUICHHE,
XpaHeHHe, yTouHeHrue (0OHOBIIEHHE, U3MEHEHNUE), UCTIOJIb30BAHKE, PACIIPOCTPAHEHNE
(B ToM wuucne mepenady), oO0e3NTUYMBAHME, OJIOKUPOBAHUE, YHUUYTOXKEHHUE
NEPCOHAIBHBIX JAHHBIX.

Omneparop — rocy1apCTBEHHbIN OPraH, MyHULIUNIAIIBHBIA OpraH, FOPUINYECKOE
Wik (U3MYECKOe JHI0, OpraHu3yronue M (WiM) OCYHIECTBISIOIUE 00paboTKy
NEPCOHATIBHBIX JAHHBIX, @ TAK)Ke ONpeleNsIollue eI U cojaepxkaHue oOpabOTKu
NEPCOHAIBHBIX JAHHBIX.

IlepexBat (MH(poOpMaUMU) — HENPaBOMEPHOE TMOJyuYeHHE HHPOPMALUU C
UCIOJIb30BAaHMEM TEXHUYECKOTO CPEICTBA, OCYIIECTBRISIONIEr0 OOHAPYKEHUE, IPUEM
1 00paboTKy HH(OPMATHUBHBIX CUTHAJIOB.

IlepconanbHble faaHHble — J100as uHGoOpMalMs, OTHOCAIIasCS K
OIPE/ICIICHHOMY WJIU OTPEENIIEMOMY Ha OCHOBAaHUM TakoM MH(pOpMannu Gu3n4eckoMy
iy (CyOBeKTy MepCOHANBHBIX JaHHBIX), B TOM YHCJE €ro (pamMuiaus, UMs, OTYECTBO,
JaTa U MECTO POXKICHUS, aJpec, CEMEHHOE, COLMAIbHOE, UMYILIECTBEHHOE T0JIOKEHUE,
oOpa3oBaHue, npodeccus, T0X0Ibl, Apyras uHHopMaLus.

IHo6ounbIe 3JIEKTPOMATrHUTHBbIE U3JIyYeHUs U HABOJAKH —
AIIEKTPOMArHUTHbIE M3JIYYEHUSI TEXHUYECKUX CPEACTB OOpabOTKH 3alluIaeMon
nH(GOpMAIINH, BO3HUKAIOIINE KaK MOOOYHOE SBJICHHUE W BbI3BAHHBIE AIEKTPUUECKUMU
CUTHAJIaMH, JCUCTBYIOIIMMHU B HUX DJIEKTPUYECKUX U MArHUTHBIX LEMAX, a TaKKE
JJIEKTPOMArHUTHBIE HABOJKM OTUX CUTHAJOB HAa TOKOIPOBOJSIIIME JIMHUM,
KOHCTPYKLHH U LENU NTUTAHUSL.

IToab3oBaTesib MHPOPMANUOHHOM CHUCTEMbI NEPCOHAJIBHBLIX JAHHBIX —
JUI0, ydacTByromee B  (YHKIMOHUPOBAHUM  WH(GOPMAIIMOHHOW  CHUCTEMBI
NEPCOHAIBHBIX JAaHHBIX WU HCIIONb3YIOIIEe Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IIpaBuia  pasrpaHu4eHdss  AOCTyla  —  COBOKYNHOCTb  ITpaBWII,
pETIaMEeHTUPYIOIINX MTpaBa J0CTyNa CyOBEKTOB IOCTYIA K 00BEKTaM JOCTYTIA.
IIporpaMmMHasi 3aKjiIaJgKa — CKPBITHO BHECEHHBIW B IIPOTPaMMHOE

oOecrieueHue (HYHKIIMOHATBHBIN OOBEKT, KOTOPBIM MPU OINPEACIICHHBIX YCIOBUIX
cnocobeH  o0ecneunTh HECAaHKIIMOHUPOBAHHOE  MIPOTrpaMMHOE  BO3JCHCTBHE.
[IporpammHas 3akiiagKa MOXET OBITh peaTn30BaHa B BUJE BPEIOHOCHOW MPOTPaMMBbI
WJIU TPOTPaMMHOTO KOJa.

IIporpammuoe (mporpaMMHO-MaTeMaTHYeCKOe) BO3/IeICTBHE -
HECAHKIIMOHUPOBAHHOE  BO3JIEMCTBME  HA  pEeCypchl  aBTOMATU3UPOBAHHOU
MH(QOPMAIIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C HCHOJb30BAaHUEM BPEIOHOCHBIX
MPOTPaMM.

Pecypc nungopManuoHHOM cMCTEMbI — HMEHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
MIPUKJIIATHOTO Wi anmnapaTHOro oOecredeHus (GYyHKIMOHUPOBAHUS
MH()OPMALIMOHHON CUCTEMBI.



9

CpeacrBa BBIYHCJIUTENbHOHM TEXHUKH — COBOKYIHOCTH MPOTPAMMHBIX U
TEXHUYECKUX JIEMEHTOB CUCTEM 00pa0OTKH TaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOSITEJILHO WJIM B COCTaBE APYTHX CUCTEM.

Cy0bekT goctyna (Cy0ObeKT) — JMIO WM MPOLECC, OCUCTBUS KOTOPOTO
pErjlaMeHTUPYIOTCS IPABUIIAMM pa3rpaHUYEHUs JOCTyTa.

TexHnuyeckue cpeacrsa HHPOPMAUMOHHOM CHCTEMbl MNEPCOHAJTBHBIX
JAHHBIX — CPEJICTBA BBIUYMCIUTEIBHON TEXHUKU, UH(OPMAILIMOHHO-BBIYUCIUTEIbHBIC
KOMIUJIEKCBI M CETH, CpEeACTBA M CHCTEMbl MepeAaud, npuemMa U o00paboTKH
MEPCOHANBHBIX JaHHBIX (CpelCcTBa W CHUCTEMBl 3BYKO3aIMCH, 3BYKOYCHJICHUS,
3BYKOBOCTIPOU3BE/ICHUS, MEPErOBOPHBIE W TEJIEBU3MOHHBIE YCTPOMCTBA, CpPENICTBA
U3TrOTOBJICHUS, THUPAXKUPOBAHMS JOKYMEHTOB U JpYrue TEXHUYECKHE CpEeJICTBA
00paboTKH peueBoM, rpapuyeckoil, Buaeo- U OyKBEHHO-IMGPOBOW MHGOPMALIHH),
IpOorpaMMHbIE CpeICTBa (OMEepallMOHHbIE CUCTEMbl, CUCTEMBbI yIpaBieHHs Oa3zamMu
JAHHBIX U T.I1.), CPEJICTBA 3aIUTHI HH(OPMAIUH.

TexHnueckuil KaHaJ yYTe4KHM HMHPOPMALMHM — COBOKYIHOCTb HOCHUTENS
undopmanmu (cpeactBa  00paboTku), GUHMYECKONW Cpeabl pacrpoCTpaHEHUs
MHPOPMATUBHOTO CHUTHAJla M CPEJCTB, KOTOPBIMU JIOOBIBaE€TCA 3aluilaemas
uHbopMaIus.

Yrpo3bl 6€30MaCHOCTH NMEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUH U
(GakToOpoB, CO3JAIOMIMX OMNACHOCTh HECAaHKUMOHUPOBAHHOTO, B TOM  YHCIIE
CIIy4yallHOrO, JOCTYINa K IEpPCOHAIbHBIM [IaHHBIM, PE3YJIBTATOM KOTOPOTO MOKET
CTaThb YHUYTOXEHHUE, WU3MEHEHHUE, OJIOKHpOBaHWE, KOMHMPOBAHUE, PACHpPOCTpaHEHHUE
NEPCOHAIBHBIX JAAHHBIX, @ TAKXKE MHBIX HECAHKIMOHUPOBAHHBIX NEHCTBHI NIPU HUX
00paboTke B MHPOPMAIIMOHHOM CUCTEME MePCOHATBHBIX JaHHBIX.

YHUUYTOKEeHHEe NMEePCOHAIBbHBIX JAHHBIX — JICHCTBUS, B PE3YIbTATE KOTOPBIX
HEBO3MOXHO  BOCCTAHOBUTH  COJEp)KAHUE  NEPCOHAIBHBIX  JAaHHBIX B
MH(POPMAIIMOHHON CHUCTEME MEPCOHANbHBIX JTAaHHBIX WM B peE3yibTaTe KOTOPBIX
YHUYTOKAIOTCSA MaTepHUaIbHbIE HOCUTEININ MEPCOHAIIBHBIX TaHHBIX.

Yr1euka (BamumaeMod) HHPOPMANUM MO TEXHHYECKHUM KaHAJaM —
HEKOHTPOJUPYEMOE pacHpOoCTpaHeHre HHGOPMAIMK OT HOCHUTENS 3allUIIaeMOn
uHdopmarum  depe3  (QusMUecKyro  cpeay 0  TEXHHUYECKOTO  CpEJICTBa,
OCYILECTBIISIONIETO MepexBaT HHHOPMAILIUH.

Ya3BUMOCTL — HEKas cladocTh, KOTOPYIO MOXKHO HCIIOJIB30BaTh IS
HapYIICHUSI CUCTEMBI HII COJIEpXKAIIecs B Hell HH(pOpMAIIHIH.
HenoctHocTh uUHOpMAUMU — COCTOSHHE WHGOPMAIMHM, TPU KOTOPOM

OTCYTCTBYET J1000€ €€ H3MEHEHHEe MO0 HU3MEHEHHE OCYIIECTBISIETCS TOJIBKO
MpeJHAMEPEHHO CYObEKTaMH, UMEIOIIUMH Ha HErO MPaBo.
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2. O01Hue moJ10KeHU A

Hacrosimas «ba3zoBast Mojiens yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX MPU X
00paboTke B MH(GOPMAIMOHHBIX CHCTEMaX MEPCOHANBHBIX NAHHBIX» (naniee — Mojenb
YIpo3) COACPKUT CUCTEMATU3UPOBAHHBIN MEPEUCHb YIPo3 0€30MaCHOCTH MEPCOHATBHBIX
JTAHHBIX TIPU UX 00paboTKe B MHGOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX. JTU
yIpo3bl  OOYCJOBJICHBI MpeAHAMEPEHHBIMU WM HENPEIHAMEPEHHBIMU JCHCTBUAMU
(U3NUECKUX ML, AEUCTBUSIMU 3apYOEKHBIX CIIELCTYXO WM OpraHu3aluil (B TOM YuCie
TEPPOPUCTUUYECKUX), a TaKKE KPUMHUHAIBHBIX TPYIIUPOBOK, CO3JAIOIIMX YCIOBUS
(MpeAnochUIKN) AJIs1 HapyIIeHUs] Oe30MacHOCTH nepcoHalIbHbIX naHHbIX (I1/IH), KoTOpoe
BEJICT K yIIepOy KU3HEHHO BAKHBIX HHTEPECOB JIMYHOCTH, OOIIIECTBA U TOCYIapCTBa.

Mogens yrpo3 COAEPKUT €AUHBIE MCXOJIHbIE JaHHbIE II0 Yrpo3am
0€30MacHOCTH TMEPCOHANIBHBIX JaHHBIX, OOpadaThiBaeMbIX B HHGOPMAIMOHHBIX
cucreMax nepcoHanbHbIX JaHHbIX (MCIIH), CBA3aHHBIM:

c mepexBatoM (cbemMom) IIJIH MO TEXHHUYECKMM KaHajlaM C IMEJIbl0 HUX
KOMUPOBAHUSI WU HEMPABOMEPHOTO PACIPOCTPAHEHUS;

C HECAaHKI[MOHUPOBAHHBIM, B TOM 4YHCJE ciaydailHbiM, noctynoM B MCIIIH ¢
LEJbI0 M3MEHEHUS, KOMUPOBAaHMS, HEMpaBOMEpPHOro pacmpoctpaHenus IIJIH wim
NeCTPYKTUBHBIX Bo3aelcTBuil Ha aneMeHThl UCIIIH u oOpabaTeiBaembix B HUX 110
C HCHOJIb30BaHUWEM IMPOTPAMMHBIX M MPOrPaMMHO-ANINAPATHBIX CPEACTB C UEIbIO
YHUYTOXCHHS WK OsokupoBanus [1/]H.

Mogenb yrpo3 SBISETCI METOAMYECKMM JIOKYMEHTOM U MpeJaHa3HayeHa
JUISE TOCYJApCTBEHHBIX M MYHUIIMNAIBHBIX OPraHoB, OPUAUYECKUX U (WIIH)
dusznueckux il (ganee — ornepaTopoB), OPraHU3YIOMUX U (MIM) OCYIIECTBISIOMUX
obpabotky IIJIH, a Takxke omnpenensronIuX Ieau U coiepkanue obpadorku I[1]1H,
3aka3uyukoB U paszpabotunkoB UCII[H u ux noxcucrem. C mpumeHeHueM Mogenu
yIrpo3 pemaroTcs CIAEAYIONIUE 3a/1a4H

pa3paboTka YacTHBIX Mojeiel yrpo3 OeszomacHoctd I[IJIH B KOHKpPETHBIX
NCITIIna ¢ yaeToM UX Ha3HAYCHUS, YCIOBUU U 0COOCHHOCTEH ()YHKITMOHUPOBAHHS;

ananu3 3ammmeHHoctd MCIIJIa ot yrpo3 OesomacHoctu II/lH B xome
OpraHW3aIliy 1 BBITIOJIHEHUS paboT o obecrieueHuto 6e3omnacHoctu [1/1H;

paspaboTka cuctembl 3amuThl [IJ[H, oOecmedumBaromer HEHTpaIU3AIIHIO
NPENIoaraéMbIX Yrpo3 C HUCIOJIb30BaHMEM METOAOB M crocoOoB 3amuthl [1/1H,
MPETyCMOTPEHHBIX JIJI1 cOOoTBeTCTBYIOMIEro kinacca MCIIH;

MIPOBEJICHUE MEpOIPUATHH, HalpaBJI€HHBIX  HA  MPEIOTBpAILCHUE
HECAaHKIMOHUPOBAaHHOTrO AocTymna K [1/Ix u (wnm) nepegaun ux auiam, He UMEIOIIUM
mpaBa J0CTyna K Takoh nHGOpMaIny;

HeJonyIlleHre Bo3neicTBua Ha TexHuueckue cpeacrtsa MCII/IH, B pe3ynbTaTe
KOTOPOTO MOXKET ObITh HAPYIIICHO WX (PYHKIIMOHUPOBAHHE;

KOHTPOJIb 00€CTeueHusT YPOBHSI 3alUIIIEHHOCTH TIEPCOHATBHBIX JAHHBIX.

B Moxaemn yrpo3 mano o6o6menHoe omucanue MCIIJIH kak 0O0BEKTOB
3aIIUTHI, BO3MOXKHBIX HMCTOYHHKOB YTPO3bl OE€30MAaCHOCTH TEPCOHAIBHBIX JaHHBIX
(YBIIH), ocHOBHBIX KiaccoB ys3Bumocted MCIIJIH, BO3MOXHBIX BHIOB
JeCTPYKTUBHBIX Bo3aecTBUM Ha [1/[H, a Tak’ke OCHOBHBIX CITOCOOOB UX peau3aluu.

VYrpo3sl 6e3omacHoct [1JH, o6padarsiBaembix B MCII/IH, conepxkaiiuecs: B
HacTosied Moaenu yrpo3, MOTyT YTOUHSITBCS M JOTOJIHATHCS [0 MEPE BBISBICHUSA
HOBBIX HMCTOYHUKOB YIpo3, pa3BUTHsI criocoOOB U cpenctB peanuzanuu YBIIn B
NCII/Is. Brecenune namenennii B Mogneins yrpo3 ocymectisiercs PCTIOK Poccun B
YCTaHABIMBAEMOM IOPSIKE.
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3. Knaccudukanusa yrpo3 6e301acHOCTH NEPCOHATBHBIX JaAHHBIX

CocraB m conepxkanue YDBII/[H omnpenensercss COBOKYIMHOCTBIO YCIOBHM W
(akTOpoB, CO3JAIOMIMX ONACHOCTh HECAaHKUMOHUPOBAHHOTO, B TOM  YHCIIE
ciy4daitHoro, nocrymna K I1J1H.

COBOKYNHOCTh TakMX YCIOBUM U (akTopoB QopMUpYETCS C YYETOM
xapaktepuctuk MCII/IH, cBoiicTB cpeasbl (IyTH) pacrnpocTpaHeHuss HH(HOPMAaTUBHBIX
CUTHAJIOB, COJEPKAILUX 3allIUIIAEMYI0 HH(OPMAIIUIO, B BO3MOXKHOCTEH HCTOYHUKOB
YIPO3BI.

K xapakrepuctukam MCII/IH, oOycnoBnuBaromum Bo3HukHOBeHue Y BII/IH,
MOKHO OTHECTH KaTeropuio u oowsem oOpabatsiBaembix B MCIIIH mepcoHambHBIX
nanublx, cTpyktypy WCIIH, nHamuuue nonakmtouenud HCIIIH k ceram cBs3u
oOLIEero Moyib30BaHus U (MJIM) CETIM MEXIYHapOIHOIo MH()OpPMAIMOHHOTO OOMEHa,
XapaKTEePUCTUKU TojcucTemMbl OezomacHocTu [1J[H, oOpabareiBaembix B MCIIJIH,
peXUMBI 00pabOTKU MEPCOHANBHBIX JAHHBIX, PEXKUMBI pa3TpaHUUYECHUS MPaB JIOCTYIA
nosibzoBareneid MCIIJ{H, MecTOHaXOXIEHUE M YCIOBHS Pa3MEIICHUS TEXHUUYECKUX

cpeacts UCII/H.
Nudopmarmonnsie cucrembl [I/lH  mpexactaBisioT co00lf  COBOKYMHOCTD
MHOPMAIIMOHHBIX M MPOTPpaMMHO-almapaTHbIX  JJIEMEHTOB, a  TaKke

WH(OPMAIIMOHHBIX TEXHOJIOTUH, TPUMEHSIeMBbIX TTpu 006padoTke [1/1H.

OcHoBHbIMU 31eMeHTamu UCITIH sBastoTcs:

NepcoHaJIbHbIE JaHHBIE, cojAep X alirecss B 0a3ax IaHHBIX, KaK COBOKYITHOCTh
uHopManuu u ee HocuTenel, ucrnonbzyeMbix B UCIIH;

UH(GOpPMAIIMOHHBIE TEXHOJIOTUH, TpUMeHsieMble nipu 00padotke [1/1H;

TEXHUYCCKUE CPEJICTBA, OCyIIecTRiIsomue ob6padotky IIJJn (cpenctsa
BBIUHUCITUTEILHON TEXHUKHU, WHOOPMAITMOHHO-BHIYMCIUTENbHBIE KOMITJIEKCHl U CETH,
CpelCcTBa M CHCTEMBbI Tepeaaud, npuema u oopadotku I1JIH, cpeacTBa U cUCTEMBI
3BYKO3allMCH,  3BYKOYCWJIEHHUS, 3BYKOBOCIPOU3BEICHHS, IEPErOBOPHBIE U
TEJIEBU3UOHHBIE YCTPONUCTBA, CPEACTBA U3TOTOBJIEHHUS, TUPAKUPOBAHUS JOKYMEHTOB
U JpYyrue TEeXHUYECKHE CpeAcTBa 00pabOTKM pedeBoil, Trpaduveckod, BHIICO- H
OykBeHHO-IIMPpOBOI HHPOpMaIn) (naiee — rexunueckue cpeacrsa UCIAH);

IpOrpaMMHBIE CpPEJCTBA (ONEPALUOHHBIE CHCTEMBI, CHCTEMBI YIPABICHUS
0azaMu JaHHBIX U T.I1.);

CpeIICTBa 3aIUTH HHPOPMAIINH;

BCIIOMOTaTeNIbHbIe TeXHUUeckue cpeactBa u cucteMbl (BTCC) — texHuueckue
CpelICcTBa M CHUCTEMBI, X KOMMYHHUKAIIUU, HE MpeAHa3HAUYCHHBbIE i 00paboTKH
[1/ln, HO pa3MelieHHBIE B MOMEHICHHUSIX (Janee — CIayKeOHbIe TOMEIIEHHUs), B
Kotopbix pacnojoxenbl MCII[[H, uX TeXHUYECKHE CpecTBa (pa3jIuyHOTO pojaa
TenepOHHBIE CPEJICTBA M CUCTEMBI, CPEJICTBA BBIYMCIUTEIBHON TEXHUKH, CPEICTBA U
CUCTEMBI NIepeAavy JIaHHBIX B CUCTEME PaJIUOCBSI3U, CPEACTBA U CUCTEMbI OXPAHHOU
U TOXXApHOW CUTHAJU3AIMU, CPEJICTBA M CHUCTEMbl OMOBEUICHUS W CUTHAIU3AIINH,
KOHTPOJIbHO-U3MEpUTEIbHAS amnmnaparypa, CpeacTBa u CHUCTEMBbI
KOHJIUIIMOHUPOBAHUS, CPEJICTBA U CUCTEMBI IPOBOJAHON PaAMOTPAHCISAIIMOHHON CETH
U TpuUeMa MporpaMM paJUOBEIIAHUS U TEJIECBUACHUS, CPEACTBAa 3JIEKTPOHHOM
OPI'TEXHHKH, CPEJCTBA U CUCTEMBI DJICKTPOUYACO(DHKAITUH).

CaoiicTBa cpenpl (MyTH) pacnpocTpaHeHUs HHGOPMATUBHBIX CHUTHAJIOB,
CoJIeprKallliX 3allUIIAeMyl0 WH(OpMalHIO, XapaKTepU3yITCSd BUAOM (U3UYECKOU
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cpenbl, B KOTOpou pacnpoctpanstorces [IJ[H, u ompenensrorcss TpuU  OLEHKE
BO3MOKHOCTH peanu3anuu Y bI1/[H.

Bosmoxxnoctu ucrounuko YBIIJ[H 00ycnoBiIeHBI COBOKYITHOCTBIO CIIOCOOOB
HECAaHKIIMOHUPOBAaHHOTO W (WiM) ciydaiiHoro aoctyna kK IIJIH, B pesynbrare
KOTOpPOTO  BO3MOXXHO  HapylleHHe  KOH(uIeHIHanbHOCTH  (KOMHMPOBaHUE,
HEMPaBOMEPHOE PACIPOCTPAHEHUE), NEIOCTHOCTH (YHUYTOXKEHHE, W3MEHEHHE) U
noctynHocTH (61okupoBanue) [1/1H.

VYrpoza 6e3zonacnoctu [IJIH peanusyercs B pesyibTaTe 00pa3oBaHUs KaHala
peanuzanuu YBIIJIH Mexly HICTOUHUKOM yrpo3bl U HocuteneM (huctouHukom) [1/1H,
YTO CO3/JAET YCJOBHS Il HapyiieHus: 6e3omacHocTH [1/lH (HecaHKIIMOHUPOBAHHBIN
WIH CITy4alHbII 10CTYM).

OcHoBHBIMM 37IeMeHTaMu KaHana peannzanuu YBII/IH (pucyHok 1) sBusitorcs:

uctouHuk YBIIJIH — cyObekT, MaTepuanbHbIi OOBEKT WM (HU3UUECKOE
siBeHue, co3naromue Y bIIJIH;

cpena (myth) pacnpoctpaHenus IIJIH wam  BO3mEUCTBUM, B KOTOPOM
¢usznueckoe moiie, CUTHAN, JAaHHBbIE WJIM MPOTPaMMbl MOTYT PacHpOCTPAHITHCS U
BO3/ICHCTBOBATh Ha 3allMIaeMble CBOWCTBA (KOH(HIEHIIUATBHOCTh, LEIOCTHOCTb,
OOCTynHOCTH) TT/1H;

Hocutenb [1/IH — pusmyeckoe nUIO WM MaTepUAIbHBIA OOBEKT, B TOM YHCIIE
¢uznueckoe mnoje, B kotopom II/IH HaxomsT cBoe OTpakeHHE B BHUAEC CHMBOJIOB,
0o0pa3oB, CHUTHAJOB, TEXHUYECKHX PpEUIEHUH U TPOIECCOB, KOJIUYECTBEHHBIX
XapaKTepUCTUK (PU3NYECKUX BETUYHH.

Cpena pacrpocTpaHeHUs
Hcroynuk I1/11 1 Bo3zeicTBuil
yrpo3 0e3onacHocTH |4 TIpreMHIK +—> Hocurens 1T/1n
IT/Tn MH(OPMATHBHOIO CUTHAJIA
[lepenaTunk
BO3/ICIICTBYIOIIErO CUTHAJIA

Pucynok 1. OGo01ieHHas cxeMa KaHajla peaqn3aliuy yrpo3 0€30MacHOCTH
MEPCOHATBHBIX JaHHBIX

Hocutenu II[lH MoryT coaepkatb HWHGOPMAIHMIO, TMPEACTABICHHYIO B
CIEeAYIOIINX BUAAX:

akyctuueckas (pedeBas) undopmarus (PU), comepkamascs HEOCPEICTBEHHO
B npouzHocuMoi peun mnoiab3zoBarenss VCII[H npu ocymiecTBieHUn UM (YyHKIUH
rosjocooro BBojaa II/ln B MCII[AH, nub0 BOCmpou3BOoAMMAs AaAKYyCTHUYECKUMU
cpenctBamu CTI/IH (ecnu Takue QyHKIIMHA MPETYCMOTPEHBI TEXHOJIOTHEN 00pabOTKH
I1/1n), a Taxxke conepxkaliasicss B AJIEKTPOMATHUTHBIX TMOJSAX M DIEKTPUUYECKHUX
CUTHaJIaX, KOTOPbIC BO3HUKAIOT 32 CUET MPeoOpa30BaHMi aKyCTUYECKOM nH(popMaIu;

BusoBas uHpopmanus (BU), npeacraBieHHass B BUJe TEKCTa U M300paxeHUN
pPa3IMYHBIX YCTPOUCTB OTOOpakeHUSI HHQPOPMAIIMU CPEJACTB BBIYUCIUTEIBLHON
TEXHUKHU, WH(OPMALMOHHO-BBIYUCIUTEIBHBIX KOMILJIEKCOB, TEXHHUUYECKUX CPEACTB
00paboTKku rpaduyeckoi, BUaeo- U OYKBEeHHO-IM(PpoBOH nH(pOpMaLMK, BXOASIIUX B
coctaB UCII/IH;
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uHpopmanus, oOpabatbiBaemas (uupkyiupytomas) B HWCII[AH, B Buze
AIEKTPUUYECKUX, IIEKTPOMArHUTHBIX, ONITUYECKUX CUTHAJIOB;

uHpopmanus, oopadateiBaemas B UCII/IH, npencraBieHHas B Buae Out, OauT,
(baiiyioB U IPYTUX JOTHYECKUX CTPYKTYP.

B nensx dbopmupoBanus cucreMatrusupoBanHoro nepeuns YBII[H npu ux
obpabotke B MUCII[IH u pa3paboTke Ha HUX OCHOBE YACTHBIX MOJENIEeH
MPUMEHHUTENIbHO K KOHkpeTHomy Buay WCIIJIH yrpo3sl knaccuuiupyroTcs B
COOTBETCTBHUH CO CJICIYIONUMH MMPU3HAKAMU (PUCYHOK 2):

no Buay 3amumaemMoit or YBII/In undopmanuu, conepxareit [1/1H;

10 BHJ1aM BO3MOKHBIX UCTOYHUKOB Y BII/IH;

no tuny UCII/IH, Ha KoTOpbIe HanpaByieHa peanuszauus Y bII/IH;

o coco0y peanuzanuu Y bI1J]H;

10 BUJy HApyIIaeMOro CBOMCTBa MH(OpMaIMK (BUIY HECAHKIIMOHUPOBAHHBIX
nercTBuil, ocymiecTBisgemMbix ¢ [1/1H);

0 UCIOJb3YEMON YA3BUMOCTH,

10 0OBEKTY BO3/ICHCTBUS.

[Io BUmaM BO3MOXHBIX HMCTOYHUKOB YDBII/[H BBIAEIAOTCS CIeAyOIHAE
KJIACCHI YIpo3:

yrpo3bl, CBSI3aHHBIE C TMPEJHAMEPCHHBIMHU WM HENpeIHAMEPCHHBIMU
neucTBusaMu Jni, wuMmeromux gocryn k MCII[AH, BkiIoyas moJb30BaTeNneH
UCIIH, peamu3yromux yrpo3sl HenocpeactBeHHo B HWCII[H (BHyTpeHHUI
HApPYIIUTEb);

yIpO3bl, CBSA3aHHBIE C NPEAHAMEPEHHbIMU WM HENpPEJHAMEPECHHBIMU
neucTBuaMu Jni, He umeronux gocrtyna k WMCII[AH, peanusyronudx yrposbl H3
BHEITHUX CEeTel CBsI3M OOIIEro MOJb30BaHMS U (WJIHM) CEeTe MEeXIyHapOIHOIO
uH()OPMAIIMOHHOTO OOMEHa (BHEITHUN HAPYIIUTENh).

Kpome Toro, yrpo3sl MOTyT BO3HMKaThb B pe3yjbTaT€ BHEIPCHUS
anmnapaTHbIX 3aKJ1aJJ0K U BpEJOHOCHBIX MIPOrpaMM.

ITo Tuny WCIIH, Ha KoTopble HampaBieHa peanuszanus YBII/H,
BBIJICIISIFOTCS CIEAYIOIINE KIACChl YTpO3:

yrpo3sl  Oe3omacHoctu [IJlH, oOpabateiBaembix B WCII[ln Ha 0aze
aBTOHOMHOTO aBTOMAaTH3UPOBaHHOTO pabodero mecta (APM);

yrpo3sl Oe3omacHoctu I1JlH, oOpabarsiBaembix B MCII[n Ha 6aze APM,
MOJKIIOYEHHOT0 K CETH OOIIero ToJIb30BaHUsA (K CeTH MEXIyHapOIHOTO
WH(POPMAITMOHHOTO 0OMEHa);

yrpo3sl 6e3omacHoctH [1J]H, oOpabaTeiBacMbix B MICIT/IH Ha Ga3e J0KaIbHBIX
MH()OPMAITMOHHBIX CUCTEM 0€3 MOJKIIOUEHHS K CETH OOIIero mojib30BaHus (K CeTH
MEXTYHApOIHOTO HHPOPMAITMOHHOTO OOMEHA);

yrpo3sl 6e3omacHocTH [1JIH, oOpabaTeiBacMbix B MICIT/IH Ha Ga3e JO0KaIbHBIX
WH()OPMAITMOHHBIX CHCTEM C MOJKIIOYEHUEM K CETH OOIIero MoJib30BaHus (K CETH
MEXTYHApOJIHOTO HHPOPMAITMOHHOTO OOMEHA);

yrpo3bl Oe3omacHoctu [IJ[H, oOpabateiBaecmbix B HWCII[ln Ha 0ase
pacupeieieHHbIX MH(QOPMAIMOHHBIX CHUCTEM 0€3 MOAKIIOYEHHUSI K CETU OO0LIero
MOJIB30BaHMs (K CETH MEXyHAPOJHOTO HH(POPMAIIMOHHOTO 0OMEHA);
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Mo Buay HApYIACMOro eeolieTea HHGOPMAUHA (BHAY HECAHKUHOHHPOBAHHBLIX AciieTeR, oevimmeeTeanembix ¢ I11u)

Yrposel KoudHaenuHaTLHocTH (YTeKH, TEPEXBATA, CLeMa,
KOIHPOBAHNA, XHIIEHHA, Pa3rIamLeHy ) HudopManny

YIpossl UEIOCTHOCTH {YIPATE, YHHUTOKCHI,
MOLHPHEALIAR) HHQOPMALLHK

{BnoKHpOBan

Mo muny HCIIAn, na koropeie sanpagaena peaanzauun ¥ BIL T

YIPosel A0CTYIHOCTH

HA) HHpOpMALIHH

Yrposw Gesonacnocrd 110\,
obpadareiraevery 8 MO0 va Gaze APM (c
0K THMEHHEM H DE3 I0AKIKMEHHA K

BEIMHCIHTEIBHOH CeTH)

Yrpose Gezonacnoctu 1118, obpabarmBacMux B
MCIH 0 Ha Gate noKATRHOH BEYMACTHTETLHON
CETH (C IOAKIIOMEHHEM 1 DEZ HOUKIUMEHHA K

PACHPELCICHADH BRYHCIHTENRHOH CeTH)

Yrposw Gesonacaoctd [k, obpadarssacMux 8
MCIw #a Gase pacnpeieneHHpx
MHPOPMALMOHHBLX CHETEM (¢ IIOUKITIOHEHHEM,
Bes MOAKITKUCHHA K CCTH 0DLIEr0 HOJIBI0BAHIA)

Mo enmocobam peannzanmn ¥ I Tx

YTpoasl crelHankikx Boanedcrenii wa MO R

| | Yrposet HCJL B MCILR |

—l MEXAHHUCCKOID BO3ICHCTBHA

YTPO3H YTeUKH HHOOPMATTI TT0
TEXHHYSCKHM KaHATaAM

YIPosel, pEAIIMIYEMbIE C IIPHMEHEHHEN

—| EXHMHUMCCKOID BOZICHCTEMR

—l ARYCTHUCCKOID BO3ICHCTEHA

SIERTPHUECKHMH NPOrpaMMHEY CPEICTE ONMEPALHONION CHCTEMEL |

10 pajHoKaHany

HMITYTBCAMH

L[ CHomornyeckoro Bo3IelicTENA

—{ PAOMALHOHIOTD BOSIeHCTEHA

Vrpoiel, peannIveMele ¢ TpHMeHeHHeM |

10 EKTPHYECKOMY  KaHANY

Yrpoaw yreuxn PH |

MIEKTROMATHHTHLIMA

cleLHalsHo pazpadborandore 110 |
HINYYEHHAMH

Mo ONTHYECKOMY KaHaTY

Yrpoaw yreuxn BH |

—{ TEPMHHMECKOTD BO3IEHCTRHA

|
|
|
]
|
|

MATHHTHBIM 110JeM_ | YIpossl, PLaHiYEMbIE ¢ IPHMEHEHHEM |

O ARy CTHICCROMY
{BHOPAHONHOMY) KAHATY

_m HATHOT O
JeficTEHA

o Henonb3yemMoli YA3IBHMOCTH

BPEAOHOCHRIX TIPOTPanM ‘

o CMCLTAHHBIM
fllﬂpﬂh{e'l’pMQECKHM] Kanamam

Yrposel yreusu
HHhopMAIEN O KaHanamM
H3MHH

C penorbzopasmes | | C HeIos0BaHnem
YAIBHMOCTH YHIBHMOCTH
cueremHoro 110 IprEaLEoI 10

M0 IB30BAHHEM
YAIRHMOCTH, BRITEAHHON
HEOCTATIKAME OPraHHaLHH
T3H or HCIL

C HCI0B30BAHNEM
YAIRHMOCTEH NPOTOKOIOR
CETEBOT( BIAUMOIEHCTBHE H
KAHAIIOE HEPEIaYH TAHHBIX

C HCnOIIB30BAHHEM
YAIRHMOCTH, BEITBAHHOI
pannuHeM B AC
ANTAPATHON SAKIALKH

C HCIO B30 BAHMEM YHIBHMOCTEH,
OFYCITORIHBAROTIHY HAITHYHE
TEXHHYECKHX KAHATOB YTeukH
HHPOPMALIHH

C HCTIOTRIORAHHEM
yaseumocteit C3H

Mo obbekry BosaciicTBNn

Y11LH, obpadarseaemeix Ha APM

YEILAn, ofpabaTEBaeMBIX B BLIICIEHHEIX
TEXHHUECKHX CpeacTBax 00paldorky

YBITn, nepenasaeMuix
110 CETAM CEA3H

Ha oTuyxiaenix HocHTenax nidopMatnn

yl‘[mh[ TTPHEIAAHBIM TTPOTPAMMAM,

TpeanaziatenLIM Ui paﬁu‘m cl

¥ IPOEL CHCTEMHOMY
[u || HO, obecneunsaromeny

PV HELHOHHPOBAHHE

Ha npuurepa, noorrepax,

Ha BCTPOCHHBIY HOCHTCIAX A0ITOEPECMEHHOTD XPAHCHHA IlHChUPMHuHIl

IPAfOIOCTPONTEINEX H T.11,

¥hILR npw nepepave curuanon
110 JIHHHAM CBA3H

B cpeacrpax obpalorku U XPAHEHHA ONEPATHEHOR MHGOpMaLHK

Ha BLIHOCHEIX TepMHHANAX,
MOHHTOPAX, BHASOIPOSKIOPAX

B cpeacrsax (noprax) ssoaa (BuiBoga) Hihopmanim

B cpenersax ssykoycHnenus,

Pucynok 2. Knaccudukanus yrpo3 6€30macHOCTH MEPCOHAIBHBIX TAHHBIX,
oOpabaTpiBaeMbIX B MTHOPMAIIMOHHBIX CHCTEMaX MEPCOHABHBIX TAHHBIX

IBYKOBOCTIPOHIRENEHHA

YhEILIH npu nﬁpaﬁorxe MaKeTos B
KOMMYHHKALHOHHBIL JIEMEHTAX
HHPOPMALTHOHIO-
TENEKOMMYHHKAIHOHHEIX CHCTEM

HCI

14’
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yrpo3sl  O6e3onacHoctu IIJln, oOpabateiBaembix B WMCII[lH Ha 0aze
pacupeqeieHHbIX WHGOPMAIUOHHBIX CHUCTEM C MOJKIIOYEHHUEM K CETH OO0IIero
MOJI30BaHMS (K CETH MEXyHAPOIHOTO HH(MOPMAIIMOHHOTO 0OMEHA).

ITo cnocobam peanuzanuu YBII/IH BbIACHSAIOTCS ClIEAYIONINE KIACCHl yTPO3:

yrpo3bl, cBsizanHble ¢ HCJl x [I[ln (B ToM uwMcine yrpo3bl BHEAPEHHUS
BPEAOHOCHBIX ITPOrPAMM);

yrpo3bl yTeuku [1/]H Mo TeXHUYeCKUM KaHajlaM yTeuku HHGOpMalluu;

yrpo3bl clienHaIbHBIX Bo3aeiicTBuil Ha UCII/H.

[Io BuAy HECAaHKUIMOHUPOBAHHBIX JEHUCTBUM, ocymecTBiieMbiXx ¢ [I/1H,
BBIJICIISIIOTCS CIIEYIOIINE KIacChl yTpo3:

yrpo3bl, NOPUBOASIIME K  HapymieHuio KoHuaeHuuanbHoctu  [I/IH
(KOMUPOBAHUIO WJIM HECAHKIIMOHMPOBAHHOMY PAaCHpPOCTPAHEHUIO), TIPU pealiu3aluu
KOTOPBIX HE OCYIIECTBISETCS HEMOCPEICTBEHHOrO BO3ACHCTBUS Ha COAEp>KaHUE
uHpOpMaLINH;

yrpo3bl, MPUBOJSAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIydailHOMY,
BO3JICHCTBUIO Ha  coiepkaHue uHPoOpManuu, B  pe3yjabTaTe  KOTOPOTO
ocymiecTBiseTcss u3Menenue [1J[H wim ux yHUYTOXKECHUE;

yrpo3bl, MPUBOJAIINE K HECAHKIIMOHUPOBAHHOMY, B TOM YHCJIE CIydailHOMY,
BO3JICUCTBHUIO Ha MPOTPaMMHBIC WM MTporpaMmHo-anmnapaTHbie anemenTsl UCIIIH, B
pe3ysbTaTe KOTOPOro ocyiecTrigeTcs omokupoanue [1JH.

[To ucnonb3yeMoi ysi3BUMOCTH BBIACIISIIOTCS CJIEAYIOIINUE KIacChl YIpo3:

yIpO3bl, PEANN3yEMBbIE C UCIIOIB30BAHUEM YS3BUMOCTH crucTeMHOro [10;

yIpO3bl, PEAN3yEMBIE C UCIIOIB30BAHUEM YS3BUMOCTH npukiagHoro [10;

yIrpO3bl, BO3HUKAIOILIKE B PE3YJIbTATE UCIIOJIb30BAHUS YSI3BUMOCTH, BBI3BAHHOM
HanuureM B AC anmapaTHOW 3aKIagKy,

yIrpO3bl, peAI3yeMbI€ C UCIIOJIB30BAHUEM YSI3BUMOCTEN MPOTOKOJIOB CETEBOTO
B3aUMOJICHCTBHS U KaHAJIOB M€pelayul TaHHbIX;

yIrpo3bl, BO3HUKAIOIIUE B PE3YJIbTATE UCIIOJIb30BAHUS YSA3BUMOCTH, BEI3BAHHOMN
Henoctarkamu opranuzanuu T3U ot HC;

yIpO3bl, peaTu3yeMble C UCIOJIb30BAHHEM YSI3BUMOCTEH, O0YCIOBIMBAIOLIAX
HaJIMYHUe TEXHUYECKUX KaHAIOB YTeYKU UH(POPMAIIUK;

YIPO3bl, peaInu3yeMble ¢ UCIOIb30BaHuEM ysa3BumocTeil C3U.

ITo 00BbeKTy BO3EHCTBHUS BBIACIAIOTCS CIACAYIOIINE KIIACCHl yTPO3:

yrpo3sl 6e3omacHocTH I1/1H, o6pabaTbiBaeMbIx HAa APM;

yrpo3bl  Oe3zonacHoctu [1JlH, oOpabaThiBaeMbIX B BBIIEIEHHBIX CPEICTBAX
00paboTku (MpUHTEpax, MIOTTepax, rpadormoCTPOUTENSIX, BBIHECEHHBIX MOHHUTOPAX,
BUJIEONIPOEKTOPAX, CPEJICTBAX 3BYKOBOCIPOU3BEICHUS U T.IL.);

yrpo3sl 6e3omacaoctu [1/1H, mepenaBaeMbIxX MO CETSIM CBSI3H;

YIpO3bl NPUKIIAJHBIM [IPOrpaMMaM, ¢ MOMOIIBI0 KOTOPbIX 00pabdateiBatoTes [1]1H;

yrpo3sl cuctemHomy 10, obecnieunBaromemy pynkuonnpoBanue UCII/IH.

Peanuzamusa opnot w3  VYBIIJIH mnepedncieHHBIX KIACCOB WM UX
COBOKYIMHOCTH MOXET TMPUBECTH K CHEAYIOUIMM TUIIAaM TOCJIEACTBUNA IS
cyonekToB I1/]H:

3HAYUTENIbHBIM HETaTUBHBIM MOCIEACTBUSIM 1151 CyObekTOB [1/1H;

HETaTUBHBIM MOCIEACTBUAM 1151 cyObekTOB [1/1H;
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HE3HAYUTEIbHBIM HETaTUBHBIM MOCIEICTBUAM Il cyObekToB [1/1H.

Yrpo3bl yreuku II/[H mo TeXHMYECKMM KaHalaM OJHO3HAYHO OIMCBHIBAHOTCSA
XapaKTepUCTUKaMU HCTOYHUKAa WH(pOpMauuu, cpelabl (IyTH) paclpoOCTPAHEHUS U
pUeMHUKa MH(OOPMATUBHOTO CUTHANIA, TO €CTh ONPENEISAIOTCA XapaKTEpPUCTHUKAMU
TEXHUYECKOro KaHana yreuku I1/1H.

Yrpo3sl, CBs3aHHBIE C HecaHKIMOHHpoBaHHBIM goctynioM (HCJ) (manee —
yrpo3sl HCJ[ B UMCII/IH), mpeacTaBisiiOTCS B BHJE COBOKYITHOCTH OOOOIICHHBIX
KJIACCOB BO3MOXHBIX HCTOYHUKOB yrpo3 HC/I, ysa3BUMOCTEN NpPOrpaMMHOrO M
anmapatHoro obOecneuenuss HWCIIIH, cnoco0oB peanu3anuu yrpos, OOBEKTOB
BO3JIEHCTBUA (HOcHUTeNned 3amuinaeMod uHGOpMaluu, IUPEKTOPHUEB, KaTallOroB,
daitnos ¢ [1In wiu camux [1IH) ¥ BO3MOXKHBIX JACCTPYKTUBHBIX JeciicTBuil. Takoe
Ipe/ICTaBIIEHUE OMKUCHIBACTCS CIEAYIONIeH (opMaTn30BaHHOMN 3alUChIO:

vepoza HCJ[: = <ucmounux yepo3zvi>, <ya36UMOCMb NPOSPAMMHO20 UNU
annapamnoz2o  obecneueHus>, <cnocob  peanuzayuu  yeposvi>,  <00beKm
8030elicmeusi™>, <HeCauKYUOHUPOBAHHbIUL OOCHYN>.
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4. Yrpo3bl yTeuku HHGOpPMALMH 10 TEXHHYECKUM KaHAJIaM

OCHOBHBIMH  DJIEMEHTaMU OMNHUCAHUA YIpo3 yTeuku uHPOpMAIUU IO
texunueckuM kKaHanam (TKVYU) sBastoTCS: MCTOYHHMK yrpo3bl, cpena (IyTh)
pacrpocTpaHeHusi UMH(DOPMATHUBHOTO  CHUTHajla M HOCUTENb  3aIlMIIAeMOU
uH(pOopMaIu.

Ucrtounukamu yrpo3 yTeuyku HHPOpPMAIMM TO TEXHUYECKUM KaHajgaMm
ABIAIOTCS  (pusmyeckue Jsmna, He wumeromue npocryna k HCIAH, a Takxe
3apyOeKHBIE CIEICITYXKObl WIM OpraHu3alnuul (B TOM YHCIIE KOHKYPUPYIOIIUE WIH
TEPPOPUCTUUECKHUE), KPUMHUHAIBHBIE TPYNIUPOBKH, OCYIIECTBIISIIONIME TMEepeXBaT
(cbem) uMHpOpPMAIIUU C HUCIOIb30BAHUEM TEXHHUYECKUX CPEJICTB €€ PETrHCTpallvH,
npuema unu pororpadgupoBaHusi.

Cpena pacnpocTpaneHusi ”HQOPMATUBHOTO CUTHaNA — 3TO (pusnuueckas cpena,
0 KOTOpOW WH(MOPMATHUBHBIM CUTHAT MOXET PACHpPOCTPAHITHCS W MPUHUMATHCS
(peructpupoBatbesi) npuemMHukoMm. Cpena pacnpocCTpaHEHUS] MOXKET OBITh Kak
OJIHOPOJHOM (HampuMep, TOJIbKO BO3AYIIHOW), TaK W HEOJHOPOJHOW 3a Ccuer
nepexoja CUrHaja W3 OJIHOM cpelabl B JAPYryw (Hampumep, B pe3yjbTare
aKyCTORJICKTPUUYECKUX WM BUOPOAKYCTHUECKHUX MPEOOPa30BaHMN).

Hocutenem II[In sBasiercss mnosb3oBatens MCII[IH, ocymecTBistommi
rosiocoBoit BBoa 110 B UCII/IH, akycTtuueckas cucrema UCII/IH, BocipousBoasias
I111, a Taxxke texuuueckue cpeactsa MCII[In u BTCC, coznaromme duznueckue
0JIs1, B KOTOPBIX MH(MOPMAIUS HAXOUT CBOE OTpaKEHUE B BUJIE CUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PELICHUM U IMPOLECCOB, KOJIUYECTBEHHBIX XapPAKTEPUCTHUK
(bu3nUecKrX BETUYUH.

ITpu ob6pabotke I1J]In B MCII/IH 3a cueT peanm3amuu TEXHUYECKHX KaHAJIOB
yTEUKH WH(POpMAIIU BO3MOKHO BO3HUKHOBeHUE cienyromux Y BIT/IH:

yIrpo3 YTEUKU aKyCTUUIECKOU (peueBoit) nHbopMaIuy,

yrpo3 yTeUKHu BUAOBOU MH(MOpMAIUH,

yrpo3 yTeYKH HHPOpMAlUM TO KaHajaM MOOOYHBIX AJIEKTPOMArHUTHBIX
u3nydenuit u Hapook (IIOMUH).

4.1. Yrpo3bl yTeUKH aKyCTHYECKOii (peueBoii) HH(popMaun

Bo3HUKHOBEHHE yTrpo3 YTEUKH aKyCTHYECKOH (peueBoil) WHQOpMaIHH,
coaepKaleicss HeMOoCPEACTBEHHO B MpoM3HOCHMOM peun modb3oBatens MCIIIH,
npu obpadorke I1[In B UCII[AH, oOycnoBneHo HammyueM (QYHKIHH TOJIOCOBOTO
Beojga [IJln B UCII[An wnu ¢yakuuii BocmpousBedeHus I[IJIH akycTtuueckumu
cpeactBamu MCIT/IH.

[TepexBat akycTudeckoii (pedeBoii) mHOOPMAIUK B TAHHBIX CIIyYasx BO3MOXCH
C HCIIOJIb30BAaHUEM alllapaTypbl, PETUCTPUPYIOLIEH aKycTUYecKue (B BO3IyXe) U
BUOPOAKyCTHYECKHE (B YIPYTHUX CpeAax) BOJHBI, @ TAKXKE DJICKTPOMArHUTHBIE (B TOM
YUCJ€ ONTUYECKUE) U3IYyYEHUS U DIIEKTPUUECKUE CHUTHAJIbl, MOIYJIMPOBAHHbBIC
MH()OPMATUBHBIM aKyCTHYECKHM CUTHAJIOM, BO3HUKAIOIIUE 33 CYET MpeoOpa3oBaHUil B
Texanueckux cpenctBax oopabotku [1/In, BTCC u cTpouTenbHBIX KOHCTPYKIUSX U
MHXEHEPHO-TEXHUYECKUX KOMMYHUKAIUSIX O] BO3JACHCTBUEM aKyCTUUECKUX BOJIH.

Kpome storo, mepexsar akycTtuyeckoul (pedyeBoit) mHpOpMaluu BO3MOXKEH C
WCIIOJIb30BAaHUEM  CHEUUAJbHBIX  AJEKTPOHHBIX  YCTPOMCTB ChEMa  pPEUEBOU
nH(popMalKM, BHEAPEHHBIX B TexHUuYeckue cpenactBa oopadorku I[1Jn, BTCC u
MOMEIIEHHUSI WIH MOJIKIFOYEHHBIX K KaHaJIaM CBSI3U.
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VYrpo3el Oe3omacHoctu [1/IH, cBsi3aHHBIE C TEPEXBATOM AKYCTHYECKOM
uH(pOpPMAIMK C HUCIOJIb30BAHUEM CIIELMAIBHBIX 3JEKTPOHHBIX YCTPOMCTB CheMa
pedeBoil nHGOpMALNK («3aKJIAJOUYHBIX YCTPOHCTBY), ONPEEISIIOTCS B COOTBETCTBUH
C HOpMaTUBHBIM JoKyMeHTaMu DenepanbHoi ciykO0bl Oe3onacHocTH Poccuiickoi
denepanuu B yCTAHOBICHHOM €10 MOPSIAKE.

[lepexBat akycTudeckoi (peueBoit) nHGOpPMaIMKU MOYKET BECTUCH:

CTallMOHAPHOM ammapaTypod, pa3MelniaeMoil B OJM3JIEKAIMMX CTPOCHUSIX
(31aHUSAX) C HEKOHTPOJIUPYEMbIM MTPEOBbIBAHUEM MOCTOPOHHUX JIULL;

IIOPTATUBHOM BO3MMOM aIllaparypoW, pa3MellaeMod B TPAHCIOPTHBIX
CpElICTBAX, OCYUIECTBISIONIMX JBH)KEHHE BOJIM3M CITYKEOHBIX MOMEIICHUH WIN MpU
UX MMAPKOBKE PSIAOM C 3TUMU ITOMELIECHUSIMH;

NOPTATUBHOM HOCUMOM anmapatypod — GU3MUECKHUMHU JIMUAMUA TpH  UX
HEKOHTPOJIUPYEMOM  NpeObIBAHUM B  CIYKEOHBIX  IMOMEHICHUSX WU B
HENOCPECTBEHHOM OJIN30CTH OT HHUX;

ABTOHOMHOM aBTOMAaTHYECKON anmapaTypod, CKpPBITHO YCTaHABJIMBAEMOU
(GU3MYECKUMH JIMIIAMH  HETOCPEACTBEHHO B CIY)KEOHBIX IOMEHICHUSX WIH B
HENOCPECTBEHHOM OJIM30CTH OT HUX.

4.2. Yrpo3bl yTeukHu BU0BOH nHGopManumn

YTpo3bl yTeuku BHI0BOM MH(POPMAIMK peasu3yroTCs 3a cueT npocmoTpa [1/1x
C TIOMOIIBI0 ONTHYECKUX (OMTUKOAIEKTPOHHBIX) CPEICTB C HKPAHOB JUCIUICEB U
JIPYTUX CPEJCTB OTOOPAKEHHS CPEACTB BHIYMCIUTENIBHON TEXHUKH, HH(DOPMAIIIOHHO-
BBIUMCITUTENbHBIX KOMIUIEKCOB, TEXHUYECKHX CPEICTB OOpabOTKM TrpaduuecKo,
BUJIC0- U OYKBEHHO-IIM(PpoBOM nHbOopMaruu, BxoAsanux B coctaB UCITIH.

Kpome storo, nmpocmotp (peructpanus) [1/IlH BO3MOKEH € HCNOIB30BaHUEM
CHEIUANBbHBIX JJEKTPOHHBIX YCTPOMCTB ChEMa, BHEIPEHHBIX B CIIYXKEOHBIX
MOMEIIEHUSX WM CKPBITHO HMCTOIb3YEMBIX (DU3UUYECKUMU JIUIIAMU TIPU MOCEIICHUU
UMU CITYKEOHBIX TTOMEIIEHUH.

VYrpo3el  6OezonacHoctu  [IJIH, cBsi3aHHBIE C€ WX TIEPEXBATOM  IIPH
UCIIOJIb30BAHUM  CHEIUAIBHBIX  AJEKTPOHHBIX  YCTPOMCTB ChEMa  BHUJIOBOU
uHbopMalK (BUIC03aKIA[0K), OMPENESIOTCI B COOTBETCTBUU C HOPMATHBHBIM
nokymeHtamu @denepanbHol ciayxkO0bl Oe3omacHocTH Poccuiickoit denepanmu B
YCTaHOBJIEHHOM €10 MOPSJIKE.

HeobxonumbiM ycioBueM ocymiecTBiIeHuss npocmotpa (peructparuu) [1/1H
ABIISACTCS ~HAJU4Me TPSIMOM  BHUIMMOCTH MEXKIY CPEICTBOM  HaOIIOICHUS
u HocuteneM [1]1H.

[Tepexsat I1/IH MOKET BECTHUCH:

CTallMOHAPHOM ammapaTtypoi, pa3mMemaeMol B OJM3IEXKAIINX CTPOCHUIX
(31aHUSIX) C HEKOHTPOJIUPYEMBIM NPeObIBAHUEM ITOCTOPOHHUX JIUIL;

NOPTATUBHOM BO3UMOM allapaTypod, pa3sMemaeMoOd B TPaHCIOPTHBIX
CPEICTBAaX, OCYIIECTBISIONINX ABWKCHUE BOIHM3M CIIY)KEOHBIX TMOMEIICHUN WIN
MPY UX MMAPKOBKE PAJIOM C ITUMH OMEIICHUSMU;

MOPTATUBHOM HOCUMOM ammaparypol — QU3HUYECKUMH JUMLIAMH MOpPU  HX
HEKOHTPOJIUPYEMOM npeObIBaHUU B CIY>KEOHBIX  TOMELICHUSIX WU
B HEMOCPEICTBEHHOM OJIM30CTH OT HUX.
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[TepexBat (mpocmotp) ITJIH MOXKET OCYIIECTBASATHCS MOCTOPOHHUMU JIUIIAMU
MyTEM HMX HEMOCPEICTBEHHOIO HAOJIOACHUS B CIIY)KEOHBIX MOMEIICHUSX JUOO C
pacctostHug nOpsiMor  BuauMoctd u3-3a npenenoB MWCIIIH ¢ wucnoib3oBaHuem
ONTUYECKUX (OMTUKOIIEKTPOHHBIX) CPEJICTB.

4.3. Yrpo3sl yreuku HHGOPMAIMH M0 KAHAJIAM MO0OYHBIX
3JIEKTPOMATHUTHBIX U3J1yUYeHHil U HABOIOK

Bo3nuknoBenne yrposel IIJIH mo kanmanam IIODMMWH Bo3MOXHO 3a cyeT
nepexBara TEXHUYECKUMHU CpPEICTBAaMU TMOOOYHBIX (HE CBS3aHHBIX C HPSIMBIM
(YHKIIMOHAIBHBIM 3HAYEHUEM 3JIEMEHTOB NCTIn) MH(POPMATUBHBIX
AJIEKTPOMArHUTHBIX TOJEH M DJIEKTPUYECKUX CUTHAJIOB, BO3HUKAKOUIUMX MPH
obpabotke I1]] Texunueckumu cpeacrsamu UCII/IH.

I'enepauus wuHbopmauuu, conaepxamed [IIln w uuMpkynupyromeid B
texunueckux cpeactBax UCII/H B Buae snekTpuyeckux HHHOPMATUBHBIX CUTHAJIOB,
00paboTKa U mepeaya yKa3aHHbIX CUTHAJIOB B AJIEKTPUUYECKUX IENAX TEXHUUYECKHUX
cpenctB MICII/IH conpoBox1aeTcs MOOOYHBIMU 3JIEKTPOMArHUTHBIMU U3TyYEHUSIMH,
KOTOpBIE MOTYT PpaclpOCTPAaHATHCS 3a TMpeleibl CIHy>KeOHBIX TOMEUIEHUH B
3aBUCHMOCTH OT MOUIHOCTH M3NyyeHuil u pasmepo UCII/IH.

Peructpanus [IDMUH ocymiectBisieTcs ¢ Lenblo nepexBaTa MHGOpMAIIHH,
[UPKYJIUPYIOIIeH B TEXHHUYECKUX cpencTBax, oOpadatsiBatonux [1JIH (B cpemcTBax
BBIUMUCITUTENIBHOW TEXHUKH, HWH()OPMAIMOHHO-BBIYUCIHUTENbHBIX KOMIUIEKCAX U
CEeTsIX, CPEACTBAX U CUCTEMax mepenayu, npuema u oopadotku I1/IH, B ToM yucie B
CpeacTBax M CHUCTEMAax 3BYKO3allMCH, 3BYKOYCUJICHMS, 3BYKOBOCIIPOW3BEICHUS,
IIEPETOBOPHBIX U  TEJIEBU3MOHHBIX YCTPOMCTBAX, CpPEACTBAX W3rOTOBIICHUS,
TUPAKUPOBAHUSL JOKYMEHTOB U JAPYIHMX TEXHUYECKHX CpEACTBaX 00paboTKH
pedeBoi, rpadgudeckoi, BU1€0- 1 OyKBEeHHO-ITU(POBOM HHPOpMAIIHH).

Hnsa  peructpauuu [IOMHWH wucnons3yercs anmapaTypa B COCTaBe
PaIUONPUEMHBIX  YCTPOWCTB M  OKOHEUYHBIX  YCTPOWCTB  BOCCTaHOBJICHUS
uHdOpMaIHH.

Kpowme storo, nepexsat [ID9MUNH Bo3MOKEH € MCMOJIB30BAHUEM AJIEKTPOHHBIX
YCTPONCTB TiepexBara HWH(MOpMAIUM, TOJIKIIOUYEHHBIX K KaHalaM CBSI3U WIH
TEXHHUYECKUM cpencTBam oopadotku [1/1H.

Peructpanus IIODMMWH wMoxeT BeCTHUCh € UCIOJb30BAHUEM ammapaTypbl
CIEAYIOIINX BUIOB!

CTAIlMOHAPHOM ammaparypoi, pa3MemaeMord B ONU3IEKAIMX CTPOCHHIX
(31aHUSX) C HEKOHTPOIUPYEMbIM MPEObIBAHUEM MTOCTOPOHHUX JIUI;

NOPTATUBHOM BO3UMOW anmapaTypbl, pa3MemaeMOd B TPaHCHOPTHBIX
CpeICTBaX, OCYIIECTBISIIOIMINX JBUKEHIE BOJIM3U CIY>KEOHBIX TOMEUICHUH WK TIpU
UX MapKOBKE PSAOM C TUMU ITOMEIECHUSMU;

MOPTATUBHOM HOCMMOW  ammapatypod — (Qu3MdecKuMu JIHIAMH B
HenocpeacTBeHHol 6au3zoctu ot UCII/H;

ABTOHOMHOM aBTOMAaTHYECKOW amNmMapaTrypoi, CKPBITHO YCTaHABIMBAECMOWU
bu3nUeCKUMH JTUIIaMH B HemocpeAcTBeHHOM Onn3octu oT MCIT/H.
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Kananbel yreukun uHpopManuu, oOyclIOBJIEHHbIE HaBOJAKaMH, 0OpasyloTcs 3a
CYET COCOUMHUTENbHBIX JuHUW TexHuueckux cpenacts MHCIIn u BTCC wun
MOCTOPOHHMX MPOBOJHUKOB (B TOM YHCJIE LIETIEH FIEKTPOINUTAHUSA U 3a3EMJIICHNU).

HaBonku »snexkTpoMarHUTHBIX W3iIydeHUM TexHudeckux cpencts HWCIIIH
BO3HUKAIOT MpU MU3JIYYEHUM dJIeMeHTaMH TexHuueckux cpencrs  HCII/An
MH(OOPMATHUBHBIX CHTHAJIOB TMPU HAIWYUUM E€MKOCTHOM, WHAYKTUBHOM WM
raJbBAaHUYECKOM CBSI3€M COCNMHUTEIbHBIX JIMHUN TexHudyeckux cpeacts MCII/IH,
muHnid BTCC 1 mocTopOHHMX ITPOBOJHUKOB. B pe3ynbrare Ha CiaydallHBIX aHTEHHAX
(zemsix BTCC minu nocTOpOHHUX MPOBOJHUKAX) HABOAUTCS MHGOPMATUBHBIN CUTHAIL.

[IpoxoxieHne MHPOPMATUBHBIX CUTHAJIOB B LIEMHU 3JIEKTPONUTAHUS BOZMOMXKHO
OpU HAJIMYUU E€MKOCTHOW, MHAYKTUBHOM WJIM TAJIbBAHUYECKOW CBA3M HCTOYHUKA
MH(POPMATUBHBIX CUTHANIOB B cocTtaBe TexHuueckux cpeacts MCII[AH wu uenei
NUTaHUS.

[Ipoxoxenne MHGOOPMATUBHBIX CUTHAJIOB B LIETH 3a3eMJIEHUS O0YCIIOBJIEHO
HaJIU4YUEM €MKOCTHOM, HWHAYKTUBHOW WM TaJIbBAaHUYECKOW CBSI3M MCTOYHUKA
MH(GOPMATUBHBIX CUTHAJIOB B cocTaBe anmnapaTtypsl TCIIU u nieneit 3a3emienus.

st cbema MHpOpMaIMK € TPOBOHBIX JIMHUM MOTYT HUCIIOJIb30BATHCS

CpelICTBAa Ch€Ma CUTHAJIOB, COAEpP KAIIUX 3allUIaeMylo HH(popMaIuio, ¢ Lenen
texauuueckux cpeacts MCII[In u BTCC, nunuii cBA3U M Tepeladyd JaHHBIX,
BBIXOJISIIIUX 3@ TPEICIbl CIY)KCOHBIX MOMEIICHHI (PKBUBAJICHTHI CETH, TOKOBBIC
TpaHc(hOpMaTOpbl, MPOOHUKN);

CpelcTBa CbheMa HaBEJACHHBIX HH(GOPMATHUBHBIX CHUTHAJIOB C  LeNen
AJIEKTPOIUTAHUS;

CpeliCTBa CheMa HaBeICHHBIX MH(POPMATUBHBIX CUTHAJIOB C IIWH 3a3€MJICHUS;

CpelcTBa Che€Ma HABEJEHHBIX WH(GOPMATUBHBIX CUTHAJIIOB C MPOBOISIINX
VUH)XCHEPHBIX KOMMYHUKAIAM.

JI71  BOJIOKOHHO-ONTUYECKOM CHCTEMBI IIEpEladyd JaHHBIX YIPO30M YTEUYKHU
UH(GOpPMAIIUU SBIIAETCS YTEUKa ONTUYECKOTO U3ITyUEHUSs, COJIEPKAIIETo 3alUIAeMYIO
uHdOpMaIrio, ¢ O0OKOBOM IMOBEPXHOCTH ONTHYECKOTO BOJIOKHA.

[losiBnEHHE HOBBIX KaHAJOB CBS3UM — COTOBOM CBSA3U, HEHHKUHIOBBIX
COO0O1IeHU, CITyTHUKOBBIX M OECIIPOBOAHBIX CETEH Mepenayd AaHHBIX — MPUBENO K
Pa3BUTHIO CHELUAIU3UPOBAHHBIX CHCTEM M CPEICTB KOHTPOJIS M IepexBara
uHpOpMaIlMU, OPUEHTHUPOBAHHBIX HA MHCHOJIb3yeMble B HHUX HH()OpPMAIMOHHBIE
TE€XHOJIOTUH, B TOM YHUCJIE CPEICTB:

nepexBaTa el KUHTOBBIX COOOIICHU U COTOBOM CBSI3H,

nepexsara HHPOpPMAaLIMU B KaHajaX Mepe1ady JaHHBIX BBIYMCIUTENbHBIX CETEH.



21

5. Yrpo3bl HeCAHKIMOHUPOBAHHOIO 1I0CTYNA K HH(pOpMALMHU
B HH(OPMALMOHHOI cHCTeMe NEPCOHATbHBIX JAHHBIX

Yrpo3et HCJI B UCII[IH ¢ nmpuMeHeHHMEeM MpOrpaMMHBIX M IPOTrPaMMHO-
anmnapaTHbIX CPEACTB PEATU3YIOTCS MPU OCYIIECTBICHUN HECAHKIIMOHUPOBAHHOIO, B
TOM YHCJE CIy4allHOro, JOCTyIla, B pe3yJibTaTe KOTOPOro OCYIIECTBISETCA
HapyuleHue  KOH(PUAECHIHMATBbHOCTH  (KONMHUPOBaHUE,  HECAHKIMOHHUPOBAHHOE
pacrpocTpaHeHue), IEeJOCTHOCTH (YHUUTOXKEHUE, WM3MEHEHHE) U JOCTYITHOCTHU
(6moxuposanue) [1J1H, 1 BKIIIOYatOT B ceOsl:

yrpo3sl jgoctyna (IPOHMKHOBEHHUS) B ONEPALMOHHYIO CpeAy KOMIbIoTepa
C MCMOJIb30BaHUEM HITATHOI'O MPOrPaMMHOTr0 olecreyueHus (CpeaCcTB OnepauoOHHON
CUCTEMBbI WJTU TIPUKJIAIHBIX MPOrpaMM OOIIETo MPUMEHEHNS );

yIpO3bl CO3/IaHUsI HEMITATHBIX PEKUMOB PA0OTHI MPOrPAMMHBIX (IIPOTPAMMHO-
amnmapaTHbIX) CPEJICTB 3a CUeT MPEJTHAMEPEHHBIX U3MEHEHHH CIYy)KEOHBIX JaHHBIX,
UTHOPUPOBAHUS TPEIYCMOTPEHHBIX B IITATHBIX YCJIOBHUSX OTPAaHWYEHUN Ha COCTaB
U XapaKTEepUCTHKU oOpabaTbiBaeMON HHGPOpMAIMM, HCKaKEHUs (MOIudUKALINN)
CaMHUX JaHHBIX U T.IL.;

yrpo3bl BHEJIPEHUS BPEAOHOCHBIX MPOrpamMM (MPOrpaMMHO-MaTEeMaTHYECKOTO
BO3JICUCTBUS).

CocraB snementoB onucanus yrpo3 HCJl x undopmarun 8 UCIIIn npusenen
Ha PUCYHKE 3.

Kpome »3Toro, BO3MOXKHBI KOMOMHHMpPOBAHHBIE YIPO3bI, MPEICTABISIONINE
co0ol coueTaHue ykazaHHbIX yrpo3. Hampumep, 3a cueT BHeApeHHs BpPEIOHOCHBIX
nporpaMM MoOryT co3faBateesi ycioBus mia HCJ B omepauvoHHyO cpeny
KOMIIBIOTEpa, B  TOM  4YHClIe MyTeM (QOpPMUPOBAHHS  HETPATULIMOHHBIX
MH(GOPMAIIMOHHBIX KaHAIOB JIOCTYTIA.

VYrpo3sl goctyna (MIpOHUKHOBEHUs) B onepanuoHHyto cpeny HWCIIIn
C MCTOJb30BaHUEM IITATHOTO MPOTPAMMHOI0 00eCTeueHusl Pa3AesIIOTCS Ha YIPO3bl
HEIMOCPEACTBEHHOI'0 U YAAJIEHHOrO JOCTYIAa. YTPO3bl HEMOCPEACTBEHHOTO JOCTYIa
OCYLIECTBIISIIOTCSI C HUCIIOJIB30BAHMEM MPOTPAMMHBIX M MPOrPAMMHO-AIIAPATHBIX
CpEACTB BBO/A/BBIBOJIa KOMITBIOTEpA. YTPO3bl YAAJICHHOTO IOCTYyMa Pealu3yHTCs
C UCIOJIb30BAaHUEM MPOTOKOJIOB CETEBOTO B3aUMOJICICTBUS.

Otn  yrpo3el peanmm3yrorcsi  otHocutenabHo UCII[lH kak Ha ©Oase
aBTOMAaTU3UPOBAHHOIO pabovero MecTa, HE BKIIIOUEHHOTO B CETH CBSI3U OOIIEro
MOJIb30BaHUS, TaK W MpuUMeHHTeNIbHO KO BceM MCII/IH, MMEmuM MOAKII0UYeHUE
K CETAM CBSI3U OOIIETO MOJIB30BAHUS M CETAM MEXKIYHAPOIHOTO HH(POPMAITMOHHOTO
oOMeHa.

Onucanne yrpo3 pgoctyna (IPOHUKHOBEHHUSI) B OMNEPALMOHHYIO CpEay
KOMIIbIoTEpa (POPMaIbHO MOXKET OBITH MPEACTABICHO CIEIYIOMIUM 00pa3oM:

yvepoza HCH 6 UCII/[n: = <ucmounuk yeposzwr>, <ysazeumocmv HCII/[H>,
<cnocob peanusayuu yzepo3vi>, <00beKm 030elcmeus (Npocpamma, NpomoKoi,
oanmbvle U 0p.)>, <0ecmpyKmueHoe 0elicmeue=.

VYTpo3bl cO31aHus HEIITATHBIX PEKUMOB pabOTHI MPOTrPaMMHBIX (IPOTPaMMHO-
amnmapaTHbIX) CpelCcTB — 3TO yrpo3bsl «OTkaza B oOcimyxuBaHnuu». Kak mpaBuio,
JaHHbBIE YIpo3bl paccMarpuBatoTcs npuMeHuTesnnbHo K MCII/IH Ha 6a3e joKanbHBIX
U pacnpeAesieHHbIX MH()OPMAIMOHHBIX CUCTEM BHE 3aBUCHUMOCTH OT MOAKIIOUYCHUS
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nHpopmanoHHoro oo6mena. Wx peanuzanuss o00ycioOBiI€HA TE€M, 4YTO TIpHU
pa3pabOTKEe CHUCTEMHOT0 WM NPUKIAAHOTO MPOrPAMMHOIO OOECIEUYEeHUs] He
YYUTBHIBACTCS. BO3MOKHOCTh MpPEIHAMEPEHHBIX JIECUCTBUM MO IIeJCHANPABICHHOMY
U3MEHEHUIO:

coliepKaHMs ClIy>)keOHON MHpOpMalUK B MAKETaX COOOIICHMI, epe1aBaeMbIX
0 CETH;

yclIoBUM 00pabOTKM JaHHBIX (HampUMep, WUTHOPUPOBAHUE OTPaHUYEHUN Ha
JUTMHY MaKeTa COOOIICHUS );

dbopmaTOB MpEACTAaBICHUS JaHHBIX (C HECOOTBETCTBHEM HW3MEHEHHBIX
¢opMaToB, yCTaHOBIEHHBIX JJIi 0OpabOTKM MO  MPOTOKOJaM  CETEeBOTO
B3aHMMO/JICHCTBUA);

IPOrpaMMHOI0 o0ecrieueHus 00padOTKU TaHHBIX.

B pesynbrare peanuzanuu yrpo3 «OtTkaza B OOCITYXUBAaHUW» MPOUCXOAUT
nepenoyiHeHue OydepoB U OJOKUPOBAHHME MPOIEAYp OOpPabOTKU, «3AMKIUBAHHE»
npoueayp o0paboTKM M «3aBHCaHHE» KOMIIBIOTEpa, OTOpachiBaHHWE TMaKETOB
coobmienuit u Ap. Onucanue Takux yrpo3 (GpopmMaibHO MOXET OBITh MPEACTABICHO
CJIEIYIOIIMM 00pa3oM:

yeposa  «Omkasza 6  obcayxcusaHuu»: =  <UCMOYHUK  Y2pO3bl™>,
<yazeumocmov UCII[Jn>, <cnocob peanuzayuu yzpo3vi>, <00beKm 6030elcmausl
(nHocumenv  Il/[n)>, <uenocpedcmeenHblil — pe3yibmam  peaiusayuu  yeposvl
(nepenonnenue 6ygepa, 6noxkuposanue npoyedypvl 00pabOMKU, «3AUUKTUSAHUE»
obpabomxu u m.n.)>.

Yrpo3bl BHEJIpEHUS BPEIOHOCHBIX porpaMmm (mporpamMmHO-
MaTEMaTHYeCKOTO BO3JCHCTBUsI) HelenecooOpa3HO ONHChIBAaTH C TOH ke
JIETATBHOCTBIO, YTO W BBHINICYKa3aHHBIE YIPO3bl. OJTO OOYCIOBIEHO TEM, HTO,
BO-TIEPBBIX, KOJMYECTBO BPEIOHOCHBIX MPOTPAMM CETOJHS YK€ 3HAYUTEIBbHO
NPEBBIMIAET CTO ThICAY. BO-BTOpBIX, MPH OpraHU3alUu 3alUThl HHPOpPMAIUU
Ha TMpaKTUKe, KaK TMPaBWwiIoO, JOCTATOYHO JHIIH 3HATh KJIacC BPEIOHOCHOU
IPOrpamMMBbl, CIIOCOOBI U TIOCJIENICTBUS OT €€ BHeApeHus (MHpuIupoBanus). B cBs3u
C 3TUM YTpo3bl MporpaMMHO-MaTeMaTtuueckoro BoszaeicTBus ([IMB) dbopmansho
MOTYT OBITH TIPEICTABIEHBI CIEIYIOIUM 00pPa30oM

yvepoza IIMB 6 UCII/[n: = <knacc 8pe0oHOCHOU npocpammbel (¢ yKazanuem
cpeovl obumarust)>, <UCMOYHUK Yepo3bl (Hocumeilb 8PeOOHOCHOU Npocpammvl)™>,
<cnocob uH@uyuposanus>, <obvekm 8030eucmeus (3acpy304Hblil  CeKmop,
paiin u m.n.)>, <onucauue B03MOMNCHBIX 0ecmpyKmueHbIX
oeticmeuii™,<00NoJIHUMeNbHASL UHPOopMayus 00 yepose (pe3udeHmHOCMb, CKOPOCHb
Pacnpocmparenus, NOIUMOPOUUHOCHb U Op.)>.

Huxe naercs oOmias xapakTepuCTHKa WCTOYHUKOB Yrpo3 O€30MacHOCTH
nH(pOpMAITH, YSI3BUMOCTEH, KOTOPHIE MOTYT OBITh MCIOJIB30BAHBI MPU PEATH3 AU
yrpo3 HCJI, u XxapakrtepucTuKa pe3yJabTaTOB HECAHKIIMOHUPOBAHHOTO WIIH
ciyyallHOro jocrtymna. XapakTepUCTUKa CIOCOOOB pealu3alud yrpo3 Jaercs
Ipy  ONMUCAaHWW yrpo3 JocTyna (MPOHUKHOBEHHS) B OMNEPAMOHHYIO CpEay
KOMIIBIOTEpA, YIPO3 OTKa3a B o0ciaykuBanuu u yrpo3 [IMB.
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5.1. O0masi XapakTepucTHKA HCTOYHUKOB YITPO3 HECAHKIIMOHUPOBAHHOI' 0
A0CTYNa B MH(OPMAIMOHHOM CHCTEeMe NMEePCOHAJbHBIX JAHHBIX

Uctounukamu yrpo3 HCJI 8 UCII/IH MoryT ObITh:

HapYLINTENb;

HOCHUTEND BPEJOHOCHOU MPOrPAMMEBI,

arnrapaTHas 3aKJaJIKa.

VYrpo3sl OGezonacHocty [1JIH, cBsI3aHHBIE C BHEAPEHHEM alapaTHBIX
3aKJIAJ0K, OIPENEIsAIOTCS B COOTBETCTBUM C HOPMAaTUBHBIM JIOKYMEHTaMU
®denepanbHOi cityxk0b1 Oe3onacHocTH Poccuiickoit denepanu B yCTaHOBIECHHOM
€10 MOPSIKE.

[To HanMuuIo MpaBa MOCTOSHHOTO WJIM Pa30BOI0 JOCTyNa B KOHTPOIUPYEMYIO
3ony (K3) UCII/Ix HapymiTenu moapa3aeistoTcs Ha JBa THIIA:

HapymuTenu, He uMmeromue noctyna k MCII[H, peanusyromue yrposbl U3
BHEUIHUX CeTel CBsI3M OOILIEro MOJb30BaHMS U (WJIM) CEeTed MEXITyHapOIHOTO
MH(GOPMAIIMOHHOTO 0OMEHa, — BHEIITHUE HAPYIIUTEIH;

HapymmTenu, umeroniue goctyn k MCI/H, Bxirovas nons3zoBareneit UCIIH,
peanuzyroniye yrpo3sl HenocpeactBeHHO B CIT/{H, — BHyTpeHHHE HApYIIUTEIH.

BraemHuMY HapyImIUTesIMA MOT'YT OBITH!

pa3BenbIBaTEIbHBIE CIYKOBI TOCYIaPCTB;

KPUMHHAJIbHBIE CTPYKTYPHI;

KOHKYPEHTBI (KOHKYPHUPYIOIIME OpraHu3allun);

HEZ00POCOBECTHBIE MTAPTHEPHI;

BHEITHUE CYOBEKTHI ((PU3NUECKUEe TUIA).

BHemHuil HapylmuTelnb UMEET CIAEAYONINE BO3MOKHOCTH:

OCYLIECTBIISITh HECAHKIIMOHUPOBAHHBIN TOCTYI K KaHAJIaM CBSI3H, BBIXOSIIIUM
3a MpeJebl CITyKEOHBIX TOMEIEHUH;

OCYLIECTBIIATh HECAHKIIMOHMPOBAHHBIM JOCTYI 4Y€pe3 aBTOMATU3MPOBAHHBIC
pabouue MecTa, MOJKIIOUEHHBIE K CETSIM CBSI3U OOIIETO MOJIb30BaHUA U (UIIH) CETAM
MEXTyHAPOIHOTO HHPOPMAITMOHHOTO 0OMEHa;

OCYILECTBIIATH HECaHKLMOHUPOBAHHBIN TOCTYT K uHhopMaIuu
C HCHOJB30BAHMEM CIEHHUAIBHBIX IPOTPAMMHBIX BO3JAEHUCTBUH IOCPEICTBOM
MIPOIPAMMHBIX ~ BHPYCOB, BPEAOHOCHBIX IIPOTPAMM, aJTOPUTMUYECKUX WU
MIPOTPAMMHBIX 3aKJIA/I0K;

OCYLLIECTBIISATH HECaHKIIMOHUPOBAHHbIN JOCTYII qgepes DIIEMEHTBI
undopmarmonnorr uHppacTpykrypsr HWCIIJIH, koTOpble B TMpoIEcce CBOETO
’KH3HEHHOTO THMKJIA (MOJEPHHU3AIlMU, COIMPOBOXKICHHUS, PEMOHTA, YTHIN3AINN)
OKa3bIBAIOTC 32 NpeeIaMHi KOHTPOIUPYEMOH 30HBI;

OCYLIECTBIISITh HECAHKLIMOHWPOBAHHBIM JOCTYyN 4epe3 HHPOPMalUOHHBIE
CHUCTEMBbI B3aUMOJICCTBYIOIIMX BEIOMCTB, OPraHHW3alMi W YUYPEKICHUH MPU HX
noakroueHuu Kk UCIIH.

B0O3MOXHOCTH BHYTPEHHErO0 HAPYIIHUTENS CYLIECTBEHHBIM 00pa3oM 3aBUCAT
OT  JACUCTBYIOIIMX B  IpeAenax  KOHTPOJHUPYEMOM  30HBI  PEKHMHBIX
U OpPraHu3allMOHHO-TEXHUYECKUX MEpP 3allMThl, B TOM YHCIE€ 10 JOIYCKY
¢uznueckux aui K [1/IH 1 KOHTPOIIIO NOpsAKA MPOBEACHUS palOT.
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BHyTpeHHHE NOTEHUHAIBHBIE HAPYIIUTENIH TMOAPA3ACISAIOTCI HAa BOCEMb
KaTeropuil B 3aBUCUMOCTH OT CI0co0a JOCTyIa U nmojaHomounit nocryna k [1/1H.

K nepBoii kareropum OTHOCATCS JIMIA, HMMEIOIIME CAHKIMOHUPOBAHHBIN
noctyn k UCII/In, HO He umeromue aocryna K [[/In. K stomy Tumy Hapymwmrenei
OTHOCSITCSL AOJKHOCTHBIE JIMIA, 00eCIeyuBaloue HopMaibHOE (PYHKIIMOHUPOBAHUE
NCII .

JIuno 3ToN KaTeropuu, MOKeT:

UMEeTh JocTynl K @parmMentaM uHpopMauuu, coaepxameid [ u
pacnpocTpaHsoniencs 1o BHyTpeHHUM kaHainam cBsizu UCII/IH;

pacrionaratb  ¢parmeHtamu  uHbopmamuu o  Ttomosorun  UCIIOn
(KOMMYHUKAIIMOHHONW YacTH TOJACETH) U 00 HCIOJIb3YEMbIX KOMMYHUKAITMOHHBIX
MPOTOKOJIAX U UX CEPBUCAX;

pacnojiaraTh UMEHAMH M BECTHU BBISIBIICHUE TMAapOJIEH 3aperucTPUPOBAHHBIX
N0JIb30BATENIEH;

U3MEHATh KOoH(purypanuio TexHuueckux cpenctB WCII[H, BHOCUTH B Hee
IporpaMMHO-aIapaTHRIE 3aKJIaJIKU U 00eCreunBaTh CbeM UH(POpPMAIUU, UCTIOIB3YS
HEMOCPEICTBEHHOE MOAKIIOUeHUE K TeXxHn4ueckuM cpeacram UCII/IH.

Ko BTOpoli Kareropum OTHOCSTCS 3aperuCTPUPOBAHHBIE MOJb30BATEIIH
NCII[H, ocywmecTBIdOIMe OrpaHuyeHHbld jgoctynn kK pecypcam  HCIIn
¢ pabouero mecra.

JInio 3ToM KaTeropuu:

o0nazaeT BCeMU BO3MOXKHOCTSIMU JIUI] IEPBOM KaTErOpUH;

3HAET, IO MEHBIIEH Mepe, OHO JIETATbHOE UMS TOCTYTIA;

obyajaeT BCEMU HEOOXOJMMBIMH aTpuOyTamMu (HampuMep, IMaposiem),
o0ecreynBaroIMMU JOCTYIT K HEKOTOpoMy noaMHoxkecTBy [1/1H;

pacnosiaraeT KOHPUACHIIMATHHBIMUA JTAHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Ero nocrtyn, ayrentudukamus W TpaBa IO JOCTYNy K HEKOTOPOMY
noaMHoxecTBY [1/[H TOMKHBI permaMeHTHUPOBATHCS COOTBETCTBYIOIIMMHU MPaBUIaMHU
pasrpaHuyeHus 10CTyIa.

K Tperpeli kareropum OTHOCATCS 3apErUCTPUPOBAHHBIE IOJb30BATEIU
NUCIIOH, ocywmectBistomue yaaneHHsld aoctyn K [IJIlH mo nokanbHbiM U (WJIM)
pacnpeeeHHBIM HHPOPMAIIMOHHBIM CHCTEMAaM.

JInio 3ToM KaTeropuu:

o0nagaeT BCeMHU BO3MOKHOCTSAMH JIUIT IEPBOI 1 BTOPOU KaTETOpUi;

pacrionaraet napopmarueii o Tomojgorun MCII/{x Ha 6a3e nokanpHOW U (WIIH)
pacrpene’aeHHOl WH()OPMAIMOHHOM CHUCTEMBI, 4Ye€pe3 KOTOPYIO OCYLIECTBIISIETCS
JOCTYT, U 0 cocTaBe Texuuueckux cpencts MCITH;

UMEET BO3MOXHOCTh MPSAMOro ((HU3MYECKOTO) MOocTyma K ¢parMeHTam
texHuyeckux cpencts UCIIH.

K ueTBepToit kKaTeropuu OTHOCSTCS 3aperucTpupoBannbie nonab3oBatenu UCITIx
C MOJTHOMOUYHSAMHU aJJIMUHUCTpaTopa O6e3onacHoctu cermenta (pparmenta) UCIT/IH.

JIuuo 3TOM KaTeropuu:

00J1ajjlaeT BCeMHU BO3MOKHOCTSAMH JIMI] TPEABIAYIIUX KATETOPHii;

oOsajaeT nmojaHoM mHpopMalel 0 CUCTEMHOM U MPUKIIAJHOM MPOrpaMMHOM
obOecnieueHnu, ucnosubzyeMoM B cermenTte (¢pparmenrte) UCIH;
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oOnazaeT MoiaHoW MHpOpManueld 0 TEXHUYECKUX CPENICTBAX U KOH(UTypaluu
cermenTta (¢pparmenta) UCII/IH;

UMeEEeT JIOCTYN K CPEACTBaM 3allUThl MHMOpMALUUU M IPOTOKOJIMPOBAHUA, a
TaK)Ke€ K OT/ACJIbHBIM 3JIEMEHTaM, UCTOJIb3yeMbIM B cermenTe (pparmente) UCII/IH;

UMEEeT JOCTYyl KO BCEM TEXHHUYECKUM CpEeJICTBaM CcerMeHTta (¢parmeHra)
NCIIH;

oOnagaeT mnpaBaMH KOHPUIYPUPOBAHHUS M aJIMHUHUCTPATUBHON HACTPOMKU
HEKOTOPOTI'0 MOJAMHOKECTBAa TEXHUUECKUX cpeacTB cermenTa (pparmenta) UCII/IH.

K nsToii kaTeropuum OTHOCATCA 3aperMCTPUPOBAHHBIE IOJB30BATEIU C
NOJIHOMOYUSIMHU cUCTEMHOr0 aaMuuuctparopa UCITIH.

JIuwo 3TOM KaTeropuu:

oOnazaeT BceMU BO3MOKHOCTSAMHU JIUI MTPEABIIYIINX KaTErOpui;

oOnagaeT MOJHOW MH(pOpPMaLKEe O CUCTEMHOM U MPUKIATHOM MPOrpaMMHOM
ob6ecnieuennu UCII/IH,

oOnagaeT moiaHoW MHpopMaIued 0 TEXHUYECKUX CPENICTBAX U KOH(UTypaIuu
NCTIH;

MUMEET JIOCTYN KO BCEM TEXHHYECKHUM CpelicTBaM 00paOOTKM MHGOpMAIMH U
nanabiM UCII/H;

oOnagaeT mnpaBaMu KOHPUTYPUPOBAHMS M aJIMHHHCTPATUBHON HACTPONKH
texHuueckux cpeacts MCITH.

CucTeMHBIN aJIMUHHCTPATOP BBHITIONHSAET KOH(MUTYpUPOBAaHUE U YIPABICHUE
nporpaMmMmubiM obecnieuenneMm (I10) u oOopynoBaHuem, BKItouYas 00OpyIOBaHHUE,
OTBEYAIOIIEE 3a 0e30macHOCTb 3aIIMIIAEMOTO oOBeKTa: CpencTBa
KpunTorpadpuyeckoil  3amuThl  MHGOPMAIMM, MOHMTOPHHIA,  PErHCTpalluy,
apxuBauuu, 3amuTsl oT HCI.

K 1mecToil kareropuu OTHOCATCS 3apETHUCTPUPOBAHHBIE MOJb30BATEIN C
MOJTHOMOYHUSIMU anMuHucTpaTopa 6e3onacuoctu UCII/IH.

JInio 3ToM KaTeropuu:

o0nagaeT BCeMU BO3MOXKHOCTSIMHU JIUI TIPEABITYIINX KaTErOpUH;

obnamaet monHoU nHpopmarmeit 06 UCII/IH;

UMEET JOCTYI K CPEeACTBaM 3alIUThl MH(OOPMALUU U MPOTOKOIUPOBAHUSI U K
yacTH KimroueBbIX daeMeHToB UCII/IH;

HE MMEET MpaB JOCTYyNa K KOHPUTYPUPOBAHUIO TEXHUUYECKUX CPEJCTB CETHU 3a
UCKITFOUYEHNEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).

AJIMUHUCTpaTOp  0€30MacHOCTM  OTBEYaeT 3a  COOJIOJICHHE  IPaBUII
pasrpaHUyeHus JO0CTyNa, 33 TEHEPALUI0 KIIIOYEBBIX 3JIEMEHTOB, CMEHY MapOJIEH.
AnmuHuCTpatop O€30MaCHOCTH OCYIIECTBIISIET AyAMT TEX K€ CPEACTB 3allUThI
00BEKTa, YTO U CUCTEMHBIN aIMUHUCTPATOP.

K ceapmoil  kareropum  OTHOCSTCA  MNPOrPAMMHUCTBHI-pa3pabOTUYUKHU
(MOCTaBUIMKH ) TPUKIATHOTO MPOTPAMMHOT0O 00ECIIeUeH s U Jinila, 00eCIeunBaroue
€ro CONPOBOXKJICHUE Ha 3allUIIAEMOM OOBEKTE.

JIno 3TOM KaTeropuu:

obnmamaer uHpopmalnuedn 00 anrropuTMax U IporpamMmax 00paboTKu
nadpopmanuu Ha UCIIH;



27

o0nagaeT BO3MOXXHOCTSMHM  BHECEHHsI  OLIMOOK, HEIEKIApUPOBAHHBIX
BO3MOKHOCTEM, MPOTPAaMMHBIX 3aKJIAJI0K, BPEIOHOCHBIX IIPOTPaMM B IIPOTPaMMHOE
obecneuenue UCII/IH Ha ctaguu ee pa3paOOTKU, BHEAPEHUS U CONTPOBOKICHUS;

MOXKET pacrojiaratb JIIOObIMU (parMeHTaMH HHGPOPMALMH O TOIMOJIOTHH
NUCIIJH 1 TexHUYeckux cpeicTBax oOpaboTku u 3amuTthl [1/IH, oOpadaTbiBaeMbIX
B UCII/IH.

K BochMOIi KaTeropuum OTHOCSTCS pa3paOOTYMKHU U JHIA, 00eCleYUBaIOIINE
ITIOCTaBKY, COIPOBOXKAECHUE U PEMOHT TexHnuyeckux cpeacts Ha UCII/IH.

JIuwo 3ToM KaTeropuu:

o0nazgaeT BO3MOXKHOCTSIMU BHECEHHUS 3aKJIaJOK B TEXHUYECKHE CpEACTBa
NCTIJIn Ha ctaguu ux pa3pabOTKH, BHEAPEHUS U COTPOBOKICHUS;

MOXKET pacroiarath JiIoObIMU (pparMeHTaMu HWHGOPMAIMM O TOMOJOTUU
NCTIJIH 1 TexHu4YecKuX cpeacTBax o0padoTku u 3amuthl nHGopmanmu B UCIIIH.

VYKa3zaHHbIE KATETOPUM HAPYLIUTEJNEH JOJKHBI YUYHUTBIBATBCS IIPU OLICHKE
BO3MOKHOCTEH peanuszanuu Y bII/IH.

Hocutenem BpenoHOCHON NpOrpaMMmbl MOXKET OBITH amnmapaTHbIA 3JIEMEHT
KOMIIbIOTEpA WM NPOrpaMMHBIA KOHTeWHep. Eciaum BpegoHOCHass mporpaMma He
aCCOLIMMUPYETCs ¢ KaKON-T100 MPUKIATHON MPOrpaMMOi, TO B KAYECTBE €€ HOCUTEsS
paccMaTpUBarOTCS:

OTUYXKJA€MbIIl HOCHUTENb, TO €CTh JAuckera, onTtuueckuit muck (CD-R,
CD-RW), ¢gmmi-namMsaTh, oT4y)aaeMbIi BUHUECTEP U T.I1.;

BCTPOCHHBIE  HOCUTENNM  HMHPOpMAlMU  (BUHYECTEPBl,  MHUKPOCXEMBbI
OIEpAaTUBHOM MaMATH, IPOLECCOP, MUKPOCXEMBI CUCTEMHOW ILIAThl, MHUKPOCXEMBI
YCTPOWCTB, BCTPAUBAEMBIX B CHUCTEMHBIH OJIOK, — BHJ€OAJaITEpa, CETEBOM IUIATHI,
3BYKOBOW IUIAThl, MOJIEMa, YCTPOKMCTB BBOJA/BBIBOJIa MArHHTHBIX IKECTKUX
U ONTHYECKUX JUCKOB, OJOKa MUTaHUs M T.M., MUKPOCXEMbI MPSMOT0 JOCTyIa
K TIAMSITH, IIWH Nepeadyl JaHHBIX, TOPTOB BBO/Ia/BBIBO/IA);

MHKpPOCXEMBI BHEUIHUX YCTPOMCTB (MOHMTOpA, KIABHATYPbhI, MPUHTEPA,
MojieMa, CKaHepa | T.I1.).

Ecam BpemoHocHass mporpamMma acCOIMUPYETCs ¢ KaKOW-Tu00 TPHKIIATHOMN
nporpaMMmoi, ¢ QaitlaMu, HMEIOIIUMHU ONPECICHHbIE PACIIUPEHUS WIH HUHBIE
aTpuOyTHI, C COOOILEHUAMH, TIEpEaBaeMbIMU TI0 CETH, TO €€ HOCUTEIISIMU SIBIISIFOTCSL:

MIAKETHI IIEPEIaBAEMBIX 110 KOMIIBIOTEPHOU CETH COOOLIEHUN;

¢aiinbl (TeKCTOBBIC, rpadudecKre, UCTIOTHIEMbIC U T.11.).

5.2. O0mas XapakTepucTHKA yA3BUMOCTel MHGOPMAIIMOHHOI CHCTEMBI
MEePCOHAJTBHBIX JaHHBIX

Vsa3BUMOCTh  MH()OPMAITMOHHOW  CHUCTEMBI  MEPCOHANBHBIX  JAHHBIX —
HEJIOCTATOK WJIM cl1aboe MEeCTO B CHUCTEMHOM WM MPHUKIATIHOM MIPOrpaMMHOM
(mporpaMMHO-anmapaTHOM) OOECMeYeHNN aBTOMATH3UPOBAHHOW WH(MOPMAIMOHHON
CUCTEMBI, KOTOpbIE MOTYT OBITb WCIIOJIB30BAHBI JUISI peaju3aldd  yrpo3bl
0€30MaCHOCTH NMEPCOHATBLHBIX TaHHBIM.

[IpuunHaMu BO3HUKHOBEHHUS YSI3BUMOCTEH SIBIISIFOTCS :

OIKOKU MPU MPOCKTUPOBAHUM U Pa3pabOTKE MPOrpPaMMHOTO (IMPOrpamMMHO-
anmapaTHOro) ooecreyeHus;
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MpeIHAMEPEHHbIE  JCHCTBUS 1O BHECEHHUIO  YI3BUMOCTEH B  XOJe€
MPOEKTHUPOBAHUS W  pa3padOTKM  MPOrpaMMHOro  (IporpaMMHO-aNnapaTHOTO)
oOecIieueHMs;

HEeIpaBWIbHbIE HACTPOMKM MPOTrpaMMHOTO OOECHeueHHs, HENpPaBOMEPHOE
M3MEHEHHE PEKUMOB PaOOThl YCTPOUCTB U MPOTPaMM,;

HECAaHKIIMOHUPOBAHHOE BHEAPEHUE M MCIIOJIB30BaHUE HEYUTEHHBIX IPOrpamMMm
C TMOCJHeNyIIUM HEOOOCHOBaHHBIM  pAacxoJOBaHUEM  pPECYpcoB  (3arpyska
Ipoleccopa, 3aXBaT ONEepaTUBHON NaMsATH U NaMsATH Ha BHEUTHUX HOCUTEISIX);

BHEJIPEHWE  BPEJOHOCHBIX  MPOrpamM,  CO3JAOLIMX
IPOrpaMMHOM U MPOTrPAMMHO-AINIMAPaTHOM 00€CTIeYeHUH;

HECAaHKLIMOHUPOBAHHBIE HEYMBIIUICHHBIE  JEHCTBHUS
OPUBOASALIME K BOSHUKHOBEHHIO YSI3BUMOCTEN;

cobou B paboTe ammapaTHOro M MPOrpaMMHOro oOecnedyeHHs (BbI3BaHHBIE
cOOSIMM B DJJIEKTPONUTAHUU, BBIXOAOM M3 CTPOSl aNMapaTHbIX »JJIEMEHTOB B
pe3yibpTaTe CTApEHHs] W CHWKEHUS HAAEKHOCTH, BHEUIHUMH BO3IACHCTBUSAMHU
AIEKTPOMArHUTHBIX MOJIEH TEXHUYECKUX YCTPOMCTB U JIp.).

Knaccuduxanus ocnoBbix ys3Bumocteit UCII/n npuBeneHa Ha pucynke 4.

YA3BUMOCTH B

MOJIb30BaTeIICH,

Knaccuduxkarus ys3BumocTeit
MIPOTrPaMMHOTO 00eCTIeueHHUs

o tumy 11O

1o 3Tany >KxU3HEHHOr O
IIUKJIa IPOrPaMMHOTO

Ilo npuunne
BO3HUKHOBEHHMS

1o xapakrepy
MOCJIEACTBUI OT

obecrieyeHus, Ha KOTOPOM YSA3BUMOCTH peanu3anuu aTak
BO3HHUKAET YSI3BUMOCTH
Cucremnoe 110
Vs3BUMOCTH, Henocratku Vs3BuMocTH,
| Bo3HMKaIOLIME HA P MexaHU3MOB UCIOJIb3YeMBbIe JUIs
[pukotazoe srame ayTeHTU(GUKALMH [EPETIONHEHHS
HpOrpaMMHOC HPOEKTUPOBAHHUS Oydepa
obecrieueHue IIPOrpPaMMHOrO Hexocratk
obecrieyerst 3aIIUTHI YIETHBIX Ysi3BUMOCTH,
peanusanuu | P sanmceii UCIIOIb3YEMBIE UL
TPOrPaMMHOTO noadopa napoJst Uiu
»| obecreucHus Hammane ueHTuduKaTopa
bynxumit,
HHCTAIUISITAN 1 P nossonsromuUx
.| macrpoiiku BBIIIOJIHSTD VYsa3Bumoctu,
"| mporpammuoro JeCTPYKTUBHEIE WCIOJIb3YyEeMBblE IS
obecrieueHus NENCTBHS H3MEHEHHUS IIpaB
J0CTyTIa
OTtcyrcTBHE
HPOBEPKU
> KOPPEKTHOCTH VsI3BUMOCTH,
BXOJIHBIX JAHHDIX UCIOJNIb3YeMBbIE JUIs
peanusalyy aTaku

«OTKa3 B
00CTTyKHBaHUI

Pucynok 4. Knaccudukanus ysa3BUMOCTE TPOrpaMMHOTO 00€CTIeUeHUS
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Hwxe mpencraBieHa oOmias XapaKTepUCTHUKA OCHOBHBIX TPYMI YS3BUMOCTEH
NCII/In, BKIIOYAOLINX:

ySI3BUMOCTH  CHUCTEMHOI'O0 MpOrpaMMHOro oOecredeHuss (B TOM  YHCIE
MIPOTOKOJIOB CETEBOI'0 B3aUMOJICHCTBHS);

YSI3BUMOCTH MPUKIAAHOTO MPOTPAMMHOTO o0ecreueHust (B TOM YHCIIe CPEACTB
3aIUTHl UHPOPMAITUN ).

5.2.1. O6mas XxapaKTepUCTHKA YSI3BUMOCTEl CHCTEMHOI0 POrPaAMMHOI0
odecrneyeHus

VYA3BUMOCTH  CHUCTEMHOr0  TIPOTrpaMMHOI0  OO€CHedeHHs:  HEOOXOJIUMO
paccMaTpuBaTh C MPUBI3KOM K apPXUTEKTYPE MOCTPOCHUS BEIYUCIUTEIIHLHBIX CUCTEM.

[Tpu 5TOM BO3MOKHBI YSI3BUMOCTH

B MHUKpoInporpammax, B npommuskax 113V, I1I13V;

B CPEJICTBaX OMNEPAIMOHHOW CHUCTEMBI, TMPEAHA3ZHAUYCHHBIX JI YIPABJICHUS
nokaneHbiMU  pecypcamu  UCII[IH (oOecmedyuBalomuX BBIMOJHEHUE (YHKIIHMA
yIpaBJeHUs MpolleccaMu, MaMAThIO, YCTPONCTBaMH BBOJIAa/BbIBOJIA, HHTEpPEHCOM C
MOJIb30BaTeNIeM U T.I1.), ApaiiBepax, yTUIIUTaX,

B CpEJICTBaxX OMNEPAIMOHHON CUCTEMBI, NMPEAHA3HAYCHHBIX [IJIs1 BBITTOJTHEHUS
BCIIOMOTaTebHBIX (DYHKIIUN, — YTUIUTAX (apXUBUPOBAHMS, NepparMeHTaIlud U JIp.),
CUCTEMHBIX 00pabaThIBalOIUX NporpamMmax (KOMIWISATOPAX, KOMIIOHOBIIHMKAX,
OTIaJAYMKax U T.I.), IpOorpaMMax MpeoCTaBICHUS MOIb30BATENIO JOMOTHUTEIBHBIX
yciyr (cmenualbHBIX BapuaHTax uHTepdelica, KalbKyldaTopax, HWrpax " T.II.),
OubnuoTeKax MpOLEAYp Pa3IU4YHOro HazHayeHUs (OMOIMOTEeKax MaTeMaTHYECKHX
dbyHKIMH, GYHKIMI BBOJA/BBIBOIA H T.11.);

B CPEACTBAX KOMMYHHUKAI[MOHHOTO B3aUMOJEHCTBUS (CETEBBIX CPEACTBAX)
OIECPALMOHHON CUCTEMBI.

VA3BUMOCTH B MUKPONPOrpamMMax U B CPEACTBAX OINEPALUOHHOW CUCTEMBI,
peAHA3HAYCHHBIX ISl YIPABICHUS JIOKAJbHBIMH PECYPCAMH M BCIIOMOTaTEIbHBIMU
GYHKIUAMA, MOTYT MPEICTABIATH COOOM:

(GYHKIIMK, TPOLENYyphl, W3MEHEHHE IMapaMeTPOB KOTOPBIX OMpPEICICHHBIM
o0pa3oM TMO3BOJISIET MCIOJIB30BaTh WX I HECAHKIIMOHWPOBAHHOTO JocTymna 0e3
oOHapy>KeHHUS TaKHX U3MEHEHUH OMeparuOHHON CHCTEMOM;

dbparMeHTHl KoAa MporpaMM («IBIPBI», «JTIOKH»), BBEICHHBIE Pa3pabOTIHNKOM,
MO3BOJISTIONIME O0XOUTH MPOLENYPhl UACHTUDUKAINY, ayTeHTU(DUKAIIUHN, TIPOBEPKU
LETOCTHOCTH U JIP.;

OTCYTCTBHE HEOOXOIUMBIX CPEJCTB 3allUThl (ayTeHTU(DHUKAIMU, MPOBEPKHU
[IEJIOCTHOCTH, MIPOBEPKH dbopmaroB COOOIICHUH, OJIOKMPOBAHUS
HECaHKIIMOHUPOBAHHO MOIU(DUIIMPOBAHHBIX (DYHKITUH U T.11.);

OmurOKH B TIporpamMmax (B OOBSIBICHUH NIEPEMEHHBIX, (DYHKIMA U TIPOLIEAYD, B
KOJlax TMpOrpaMm), KOTOpblE MpPHU OMNPEACICHHBIX YCIOBUSX (Hampumep, mpH
BBITIOJIHEHUU JIOTUYECKUX TEPEXO0JI0B) MPUBOASAT K COOsIM, B TOM 4YHCJIEe K cOOsM
(YHKIIMOHUPOBAHUS CPEJCTB U CUCTEM 3aIlUTHI HH(DOpMAITUH.

VYS3BUMOCTH MPOTOKOJIOB CETEBOT0 B3aUMOJACUCTBUS CBS3aHBI C OCOOEHHOCTSIMHU
UX TPOrpaMMHON peain3allii U OOYCJIOBJIEHbl OTPAHMYEHUSIMU Ha pPa3Mepbl
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npuMeHsiemMoro Oydepa, HemocTaTKaMu MPOUEAYpPbl ayTEHTHU(PHUKAIMH, OTCYTCTBHEM
MPOBEPOK MPAaBUIBHOCTH CyXeOHOW uHpopMmanuu u ap. Kparkas xapakTepucThka
ATUX YSA3BUMOCTEN PUMEHUTEIBHO K MPOTOKOJIAM MPUBEACHA B Ta0IULE 2.

TabOnuia 2

VYS3BUMOCTH OT/ICIBHBIX TPOTOKOJIOB cTeKa mpoTokosioB TCP/IP,
Ha 0aze KOTOporo PyHKIUOHUPYIOT IrI100aIbHBIE CETU OOIIETO MOIb30BaAHUS

HaumenoBanue YpoBenn HanmenoBanue Copepixanune HapyleHHsI
NMPOTOKOJIa cTeKa (XapakTepucTHKA) YA3BUMOCTH | 0Oe3omacHocTH nHopManun
NPOTOKOJIOB
FTP (File Transfer |Ilpuknanguoii, | 1. Ayrentudukarus Ha 6a3e Bo3MokHOCTB TIEpexBaTa JJaHHBIX
Protocol) — IpEeICTaBU- | OTKPBITOrO TeKcTa (Iapoin yYEeTHO# 3amucu (MMeH
MPOTOKOI TENbHBIH, NepeChIAOTCS B 3apEruCTPUPOBAHHBIX
nepenaun (HanioB | CeaHCOBBIN He3am(ppPOBaHHOM BHJIE) MOJIb30BAaTENEH, Taposei).
O CETH 2. JlocTyt TI0 YMOTYaHHIO [MomydeHue ynaieHHOro JOCTyna
3. Hanmuume 1ByX OTKPBITHIX K XOCTaM
MIOPTOB
telnet — mporokon | IIpuxmaguoit, | Ayrentudukamnus Ha 6ase Bo3MoxkHOCTB nepexBaTa JaHHBIX
yIIpaBJICHHS MpEACTaBU- | OTKPBITOTO TeKCTa (Mapoiu YUETHOW 3aIlUCH MOJIb30BATES.
yIaJIeHHBIM TENbHBIH, NepechUIAOTCS B [Mony4yenue ynaneHHOro JocTymna
TEPMUHAIIOM CEaHCOBBIH He3amuppOBAHHOM BUJIC) K XOCTaM
UDP — npotoxkoi Tpancnopt- | OTCyTCcTBHE MEXaHHU3MA Bo3MoxHOCTB peanuzaiuu
nepeiavyn JaHHbIX | HBIH NPEIOTBPAILICHHS ITEPErpy30K UDP-mTopma.
0e3 ycTaHOBJICHUS Oydepa B pesynpraTe oOMeHa makeraMu
COCIMHEHUS MIPOUCXOMIUT CYIIECTBEHHOE
CHIDKEHHE TIPOU3BOAUTEIHHOCTH
cepsepa
ARP — porokon CereBoit Aytentudukanus Ha 6ase Bo3moxxHOCTE TIepexBaTa
npeobpazoBaHms OTKPBITOrO TekcTa (MHpopMaIyst | Tpaduka moib30BaTes
IP-anpeca B TepechUIaeTCs B 3JIOYMBITTUICHHIKOM
(dbu3mdeckuit agpec He3amupoBaHHOM BHIC)
RIP — mpotokon Tparacriopt- | OTcyTcTBHE ayTeHTH(DHUKAIH Bo3M0OXHOCTE TIepeHaIpaBIICHUS
MapuIpyTHOH HBIH YIIPaBISIONINX COOOMIEHUH 00 Tpaduka depe3 XOCT
nHpopMarun M3MEHEHUH MapIipyTa 3IIOYMBIIIUIEHHUKA
TCP — nporokoin Tparacropt- | OTcyTcTBHE MEXaHU3MA CymiecTBeHHOE CHIDKEHUE
yIpaBIeHU HBIi MIPOBEPKU KOPPEKTHOCTH CKOpOCTH OOMEHa U JlaKe
nepenadeit 3aIOTHEHUS CITYKeOHBIX TIOJTHBIN Pa3pbIB MPOU3BOIBHBIX
3aroJIOBKOB MaKeTa coennHeHui no npotokoiny TCP
DNS —nporokon  |llpuknagnoii, | OTcyrcTBue cpencts npoBepkn | Danbcudurarms oTBeTa
YCTaHOBJICHUS MIPENCTaBU- | ayTeHTH(HUKAINH TOTyISHHBIX DNS-cepepa
COOTBETCTBHSA TEIbHBIH, JAHHBIX OT HCTOYHUKA
MHEMOHHUYECKHIX CEaHCOBBIN
VMEH ¥ CEeTEBBIX
aJ|pecoB
IGMP — porokon | CereBoii OtcyrcTBHE ayTeHTU(DUKALIH 3aBHCAHNE CHCTEM
nepeaayn COOOIIEHUM 00 U3MEHEHUN Win 9x/NT/200
COOOIIeHHIT O rapaMeTpoB MapIipyTa
MapIIpyTH3aIuU
SMTP —nporokon | [Ipuxmanuoit, | OTcyTcTBHE TOAEPKKH Bo3MOXXHOCTP MTOA/IETBIBAHUS
obecrieueHus MPENCTaBU- | ayTeHTU(DHUKAIMH 3aTr0JIOBKOB COOOIIEHHH STIEKTPOHHOM TTOYTHI,
cepBHca JOCTaBKU | TEIBHBIH, COOOIIeHHH a TaKKe ajjpeca OTIPABUTEIS
COOOIIEHHH 110 CEaHCOBBIH COOOIIEHHS
3JIEKTPOHHOM MOYTe
SNMP — nmporokon | [Ipuknagnoii, | OTcyTcTBUE MOAACPKKU Bo3M0OXHOCTD TIEpernoIHeHHs
yIpaBIeHUS MpeACTaBU- | ayTeHTU(UKALMH 3ar0JIOBKOB IPOITYCKHOM CITIOCOOHOCTH CeTH
MapIIPyTU3aTOPaMH | TEIBHBIH, COO0IIEHUH
B CETAX CEaHCOBBIH
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JInst  cucteMatu3aliiil  OMMCAaHWUS MHOXKECTBA YA3BUMOCTEH HCTOIB3YeTCS
enunas 6a3a nanaeix ys3BuMocteir CVE (Common Vulnerabilities and Exposures),
B pa3paboTkKe KOTOPON TNPUHUMAIN Yy4acTHE CHEIUATMCTHI MHOTHUX H3BECTHBIX
KoMIaHui u opranusaiuii, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR,
L-3, CyberSafe, CERT, Carnegie Mellon University, uactutyr SANS u T.1. Dta 6a3a
JTAHHBIX TIOCTOSTHHO TOTIONHSCTCS W MCIOJB3YeTCs MPpH (GOPMHUPOBAHUN 0a3 JTaHHBIX
MHOTOYHMCIICHHBIX TTPOTrPAMMHBIX CPEACTB aHAIN3a 3alIUIIICHHOCTH |, TIPEKIE BCETO,
CETEBBIX CKAaHEPOB.

5.2.2. O6mas XxapaKTepUCTHKA YySI3BUMOCTell NPUKJIAIHOT0 POrPAMMHOI0
odecneyeHus

K nmnpuximagHoMmy mnporpaMMHOMY OOECTICUEHHIO OTHOCSTCS MPHUKIIAIHbIC
IporpaMMbl OOIIIETO MOJIb30BAHUS U CIICIIMAIBHBIC PUKIIAIHBIC TPOTPAMMEBI.

[TpukinanHple MporpaMmbl OOIIEr0 MOJIb30BAHUSI — TEKCTOBBIC M Tpaduueckue
pPEIaKTOPhl, MEIHa-MPOrpamMMbl (ayAuO- U BUICONMPOUTPHIBATENH, MPOTrpaMMHbIC
Cpe/ACTBa MpUeMa TEJIECBU3MOHHBIX MPOrpaMM M T.I1.), CHCTEMbI yIpaBieHUs OazamMu
JAHHBIX, TPOTpaMMHBIC TIUIATGOPMBI OOIIETO TOJB30BaHUS JJIA  pa3pabOTKu
nporpamMmubIX mpoaykToB (tuma Delphi, Visual Basic), cpemctBa 3ammuTsl
uH(dOpMauK O0IIEro MoJbL30BaHUS U T.II.

CnemnuanpHble MPUKIAAHBIE MPOTPAaMMbl  — 3TO TIPOrpaMMBbI, KOTOPHIE
pa3pabaThIBaIOTCSl B MHTEpECaX PEIICHHs] KOHKPETHBIX MPUKIAIHBIX 337a4 B JJAHHOM
UCIIJn (B TOM 4ucie TMpOrpaMMHBIE CpPEACTBA 3alllUThl  MHGPOPMAIINH,
paspabotannbie 11 kKonkpetHoit MCII/H).

VYSA3BUMOCTH MPUKIIATHOTO MPOrPaAMMHOTO 00eCriedeHUs] MOTYT MPECTaBIATh
co0oii:

(GYHKIIMK ¥ TPOIEAYPHI, OTHOCSIIIUECS K Pa3HbIM MPHUKIAAHBIM MPOrpaMMaM
U HECOBMECTHMBIC MEXJy cO00H (He (PyHKIIMOHUPYIOUIME B OJHOM OINEparimOHHOM
cpelne) u3-3a KOH(QJIMKTOB, CBI3aHHBIX C PACIIPEICIIEHUEM PECYPCOB CUCTEMBI;

GyHKIIMK, TpOIEAYphl, H3MEHEHHE ONpEIENIECHHBIM 00pa3oM MapamMeTpoB
KOTOPBIX MO3BOJSIET UCMOJIb30BaTh UX JJISI MPOHUKHOBEHHUS B ONEPALMOHHYIO CpPENY
UCTIJlH u BbI30Ba MITAaTHBIX (DYHKIMI OMEPAllMOHHOW CHUCTEMBI, BBITIOJHCHHUS
HECAaHKIIMOHUPOBAHHOTO  JocTyna  0e3  OOHapyXeHuss TaKuX  HM3MEHEHUU
ONEPAIMOHHON CHUCTEMOM;

dbparMeHThl KoAa MporpaMm («ABIPBI», «ITIOKU»), BBEACHHBIC Pa3padOTUYHUKOM,
MO3BOJISTIONIME O0XOIUTh MPOLENYPhl UACHTUDUKAINY, ayTeHTU(DUKAIIUN, TIPOBEPKU
LEJIOCTHOCTH U Ap., IPEAYCMOTPEHHBIE B ONIEPALIMOHHOMN CUCTEME;

OTCYTCTBHE HEOOXOIUMBIX CPEICTB 3allUThl (ayTeHTU(HUKAIUU, MPOBEPKHU
[IEJIOCTHOCTH, MIPOBEPKH dhopmaroB COOOIIICHUH, OJIOKMPOBAHUS
HECAaHKIIMOHUPOBAHHO MOIU(DUIIMPOBAHHBIX (DYHKITUH U T.11.);

OmurOKH B TIporpamMmax (B 0OBSIBICHHH NIEPEMEHHBIX, (DYHKIMA U TIPOLIEAYD, B
KOJlax TMpOrpaMm), KOTOpbIE TMpPU OMNPEACICHHBIX YCIOBUSX (Hampumep, mpH
BBITIOJIHEHUU JIOTUYECKUX TEPEX0JIOB) MPUBOAAT K COOSIM, B TOM 4HUCIE K COOSIM
(YHKIIMOHUPOBAHUSL CPEJICTB M CHUCTEM 3alluThl MH(OpPMALUHM, K BO3MOXKHOCTH
HECAHKIIMOHUPOBAHHOTO JI0CTYIa K HH()OpMALIHH.

JlaHHble 00 YA3BUMOCTSIX pa3padaThlBAEMOro M PacOpOCTPaHSIEMOro Ha
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KOMMEpYECKOl OCHOBE MPHUKIAJHOTO MPOrpaMMHOI0 oOecreyeHHus coOuparoTcs,
0000IIAr0TCS U aHAIM3UPYIOTes B 6asze qannbix CVEL

5.3. O0masi XapaKkTepuCcTHKA YTPO3 HENMOCPEACTBEHHOI0 10CTYIa
B ONIEPALIMOHHYIO cpely HH(POPMALMOHHOI CHCTEMBbI MEPCOHATbHBIX JAHHBIX

VYrpo3sl goctyna (IpOHMKHOBEHHUS) B ONEPALMOHHYIO CPElly KOMIIbIOTEpa U
HECAaHKIIMOHUPOBAHHOTO aocTyna K [1J[H cBSI3aHbI ¢ JOCTYIIOM:

K MH(pOpMAlMK U KOMaHJlaM, XpaHAIuMca B 0a30BOi cucTeMe BBOJA/BbIBO/IA
(BIOS) MUCII[IH, ¢ BO3MOXHOCTBIO IIepexBaTa YIpPABJICHUS  3arpy3Koi
ONEepalMOHHOM CHUCTEMBI U TIOJYYEHHUEM IPaB JOBEPEHHOTO MOJIb30BATENS;

B OINEpALMOHHYIO Cpely, TO €CTh B cpeAy (YHKIMOHHUPOBAHUS JOKAIbHOU
OMEpallMOHHOM  CHUCTEMBI  OTAENbHOrO TexHudyeckoro cpencrea MUCII[In ¢
BO3MOKHOCTBIO BBITIOJIHCHUSI HECAHKIIMOHUPOBAHHOIO JIOCTYyMa IyTeM BbI30Ba
MITATHBIX MPOrpaMM  OMEPAIMOHHOM CHCTEeMbl WM  3alycka CIEIHaIbHO
pa3pabOTaHHBIX MPOTPAMM, PEATU3YIOIMINX TaKue JEeHCTBUS,

B cpeay (YHKIMOHUPOBAHMS TMPUKIAIHBIX TIporpaMMm (Hampumep, K
JIOKaJIbHOW CUCTEME YIPABJICHUS Oa3aMu JaHHBIX);

HEMOCPEJCTBEHHO K uH(oOpManuu mnonb3oBatens (K (aitnaM, TEKCTOBOH,
aynuo- W rpaduyuecko uWH(OpMaIMKU, MOJISIM W 3alUCSIM B DIJIEKTPOHHBIX 0a3zax
JAHHBIX) U OOYCJIOBJIEHBI BO3MOKHOCTHIO HApYIICHHS] €€ KOH(HICHIIMaTbHOCTH,
LEJIOCTHOCTH U IOCTYITHOCTH.

OTU yrpo3sl MOTYT OBITH PealiM30BaHbl B Ciy4yae MOJyYeHUS (PU3NYECKOTO
noctynma k WCII[n wmu, mo kpaliHeW Mepe, K cpeicTBaM BBoja HWHMOpMaIuu
B UCII1a. Ux MOXHO OOBEIUHUTH MO YCIOBUAM peallu3allii Ha TPH TPYIIIIHL.

[lepBasi rpymnma BkJIOYaeT B ceOsl Yrpo3bl, peaiu3yeMble B XOJ€ 3arpy3Ku
OTIEpPAllMOHHOM CHUCTEMBI. DTU YIpo3bl 0€30MaCHOCTH MH(OpMAIMU HaNpaBieHbl Ha
nepexBar mapojied WIM  UASHTU(DUKATOPOB, MOAUPHUKALUIO MPOrPAMMHOIO
obecnieuenuss 0a3oBoii cuctembl BBoga/BeiBoma (BIOS), mepexBar ympasieHus
3arpy3Kol ¢ H3MEHEHHEM HEOOXOJMMOMN TEXHOJIOTHYECKOW WHGOpPMAlUA IS
nonyyenuss HCJI B onepaunonnyto cpexy HWCII[IH. Yame Bcero Takue Yrpossl
peaNM3yIOTCs C UCMOJIb30BAHMEM OTUYKJAEMbIX HOCUTENEH HH(POPMAIIIH.

Bropas rpynma — yrpo3bl, peanu3zyeMble IOCJIE 3arpy3Kd OINEpallMOHHOU
CpeAbl HE3aBUCHUMO OT TOrO, Kakas NpHUKIagHas @porpaMMa 3alyCKaeTcs
MOJIb30BAaTENIEM. OJTU YIPO3bl, Kak TMPaBWIO, HANPABICHbl Ha BBINOJHEHHE
HETMOCPE/ICTBEHHO  HECAHKIIMOHUPOBAHHOTO JocTyna K wuHpopmammu. [lpu
MOJIYYEHUHU JIOCTYIa B ONEPALMOHHYIO CpPEAy HapyIIUTEIb MOXKET BOCIOIb30BaThCS
KaK CTaHAapTHBIMH (DYHKIIUSMHA OMEPAIIMOHHONW CHUCTEMBl WJIH KaKOW-THOO
MPUKIIATHOM MpOrpamMMbl OOIIEro MOJIb30BaHMS (HAIpUMEp, CUCTEMBI YIpaBICHUS
0azaMu  JaHHBIX), TaK ® CICNHUATbHO  CO3JAHHBIMH  [JI8  BBITIOJHEHUS
HECAHKIIMOHUPOBAHHOIO J0CTYIA MPOrpaMMaMHU, HaIPUMED:

IporpaMMamMu IPOCMOTpa U MOAU(PUKAIINHA PEecTpa;

IporpaMMamMu MOUCKA TEKCTOB B TEKCTOBBIX (pailiax Mo KIOYEBBIM CIOBaM U
KOIHUPOBAHUS;

! Benercs 3apy6exnoii pupmoit CERT Ha koMMepuecKoil OCHOBE
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cHenuanbHBIMH MPOrpaMMaMH IPOCMOTpPa M KONUPOBAHMS 3amuceid B Oazax
JAHHBIX;

nporpaMmamMu  OBICTPOrO  HpoCcMOTpa  rpaguyeckux  (aitnoB,  uXx
pEAaKTUPOBAHMS WJIA KOIIUPOBAHUS;

nporpaMMamMu TOJJEPKKH BO3MOKHOCTEH pEKOH(Urypaluu MNpOorpaMMHON
cpenbl (Hactpoiiku UCII[IH B uHTepecax HapyIIMTENs) U Ap.

Hakonen, TpeThsi rpynmna BKJIIOYAaeT B ceOs yrpo3bl, peanu3anusi KOTOPBIX
onpejensieTcss TeM, Kakas U3 MPUKIAJIHBIX MPOrpamMM 3aIllyCKaeTcsl MOJb30BaTENIEM,
Wi (PakToM 3amycka Jo00H M3 MPUKIAJHBIX Iporpamm. bombiias dacTe Takux
yrpo3 — 3TO YIpO3bl BHEAPEHUS BPEIOHOCHBIX POrPAMM.

5.4. O61mas xapakTepuCTHKA YIPo3 0€30MaCHOCTH NMEPCOHATbHBIX JAHHBIX,
pean3yeMbIX ¢ HCMOJIb30BAaHHEM MPOTOKOJIOB MeKCeTeBOr0 B3anMO/1eiic TBHS

Ecim UCII[In peanuzoBana Ha 0a3e JOKaJbHOW WM pacrlpeieIeHHON
WH()OPMAIIMOHHOW CHUCTEMBI, TO B HEWM MOryT OBITh pPEAIU30BAHBI YIPO3BI
6e3omacHOCTH HMH(POPMAIIMM MYTEM UCIIOJIB30BAaHUS TMPOTOKOJIOB MEKCETEBOIO
B3aumopeicTBus. Ilpu »stomM Moxer ob6ecneunBatbest HCH x  IIJIlH  wiwm
peanu30BBIBATHCS YTpo3a 0TKaza B 00ciyx)uBanus. OCOOEHHO OMACHbI yTpo3bl, KOraa
UCTI[ln npencraBnsier co0oil  pacrpefeieHHYl0 HWH(GOPMAIMOHHYIO CHUCTEMY,
MOJKIIOYEHHYIO K CeTSM OOIIero MoJib30BaHHUS U (WJIHM) CETIM MEXIyHapOJHOTO
uHpopmarrionHoro obmena. Kiaccudukanumonnas cxema yrpos, peain3yembiX IO
CeTH, NpPHUBEJICHA Ha pPUCYHKE D. B ee OCHOBYy MOJOXKEHO CEMb CIEAYIOIINX
NEPBUYHBIX MPU3HAKOB KJIACCU(PUKALIUU.

1. Xapakrep yrpossl. 1o aToMy mpu3HaKky yrpo3bl MOTYT ObITh MACCHUBHBIE U
aktuBHble. [laccuBHas yrposa — 3TO yrpo3a, NOpHU peald3alud KOTOPOH HE
OKa3bIBaeTCsl HemocpeacTBeHHoe BimsHue Ha padbory MCII[H, HO MOryTt OBITH
HapyILIEHbl YCTAaHOBJICHHBIE NpaBUjia pa3rpaHuueHus noctyna K [I/IH wim ceteBbiM
pecypcam. IlpuMepom Takux yrpo3 SBISIETCS yTpo3a «AHalU3 CETEBOTO TpaduKay,
HaIlpaBJI€HHAs Ha TMPOCIYIIMBAHUE KAHAJIOB CBSI3M W IIEpEXBaT IEepeaaBacMou
uHopMaIm.

AKTHBHas yrposa — 3TO yrpo3a, CBA3aHHas C BO3JCHCTBUEM Ha PECYPCHI
UCIIH, npu peanu3alnuyd KOTOPOW OKa3bIBAETCS HEMOCPEACTBEHHOE BIIUSHHE
Ha paboTy CUCTeMBbI (M3MEHEHUE KOH(HTrypamuu, HapylieHHe padoTOCImOCOOHOCTH
U T.A.), 1 C HapyIIEHUEM YCTAaHOBJIEHHBIX MpaBWI pasrpaHuyeHus goctyna K [11x
uim ceteBbIM pecypcam. lIpumepom Takux yrpo3 sBiaserca yrpoza «OTka3 B
o0CTy)KUBaHUU», peann3yemasi Kak «mrtopM T CP-3ampocoB».

2. llenp peanmmzanum yrpo3sl. [lo 3TOMy mnpu3HAKy yrpo3sl MOTYT OBITH
HaIpaBJICHbl HAa HapyIIeHUE KOH(MUICHIIMATHLHOCTH, MEITOCTHOCTA U JOCTYITHOCTH
uHdopmaruu (B TOM uucie Ha HapymeHue padorocnocooHoctn MCII[H nnmu ee
AJIEMEHTOB).

3. YcnoBue Hauana OCyIIECTBIEHUS TpoIiecca peann3anuu yrpossl. [lo atomy
MIPU3HAKY MOXET PEaIN30BbIBATHCS YIrpo3a:

10 3aIpocy OT 00BEKTA, OTHOCUTEIBHO KOTOPOro peanu3yercs yrpo3a. B stom
CJIydae HapyILIUTENIb OXKUJACT MEPEIady 3alpoca ONPENEICHHOIO TUIIA, KOTOPBIA U
OyJeT yCIOBUEM Hauajla OCYIECTBICHUS HECAHKIIMOHUPOBAHHOTO JOCTYTIA;
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M0 HACTYIUICHUIO OKUIAEMOr0 COOBITHA HAa O0OBEKTE, OTHOCUTEIBHO KOTOPOIO
peanusyercs yrposa. B 3ToM ciydae HapylmIMTENlb OCYIIECTBIISIET ITOCTOSIHHOE
HaOmoieHne 3a  cocTosgHueM  omnepauuroHHo cuctembl HWCI[AH wu npu
BO3HUKHOBEHUU  OMPEACICHHOTO  COOBITHMSI B  JTOM  CHCTEME  HaYMHaeT
HECAHKI[MOHUPOBAHHBIN JOCTYII;

Oe3ycioBHOE BozneiicTBME. B 3TOM ciyyae Haudamo OCYIIECTBIICHHS
HECAaHKIIMOHUPOBAHHOTO JIOCTYyNa O€3yCIOBHO MO OTHOLIEHHUIO K LEIH JIOCTYMa, TO
€CTh yrpo3a peajnu3yeTcsi HEMEJIEHHO U O€30THOCUTENIBHO K COCTOSIHUIO CUCTEMBI.

4. Hanuune oOpatnoit cBsa3u ¢ HCII[Au. Ilo »TomMy mnpu3Haky mpolecc
peanu3aiu yrpo3bl MOXKET ObITh C 00paTHOM CBsI3bIO U 0€3 00paTHO CBSI3U. YTpo3a,
ocyuiecTisiemasi pu Hanuuuu odpatHoil cBsizu ¢ UCII/IH, xapakTepusyercst TeM,
YTO Ha HEKoTopble 3ampochl, nepeaannsie Ha WCIIH, HapymuTento Tpedyertcs
nosryuuth otBeT. CrnepmoBarenbHo, Mexay HapymureneM u HMCIIIH cymectByeT
oOpaTHasi CBsI3b, KOTOpasl MO3BOJISIET HAPYIIMTENIO aJIEKBAaTHO pearupoBaTh Ha BCe
u3menenus1, npoucxoagimue B WCIIIn. B oTauuue oT yrpo3, peanu3yeMblX MpuU
Hauuuu oopatHoi cBsizu ¢ MCIIJIH, npu peanuzanuu yrpo3 6e3 oOpaTHON CBSI3U HE
TpeOyeTcsi pearupoBaTh Ha Kakue-1uoo uaMenenus, npoucxoxasiue B UCI1JIH.

5. Pacnionoxxenune Hapymwutens otHocutesnbHo WCIIH. B cootBeTcTBUM ¢
ATUM NPU3HAKOM yrpo3a peajqu3yeTcsi Kak BHYTPUCETMEHTHO, TaK U MEKCETMEHTHO.
CermeHT cetu — ¢uzuveckoe oobeauHeHne XxocToB (Texuuueckux cpeacts MCIIH
WIM KOMMYHHMKAllMOHHBIX JJIEMEHTOB, HMMEIOIIMUX CceTeBoil azapec). Hampuwmep,
cermeHT WUCIIJIH oOpa3yeT COBOKYITHOCTh XOCTOB, MOJKIIOUYEHHBIX K CEpBEpYy IO
cxeMme «oOmas muHa». B ciaydae, Korja MMeeT MEeCTO BHYTPHCETMEHTHas yrposa,
HapyIIUTENb UMeeT (PU3NYEeCKU AocTym K ammapaTHbIM dieMeHTam UCIIIH. Ecnu
UMEET MECTO MEXKCErMEHTHAas yrpo3a, To HapymuTenb pacnonaraercss BHe UCII/IH,
peanusys yrpo3y u3 Apyroit cety wim u3 apyroro cermenra UCIT/IH.

6. YpoBeHb DTaJOHHOM MOJEIM B3aWUMOJICHCTBUS OTKPBITBIX CHCTEM
(ISO/OSI), na xoropoM peanuzyercs yrposa. [lo sTomy mpu3zHaKy yrposza MOXKET
peaNn30BBIBATHCS HAa PU3NYECKOM, KAaHAJIbHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM,
peICTABUTEILHOM U MPHKIaaHOM ypoBHe Moaean ISO/OSI.

7. CooTHOmIeHWe KoiuuyecTBa Hapymuteneit u  snementoB  WCIIH,
OTHOCUTEJIBHO KOTOPBIX peanu3yercs yrposa. 1o 3ToMy mpuszHaky yrposa MOXET
OBITh OTHECEHA K KJIACCY YIPO3, PEATH3yeMbIX OJHUM HApYIIUTEIEM OTHOCUTEIHHO
omHoro TtexHumdeckoro cpencrtsa MCII[a (yrpo3a «omWH K OJHOMY»), Cpasy
OTHOCHTEIFHO HECKOJIbKUX TexHmdeckux cpencts HWCII[Qn (yrpo3a «omamH KO
MHOTUM») WX HECKOJIbKUMH HapYIIUTEISIMU C PA3HBIX KOMIIBIOTEPOB OTHOCUTEIBHO
OJIHOTO WM HecKoJbkux TexHuueckux cpeactB WCII[H (pacnpeneneHHble WIH
KOMOWHHPOBAHHBIE YTPO3HI).

C yyeToM TPOBENECHHON KIacCCH(PUKAIMA MOXXHO BBIJEIUTH CEMb Hamboee
4aCTO PeaJnu3yeMbIX B HACTOSLIEE BPEMS YIPO3.

1. Ananu3 ceteBoro Tpaduka (pucyHox 6).

1

1 Mexnaynaponnas Oprammamus 1o Craggaptmsammu  (ISO) mpunsma cranmapr ISO 7498,  onwmceiBarommumii

B3amMozeiicTBre OTKPHITHIX cucteM (OSI).
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Xoer 1
Mapupyruzarop 1 Mapuwpyruzartop 2
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[Mpocnymusanue

Xocer 2
kanaalcsasn .
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XoeT HapyUHTes

Xoct M

Xoet N

Pucynoxk 6. Cxema peanuzanuu yrpo3bl «AHaJIU3 CETEBOrO Tpaduka»

DTa yrpo3a peaiM3yeTcsi ¢ MOMOIIBIO CIIEUATIBHOW MpOorpaMMbI-aHATIN3aTOpa
nakeToB (Shiffer), mepexearpiBaroleii Bce MakeThl, EpPe1aBaeMbIe MO0 CErMEHTY CETH,
U BBIICJSIONICH Cpeld HHUX Te, B KOTOPBIX MEPEeaaroTcs HACHTU(HUKATOP
MOJIB30BaTeNsi M €ro mapoiib. B Xoje peanusamuu yrpo3bl HApYIIUTEIh H3y4acT
JIOTUKY PabOTBl CETH — TO €CTh CTPEMHTCS TOJIYYUTh OJHO3HAYHOE COOTBETCTBHUE
COOBITHI, TPOUCXOAAIIUX B CUCTEME, U KOMaH/I, IEPEChUIAEMBIX MPU ATOM XOCTaMH,
B MOMEHT TIOSIBIGHUsSI JaHHBIX COObITUH. B janpHeimieM 53TO  MO3BOJISET
3JIOYMBINIJICHHUKY Ha OCHOBE 3aJlaHMsl COOTBETCTBYIOIIMX KOMAaH]l TOJyYHTh,
HaIpuMep, TPUBUIICTUPOBAHHBIE TTpaBa HA JICHCTBUS B CUCTEME WM PACITUPUTH CBOU
NOJTHOMOYHMSI B HEH, NepexBaTUTh IOTOK IMEpeAaBacMbIX IaHHBIX, KOTOPBHIMU
OOMEHMBAIOTCST KOMIIOHEHTBI CETEBOM OMEPAIlMOHHON CHCTEMBbI, JJIsi M3BICYCHUS
KOH(pUACHIIMATPHOH  WIM  WISHTU(PUKAIMOHHON  uMHpopMmanuu  (Hampumep,
CTaTHYECKUX TMapoJield IMOoJIb30BaTeNe I JOCTyna K YAAJEHHBIM XOCTaMm IO
nporokojiaM FTP u TELNET, ne npenycmatpuBarommm mudpoBanue), €€ MoaMEHHI,
MOAUGUKAIIUN U T.II.

2. CKaHMpOBAaHHE CETH.

CymHOCTh mpoIiecca pealu3aiii Yrpo3bl 3aKI0YaeTcsl B mepeaade 3arpocoB
cereBbIM cityxk0am xoctoB MCII/IH u ananmuse otBeToB OT HuX. Llenb — BbIsSBIICHHE
UCIIOJIb3YEMBbIX TPOTOKOJIOB, JIOCTYIHBIX TIOPTOB CETEBBIX CIYXKO, 3aKOHOB
dbopMupoBaHus UACHTU(PUKATOPOB COCTUHEHUH, OMPEACICHUE AKTHBHBIX CETEBBIX
CEPBUCOB, MOAO0P UACHTU(PUKATOPOB U MAPOJICH MOJIb30BATEICH.

3. Yrpo3a BBISBICHHUS MTapOJIs.

enp peanuzanuu yrpo3bl coctouT B moiaydeHur HCJl mytem mpeojosieHus
MapoJIbHOW 3alIUThI. 3JOYMBIIIJIEHHUK MOXET PEaJM30BbIBATh YIPO3y C MOMOIIbBIO
[IEJIOT0 psiia METOJOB, TAKUX KaK MPOCTOU mepedop, mepedop ¢ HMCIOIb30BaHUEM
CIELUUANIBHBIX CJIOBApEl, yCTAaHOBKA BPEJIOHOCHOM NporpaMMbl Jid IepexBaTta
nmapoJisi, moJMeHa JoBepeHHoro oOwekta cetu (IP-spoofing) m mepexmar makeToB
(sniffing). B ocHOBHOM Ig peamu3aliyd YIpO3bl HCIOJB3YIOTCS CIHEIHATBHBIC
NpOrpaMMbl,  KOTOpbIE  MBITAIOTCA  MOJAYYUTh JOCTYH K  XOCTYy IMyTeM
MOCJIe10BaTENILHOTO noi00pa naponieil. B ciyyae ycnexa, 3M0yMBIIUIEHHUK MOXET
co31aTh 175l ce0sl «mpoxoa» st Oyayuero A0CTyma, KOTOpbld OyaeT AeiiCTBOBATD,
JIaXe eCJIM Ha XOCTe€ U3MEHUTh Mapoiib JOCTYIA.

4. [lomMeHa JOBEpEHHOr0 OOBEKTA CETH W Iepelrada [0 KaHajaM CBS3HU
COOOIIEHUH OT €ro KIMEHH C TIPUCBOCHHUEM €T0 IpaB JIOCTyMa (PUCYHOK 7).
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1. Xoor X sener Habirogenne 3a xocrami A u B w onpenenser nymepaumio
MAKETOR COOOIIEHHH, WIVIy oT xocta B

f':’

Xocr B
Xocr X - X0CT HApYLIHTE

XocT A - TOBEPEHHBII X0CT

2. Xoct X noceutaet Ha xocT A cepmio TCP-3anpocoB Ha co3anne coeTHHEHNE,
3ATIONHAA TEM CAMEIM QUEPEIh 3AMPOCOR ¢ METh0 BRBECTH H3 CTPOA HA HEKOTOPOES

BPCMA XOCT A

&

Wt

S5 Xocr B
Xoct X \'\:‘ %
Xoet A
b
SYN, n o
% 155x% -
TCP-zanmpoc Ha OTEPBITHE COSTHHEHHA OT WMEHH XocTa A XocTt B
Xoct X SYN-GHT CHHXPOHHIALMH HOMEPa [OCACIOBATELHOCTH
[SSX-IPON3BOIBHEIH HOMED OCHSI0BATENILHOCTH
XOCT A BhIBEJIEH H3 CTPOA
xocT A
S
o
% Oreer xocta B va TC P-EﬂM <

Xoct X SY N, ACK, 1SSh XocTt B
ACK(ISSx+1)

SYN—ﬁHT CHHXI}{}HH3HI[HH HGMEP& MOCIIeTOBATETEHOCTH
ISSb-TIpOH3IBONBHEIH HOMEP MOCTEN0BATENBHOCTH XocTa B
Xocr A ACK(ISSx+1)-nomep nogreepanenud npuema TCP-nakera ot
xocTa A, papibii [SSx+1

ASK(ISSb+1)-noMep noaTeepaaeHus nprema TCP-makeTa oT xocTa B,
@ B KOTOPOM aTaKyIOUIHI YKaseBacT mogodpaninii nomep 1SSh—1

&

ACK, I85x+1 o =~
ACK(ISSh+1) 'r‘_.d_,.-*'"" 3
- =
Xoer X F,.}('* ASK(ISSx+1)-Homep Xoer B
=T cremnytomero TCP-nmakeTa

-
-

Oreyrereyer coobenne o pazpeise TCP-coeauHenns or
% BEIBEIEHHOTO H3 CTPOA X0CTa A (TTAKET ¢ 3anONIHEHAEIM
cmykeOHRIM 3aromorkom RST)
XocT A

Pucynok 7. Cxema peanuzanuu yrpossl «I[logmMeHa JoBepeHHOro 00bEeKTa CeTU»
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Takast yrpoza 3¢hdexkTuBHO peanuzyercss B CUCTeMaX, Te NPUMEHSIOTCS
HECTOWKHUE aJITOPUTMBI HICHTU(DHUKAIIMN ¥ ayTEHTU(GHUKAIIMN XOCTOB, MOJIb30BaTEIICH
u 1.0 Ilog ngoBepeHHBIM OOBEKTOM MOHUMAETCS OOBEKT CEeTH (KOMIIBIOTED,
MEXCETEBOM 3KpaH, MAPLUIPYTU3ATOP U T.I1.), JIETATBHO MOAKIIOYEHHBINA K CEPBEPY.

MoryT ObITh BBIJICJICHBI JIBE€ PA3HOBUAHOCTH IMPOIECCa peain3alui YKa3aHHOU
yIpO3bl: C YCTAHOBJICHUEM U 0€3 YCTaHOBJICHUS! BUPTYaJIbHOIO COEIUHEHUS.

[Ipouecc peanuzanuu ¢ yCTAaHOBICHUEM BUPTYaJIbHOTO COECJUHEHUS] COCTOUT B
MPUCBOEHUU TIpaB JOBEPEHHOrO0 CyObEKTa B3aUMOJCUCTBUS, UYTO IO3BOJISET
HapYILIMTETIO BECTU CEaHC Pa0OThI C OOBEKTOM CETH OT UMEHH JJOBEPEHHOT'0 CYOhEKTa.
Peanuzarust yrpo3sl JaHHOTO TUMA TpeOyeT MPEOo0JICHUs] CUCTEMBI UAEHTU(DUKAIIUN
U ayTeHTU(UKaluu cooO1eHuit (Harpumep, ataka rsh-ciyx0s1 UNIX-xocta).

[Ipouecc peanuzanuu yrpo3bl 0€3 yCTaHOBJIEHHUS BUPTYaJbHOTO COEIUHEHHUS
MOET UMETh MECTO B CETSIX, OCYIIECTBIISIIONIUX HIACHTU(PUKAIUIO TepeaBacMbIX
COOOIICHUI TOJBKO MO ceTeBOMY ajpecy ormpaButTens. CyIIHOCTh 3aKIO4aeTcsl B
nepeaavye CIy)KeOHBIX COOOIICHHH OT WMEHHM CETEBBIX YIPABJISIOIMIMX YCTPONCTB
(Hanmpumep, OT MMEHU MapIIpyTU3aTOPOB) 00 W3MEHEHHH MapUIPyTHO-aJIPECHBIX
naHHBIX. [lpy  >TOM HEOOXOJMMO HWMETh B BHJY, 4YTO CJIMHCTBCHHBIMH
uneHTruduKaropaMu aOOHEHTOB U coeAuHeHus (1o mpotokony TCP) sBisiroTcs nBa
32-outHeix mapametpa Initial Sequence Number — ISS (Homep moceoBaTeILHOCTH)
u Acknowledgment Number — ACK (aomep moarBepskaenus). CieqoBaTeabHo, s
dopmupoBanusi joxkHoro [CP-makera HapylmIMTEN0 HEOOXOIMMO 3HATHh TEKYIHE
uAeHTU(DHUKATOPHI 7151 JaHHOTO coenuneHus — 1SSa u ISSb, rae:

ISSa — HexoTOpoe YMCIEHHOE 3HA4Y€HHE, XapaKTEepPHU3YIoIee IOPSAKOBBIMI
HoMep otnpaBimsiemoro CP-makera, ycranaBnuBaemoro |CP-coenuHeHus,
UHUIMUPOBAHHOTO XOCTOM A;

ISSb — HekoTOpOE YHCIIeHHOE 3HAYCHHUE, XapaKTEPU3YIOIIee OPSIKOBbIA HOMED
ormpasisiemoro TCP-makera, ycranaBiBaemoro | CP-coenuHeHus, MHUITMUPOBAHHOTO
xocTom B.

3nauenne ACK (Homepa moaTBepxkiaeHUs ycTraHoBiieHHS |CP-coequHeHwms)
ompejieNsieTcsl Kak 3Ha4eHHe HOMEpa, MOJYyYeHHOTo OT pecmnonneHTta |SS (Homep
nocieioBaTebHOCTH) Iortoc eauania ACKDb = 1SSa+1.

B pesynbpraTe peanmzainu yrpo3bl HapyIIUTENh TOJYyYaeT IMpaBa JOCTYIA,
YCTaHOBIICHHBIE €T0 IOJIb30BATEIEM JIJIsi JOBEPEHHOTO a0OHEHTa, K TEXHUYECKOMY
cpeactBy UCII/In — uenu yrpos.

5. HaBsi3piBaHME JT0)KHOTO MapIipyTa CETH.

JlaHHass yrpo3a peajqu3yeTcs OJIHUM U3 JIByX CIOCOOOB: MyTeM
BHYTPHCETMEHTHOTO  WJIM  MEXKCETMEHTHOTO  HaBs3bIBaHUS.  B0O3MOXHOCTH
HABA3BIBAHUS JIOKHOTO MapuipyTa oOyCIIOBIieHA HEJAOCTATKaMH, MPUCYIIUMH
QITOpUTMaM MapUIPyTU3aluK (B YAaCTHOCTH, M3-3a MPOOJEMbl HACHTU(DHUKAIIUN
CETEBBIX YIMPABISIOMIUX YCTPOUCTB), B PE3yIbTATE Y€T0 MOXKHO TIOMACTh, HATIPUMED,
Ha XOCT WJIA B CETh 3JIOYMBIIICHHUKA, TJI€ MOKHO BOWTH B OMEPAIMOHHYIO CPEIy
texHuueckoro cpeacrsa B cocraBe MCIIIH. Peanuzamus yrpo3bl OCHOBBIBAETCA
Ha HECAHKIIMOHHUPOBAHHOM HCIMOJb30BaHUM NPOTOKOJIOB MapuipyTtuzanuu (RIP,
OSPF, LSP) u ympaBnenus cerbio (ICMP, SNMP) nns BHeceHHMs HW3MEHEHHMA
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B MapIIpyTHO-aipecHbie Tabauibl. [Ipy 3TOM HapymuTe 0 HEOOXOIUMO TTOCTIATh OT
MMEHHM CETEBOTO YIMPABISIONIETO YCTPOMCTBA (HAmpUMEp, MapIIpyTHU3aTopa)
yrpasJsioniee coodmieHue (pucynku 8 u 9).

1. [epenava napymwnrenenm va xoct | nosHoro coodmenns no nporokony ICMP Redirect or
UMEHN MapmpyTHsatopa | ob niMenenn TabrHIm

Gy %— Wntepher

Mapmpytuzatop | Mapmpytwsatop 2 |
ApHIpYTH3ATOR apripyTHIaTop JlowHoe coobmenne Cepsep

ICMP Redirect top.secrel.com

Xocr 1 Xcr 2

2. llaxeTrr Ha top.secret.COM HATIPABIAIOTCSH HA HECYIIECTRYIONHI MapIIpyTH3aATOP (X0CT 2}, 8
CIEAOBATENBHO, CBA3E ¢ tOp.Secret.com HapymIaeTcs

%_ _%— Hnreprer

MapurpyTazatop 1 Mapmpyrtasarop 2 ‘

A J

TaGmma
MapIIpy TH3ATTHH

top.secret.com: >
gateway=xoct 2

Kocer 1 Xoer 2

Ceprep
top.secret.com

Pucynok 8. Cxema peanuzaiuu ataku «HaBsi3pIBaHUE JIOKHOTO MapIIpyTa»
(BHYTpHCErMEHTHOE) ¢ ucmolib3oBanueM nporokosna ICMP ¢ nensio HapyiieHus
CBA3U

1. daza nepenaun nomuoro coodwenna ICMP Redirect o1 aMenn Mapiipyrusatopa Ha xocr 1

TowHoe oooﬁmcut{c ICMP Redirect APUIPYTH3ATOP
B HANTYHIIEM MAPIIPYTE K XOCTY
top.secret.eom
Hnrtepner

Xoer | Xocr 2

Xocr HAPYLIHTEA

2. daza nipHeMa, AHATH3A, BOIIEHCTBHSA H TIepeladun NepexpaveHHoH an)opmamm Ha JIGHHOM

cepnepe
%_ Hureprer
MapmpyThzaTop 1 Mapmpyrisatop 2

Xoct | nepegaer
IAKETBI,

P ATaKyrommii 0T AMEHH .
TNPEHAIHATEHHETE =
xocTa | nepenacT makeTsl
top.secret.com, Ha
Ha top.secret.com =
XOCT aTaKyIOIEro =
Xoet | Kocr napymHTens Cepaep top.seeret.com

Pucynok 9. Cxema peanusaiuu yrpo3sl «HaBsi3pIBaHUE JTOKHOTO MapIIpyTa
(MEKCErMeHTHOE) C 1IeJIbIO NepexBaTa Tpaduka
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6. BHenpenue 10KHOro 00beKTa CETH.

Ora yrpo3a OCHOBaHa Ha MCIOJb30BAHMM HEIOCTATKOB AJITOPUTMOB
YAAJIEHHOTO NoucKa. B ciyuae, ecian oOBbeKThI CeTH U3HAYaJIbHO HE UMEIOT aJIPECHOM
uHpopMaIMu JIpyr O JApyre, MCHOJIb3YIOTCS pa3Iu4Hble MPOTOKOJIbI YAAJIEHHOIO
noucka (Hampumep, SAP B cersx Novell NetWare; ARP, DNS, WINS B ceTsix co
crekoM mpotokoiioB TCP/IP), 3axmouaromuecss B nepeaade 1Mo CETH CIeIHaIbHBIX
3alpoCOB W TIOJYYEHMHM Ha HHUX OTBETOB € HMCKOMOM uHpopmanueit. Ilpu stom
CYILIECTBYET BO3MOXKHOCTh NE€pEeXBaTa HapyIIUTEIEM MOUCKOBOIO 3alpoca U BbIIAUYH
Ha HEro JIO)KHOTO OTBETa, HCIIOJIb30BAaHUE KOTOPOrO TMPHUBEIET K TpeOyemMoMy
M3MEHEHUI0 MaplIpyTHO-aJAPECHbIX JaHHbIX. B  nanpHeillieM Bech MOTOK
uH(pOpMaIK, ACCOIMUPOBAHHBIN C OOBEKTOM-KEPTBOW, OyAeT MPOXOAUTH 4epes
JIOXHBIN 00beKT cetn (pucynku 10 - 13).

1. haza omcuganna ARP-aanpoca %

ATaKyHOIIHI TPOCTYIHBAET MapuipyTusarop
KaHall, 0KHIaA Iepegady
ARP-zanpoca

Mureprer
Xocr | Xoer 2

XoeT HapymHTens

2, baza peann3aluM yrPoO3E

Xoct "g;-"e-'lﬂﬂ [lepexsaTun t\RP--&anpoc. MapmipyThzarop
ARP-3anpoc ATAKYHOLUMA HepeliaeT JOKHBIH
ARP-oTreT
WuTepuer

Xocer N

XocT HAPYITHTES

3, Paza TIPHEME, AHAITH3H, BOIIEHCTEHA W nepeaatH TIf_pE!(R}l"[EHH{)ﬁ IleI}OpI\IE.HlII'PI Ha
moxaoM ARP-cepsepe

% MapupyTazatop
Ceass xocta 1 ¢

MapIIpyTH3aTOPOM NPOHCXOIHT :

yepes nomHbli ARP-cepeep :

r= |
| | WuTepHer
| |
| % |
| |
I > |

JIKHETH
ARP-ceppep

Pucynok 10. Cxema peanmusaruu yrpo3sl «Baenpenue noxuoro ARP-cepBepa»
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1. @aza omuganus arakyowny DNS-zanpoca or xocera | (aTaky WM HIXOAHTCR JTHOO HA XOCTe
HapymmTens 1, mubo Ha XocTe HapyumTens 2)

)

Ceprep
top.secret.com

f

e

o

MapipyTasarop

MapmpyTHzaTop MapwpyTHzaTop

&
S

DNS-ceppep

XocT HapymmTen | XocT HapymTens 2

2. dvaza nepenady aTakyionmM Jownoro DNS-oTeeTa (aTakyIoMHH HaXoquTes THOO Ha XocTe
napymiTens 1, muo na XocTe napymrens 2)

Ny
-]
&y <
h"‘lapﬂ]p}"TllﬂﬂTﬂp Cepﬂﬁp tol}‘pﬂcretcﬂ]“
T T ; ﬂD?:HI:-Tﬁ %
DN S—'i‘dnpﬂc TIosKHEL N1apmpf\."1'|.1'_;un}]’) Mapmpynmmﬂp DNS-oTBeT &

DNS-oTpeT DNS-ceprep

&

xoct 2

Xoer Hapywmrens | Xocr Hapywrens 2

3, Daza MpHEMA, AHATHSE, BOIIEHCTEHA H nepeaain I'IEpe.‘(B‘:l‘TEHH(H‘-'I HH(_tJ(!pMEI.I[HH Ha IIHHOM CEPREPE

DNS-cepeep

— ﬂ
—————————————————— >
: S -
| MapmpyTnsaTop Ceprep top.secret.com
%ﬁ_ '-.: //\
| =~
| @
MapmpyTHsatop : MapmpyTizatop %
|
|
|
|

XOCT HAPYIOTHTENA 2

Pucynok 11. Cxema peanmusaruu yrpossl «Baenpenue noxunoro DNS-cepsepa»
myTem nepexsata DNS-3anpoca
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1. Hapywmrens nepenaer HanpasiieHHsil wropm DNS-orseros Ha xocr |

MapIpyTHzaTop

£
Ay

Mapmp IH3aTOpP

Cepsep
top.secret.com
[ITopM moskHBIX
% - _Q_‘_D.NS-OT‘BCTOD oT
d/ﬁ uMenn DNS-

/2@% & MapmpyTHsaTop Mapuwipyrusarop cepsepa Ha xoct 1

DNS-ceprep

Xoer 1 Xoer 2 JlownEril ceprep

(XOCT HAPYIITHTEIA )

2. Xoct | moceimaer DNS-zanpoc 0 HEMennenHo noaydacT JokHeil DNS-oTeT

— ees Mapipyrhsarop

op.secret.com

TopM TOKIBIX
% e W S-OTBETOB OT
< HMern DNS-
T 2} /%f

MapuipyTazarop
K

DNS-3anpoc MapmipyTisatop ceprepa DNS-cepsep

JlomneH ceppep

Xoer |
Xocr 2 (XOCT HAPYILIMTEIH )
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7. OTka3 B 00CITy)KUBaHUH.

OTh  yrpo3bl OCHOBaHbl Ha HEJOCTAaTKaX CETEBOr0  MPOTPAaMMHOTO
oOecreyeHus, ero ys3BUMOCTSX, MO3BOJISIOIIMX HApPYUIMTENIO CO3/1aBaTh YCIOBUS,
KOI/Ia ONEpaldoOHHAas CHCTeMa OKa3blBaeTCsi HE B COCTOSSHUM 00padaThIBaTh
MOCTYMAOIIHUE MMAKETHI.

MoryT ObITh BbIICJICHBI HECKOJIBKO PA3HOBUIHOCTEN TaKUX YIpo3:

a) CKPBITBIA OTKa3 B OOCIYyKMBAaHWHU, BBI3BAaHHBIA MPUBJICUEHUEM YacTHU
pecypcoB UCII/IH Ha 00pabOTKy MakeToOB, MEpeaBaeMbIX 3JI0YMBIIUICHHUKOM CO
CHIIKEHHUEM TMPOMYCKHOW CHOCOOHOCTH KaHAJOB CBSI3H, MPOU3BOJUTEILHOCTH
CETEeBBIX YCTPOMCTB, HapyIICHUEM TpeOOBaHUN KO BpEeMEHU OOpabOTKH 3alpOCOB.
[IpumepamMu peanuzanuu yrpo3 MOJOOHOTO PoOJia MOTYT CIIY>KWUTbh: HANpPaBJICHHBIM
mTopM 3X0-3ampocoB mo nporokony ICMP (Ping flooding), mropm 3ampocoB Ha
ycranoBienne TCP-coenunenuit (SYN-flooding), mropm 3anpocos k FTP-cepsepy;

0) sSIBHBIE OTKa3 B OOCIyXMBAHWU, BBI3BAHHBIA HCUEPIIAHUEM PECYPCOB
NCIIx npu oOpaboTKe MaKkeToB, MepeaaBaeMbIX 3JI0YMBIIIICHHUKOM (3aHSATHE BCEH
MOJIOCKl TIPONMYCKAaHUA KaHAJOB CBSI3M, IEPETNOJHEHUE odYepenel 3alpocoB Ha
o0cITy>)KUBaHKE ), IPU KOTOPOM JIETaIbHBIC 3aIIPOCHl HE MOTYT OBITh TIepEeaHbl uepe3
CEeTh M3-3a HEJOCTYIHOCTH CPEJIbI Mepeaaun JMOO0 MOMydaloT 0TKa3 B 00CIyKUBaHUU
BBHJIY MEPETOTHECHHS OYepeIeil 3ampocoB, JUCKOBOT'O MPOCTPAHCTBA MAMSTH U T.J.
[IpumepamMmu yrpo3 JaHHOTO THUIA MOTYT CIYXHTh IITOPM HIMPOKOBEIIATEIIBHBIX
ICMP-3x0-3anipocoB  (Smurf), mampasnennsiii mropMm (SYN-flooding), mropm
COO0O0IIEeHUH TOYTOBOMY cepBepy (Spam);

B) IBHBI OTKa3 B OOCIY)KMBaHWHW, BBI3BAHHBIA HAPYIICHHEM JIOTUYECKOMN
CBSI3HOCTU Mexay TexHudeckumu cpencrsamu UCIIJIn npu nepenaue HapymureneM
YIPAaBISAIOMKX COOOHIEHUH OT HWMEHHM CETEBBIX YCTPOWCTB, MPHUBOISIINX
K M3MCHCHHMIO MapIIpyTHO-aapecHbIX AaHHbIX (Hampumep, ICMP Redirect Host,
DNS-flooding) niu naeHTH(GUKAIIMOHHON U ayTeHTH()HUKAIIHOHHON HHPOPMAIIHH;

I') SIBHBIN OTKa3 B OOCITY>KMBAaHWH, BEI3BAaHHBIN MEpenadeil 3710 yMbIILICHHUKOM
[IAKETOB C HECTaHJApPTHBIMU aTtpuOytamu (yrpo3sl Tuma «Land», «TearDrop»,
«Bonk», «Nuke», «UDP-bomb») wnmm wuMmerommx [IMHY, [IPEBBIIIAIONIYIO
MaKCHMaJbHO JONMYCTHMBIH pasmep (yrpoza tuma «Ping Death»), dro moxer
MIPUBECTU K COOI0 CETEBBIX YCTPOMCTB, YYACTBYIOIIMX B 0OpaOOTKE 3ampocoB, MPH
YCJIOBUM HaJIW4Msl OMMOOK B MIporpaMMax, peaqu3yIolIUX HPOTOKOJBI CETEBOTrO
oOMeHa.

PesynbTaToM peanuzaliMu  1aHHOW yIPoO3bl MOXKET CTaThb HapyUIEHUE
paboTOCTIOCOOHOCTH  COOTBETCTBYIONIEH CIY’)KOBI TIPEIOCTaBICHUS  YIAJICHHOTO
noctyna K [1/In 8 UCII/IH, nepegaya ¢ oiHOro ajgpeca Takoro KOJIMYeCTBa 3alpoCcoOB
Ha MOJKIII0UYECHHUE K TeXHUUecKoMy cpenctBy B coctaBe MCII/IH, kakoe MakCUMalbHO
MOXXET «BMECTUTH» TpaduK (HAMpPaBICHHBIN «IITOPM 3alpOCOB»), YTO BJECUET 3a
co00i1 TepernoIHeHNe OYepear 3alpoCOB U OTKAa3 OAHOM M3 CETEBBIX CIYKO WU
MOJIHYIO OCTAaHOBKY KOMITbIOTEpA M3-32 HEBO3MOXHOCTH CHUCTEMbI 3aHUMAThCSI HUUEM
JIPYruM, KpoMe 00paboTKu 3apoCcoB.

8. YnaneHHbIl 3amyCcK MPUIIOKEHUH.

Yrpo3a 3akmrouaercs B crpemiieHun 3amyctuTh Ha xocte UCII/IH paznmuunbie
MpEeABAPUTEILHO BHEJIPEHHBIE BPEAOHOCHBIE MMPOTPAMMBbI: MPOTPAMMbI-3aKIIAJIKH,
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BUPYChI, «CETEBbIC IIMUOHBI», OCHOBHAs I1€lb KOTOPBIX — HapyIICHUE
KOH(PUAEHIIUABHOCTH, IIEJIOCTHOCTH, JOCTYMHOCTH HHGOPMAIMA U TIOJTHBINA
KOHTpPOJIb 32 paboToil xocta. Kpome TOro, BO3MOKEH HECAHKIIMOHUPOBAHHBIN 3aIyCK
MPUKIAHBIX MPOrpaMM IMOJb30BATENEH I HECAaHKIIMOHMPOBAHHOTO TMOJIYYEHUS
HEOOXOJUMBIX HAPYIIUTENIO JaHHBIX, ISl 3alycka YIpaBlsIeMbIX MPUKIATHON
MpOrpaMMOU IIPOLECCOB U JIP.

BriaensitoT Tpu nojkiiacca JaHHBIX yIpo3:

1) pactipoctpanenue  (aiiioB,  COIEpKAIIUX  HECAHKIIMOHHPOBAHHBIH
HWCHOJIHIECMBIN KO

2) yoalleHHBIH — 3allyCK  MPWIOKEHHS NyTeM  IepenojHeHus  Oydepa
IIPUII0KEHUN-CEPBEPOB;

3) yaaJeHHbIH 3amyCcK MPUIOKCHHS ITyTEM HCIOIb30BAHHMS BO3MOXKHOCTEH
yIAJICHHOTO YIIPABJICHUsS] CUCTEMOM, MPEIOCTABISIEMbIX CKPBITBIMU MPOTrPaMMHBIMU
U ammapaTHbIMU 3aKJIaJKaMu JIMOO UCIOIb3YEMbIMH IITATHBIMU CPEJACTBAMH.

TunoBble yrpo3pl MEPBOr0 W3 yKa3aHHBIX TOJKJIACCOB OCHOBBIBAIOTCS Ha
aKTUBHU3AIMU PACTIPOCTPAHAEMBIX (HAMJIOB TIPU CIy4ailHOM OOpalieHud K HUM.
[Tpumepamu Takux (HaiyioB MOTYT CHYKUTh: (aiiIbl, COJIEPIKAITNE UCTIOTHICMBIA KO/
B BHJie MakpokoMman (moxkymenTsl Microsoft Word, Excel u 1.1m.); html-10KyMeHTsI,
coJiepiKaIllie WCIONHIEMbIH KOA B BHae djemeHToB ActiveX, Java-ammieTos,
HHTEPIPETUPYEMbIX CKPUOTOB (HampuMmep, TeKCThl Ha JavaScript); daiisi,
coJiepKalllie UCIONHsIeMbIe KOJIbl mporpaMm. s pacnipoctpanenus (aiiaoB Moryt
UCIIOJIb30BAThCSl  CIYKOBI  DJIGKTPOHHOW TOYTHL, Tmepeaaud (HailyioB, CETEBOI
(baiI0BOI CUCTEMBI.

[Ipu yrpozax BTOpPOro NOAKIACCAa HCIOJB3YIOTCA HEIOCTATKU IPOrpamM,
peaNu3yoINX CETEeBbIE  CEPBUCHI (B YaCTHOCTH, OTCYTCTBHE  KOHTPOJIA
nepenoyiHeHUsT Oydepa). HacTpoiikoli CHCTEMHBIX PETHMCTPOB HMHOTJA YIaeTCs
NEPEKITIOYUTH MPOIIECCOpP MOCTE MPEPHIBAHUS, BBI3BAHHOTO MEpenoiiHeHneM 0ydepa,
Ha WCIIOJIHEHHE KOJ1a, CoJieprKalerocs 3a rpanuieit 6ydepa. [lpumepom peanuzanuu
TaKOW YIpO3bl MOKET CITY>KUTh BHEIPEHHUE IIMPOKO U3BECTHOTO «BUpYyca Moppuca».

[Ipu yrpos3ax TpeTbero moJKiIacca HapyLIUTEIb HCIOJIB3YET BO3MOXKHOCTHU
YAQJIEHHOTO YIPABJICHHUSI CHUCTEMOU, MPEIOCTaBIsEMbIe CKPBITBIMU KOMIIOHEHTaMHU
(marmpumep, «rpossHckuME» mporpammamu tuna Back Orifice, Net Bus) mu6o
IITATHBIMU CPEJICTBAMHU YNPABICHUS U aIMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u T. n.). B pe3synbrare ux
MCITIOJIb30BaHUS yIaeTCsa TOOUTHCS YAAICHHOTO KOHTPOJIS HaJl CTAHIIUEH B CETH.

CxemMaTHYHO OCHOBHBIE ATAMbl pa0OTHI ATUX MPOTPAMM BBHITIISIAT CIIEAYFOIIAM
obpazom:

UHCTAJUISIUS B IAMSITH;

OKHMJIAHWE 3alpoca C YJAJEHHOTO XOCTa, Ha KOTOPOM 3allylleHa KJIUEHT-
mporpamMma, ¥ 0OMeH C Heil COOOIIEHUSIMU O TOTOBHOCTH;

nepejaya MepexBaueHHOW HMHQOpPMAIMU KIUEHTY WIH MPEJOCTaBICHUE €My
KOHTPOJISI HAJl aTAKyEMbIM KOMIIBIOTEPOM.

Bo3moxkHble MOCHEACTBUS OT pealn3alldd Yrpo3 Pa3JIUUHbIX KJIAcCOB
IIPUBEJICHBI B Ta0IUIIE 3.
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Tabnuia 3
Bo3MoxxHBIE MOCJICACTBYA pCaIN3alMi YI'PO3 PA3JIMIHBIX KIIACCOB
Ne
o/ Tun araku Bo3mo:xHbIe mocIeaCTBUS
1 AHanu3 ceTeBoro Tpaduka HccnenoBanne  XapakTepUCTHK — CeTeBOro  Tpaduka,
nepexBar TepelaBacMbIX JIaHHBIX, B TOM YHCTE
UAECHTU(UKATOPOB U Mapoiiei moabp3oBaTenei
2 CKaHI/IpOBaHI/Ie CceTu OHpeL[eJ‘IeHI/Ie MPOTOKOJIOB, JOCTYIIHBIX IOPTOB CCTEBbLIX
ciryx0, 3aKOHOB (DOPMHPOBAHUS HJCHTU(PHKATOPOB
COCJIMHEHUH, AKTUBHBIX CETEBBIX CEpPBHUCOB,
UACHTU(HUKATOPOB U MapoJieH Mmoiabp30BaTeneh
3 «ITaponbHas» aTaka Beimonunenne  m0060ro  AECTPYKTUBHOTO — JCHCTBHS,
CBA3aHHOTO C TIOJYYCHHEM HECAHKIIMOHHUPOBAHHOTO
JIOCTyTIa
4 [ToMeHa JOBEPEHHOTO 0OBEKTA CETH MN3menenue  Tpacchl MPOXOXKJEHUSI  COOOIIEHHUIH,
HECAHKIIMOHUPOBAHHOE W3MEHEHUE MapIIpyTHO-
aJpecHBIX JaHHbIX. HecaHKIMOHMPOBAHHBIA JOCTYH K
CETEBBIM pecypcaM, HaBsI3bIBAHHUE JIOXKHOW WH(POPMAITUH
5 Has3pIBaHUE JIOKHOTO Mapipyra HecaHKL[I/IOHI/IpOBaHHoe U3MCHCHHUEC MapuipyTHO-
aJIpeCHbIX JaHHBIX, aHaIu3 " MO UKAIUS
nepeaaBacMbIX JaHHBbIX, HaBA3BIBAHUC JIOKHBIX
COOOIIeHHIA
6 BHe/peH#e J0KHOro 00beKTa CeTH [TepexBat 1 mpocMoTp Tpaduka. HecaHKITMOHMPOBAHHBIH
JOOCTYI K CETEBBIM pecypcaM, HaBS3bIBAHUE JIOKHOU
nHpOpMAITIH
7 YacTuuHoe ncuepranne pecypcos | CHIIKEHHE MPOMYCKHOH CIOCOOHOCTH KaHAaJIOB CBSI3H,
MIPOM3BOJIUTEIPHOCTH CETEBBIX YCTpOMCTB. CHUKeHue
IIPOU3BOINTEIIFHOCTH CEPBEPHBIX IPHIIOKCHUH
= [ToHOE HCUepIaHue PecypcoB HeBo3MOXHOCTh Tiepeiadun COOOIIEHUH U3-3a OTCYTCTBHS
= IOCTyma K Cpele Iepefadd, OTKa3 B YCTAaHOBJICHHH
2]
§ coemuHenns. OTka3 B NPENOCTABICHWH  CEpBHCA
= (371eKTPOHHOM MOYTHI, (haHIIOBOTO  T.11.)
Q
'8 Hapyurenne ntormueckoii | HEBO3MOXHOCTB Tiepeiaun, COOOIIEHUH 13-3a OTCYTCTBHS
[=2]
g CBSI3HOCTH MEXKIY anI/I6yTaMI/I, KOPPEKTHBIX MapuaIpyTHO-aApECHBIX JAHHBIX.
E JTaHHBIMU, 00BEKTaMH HeBo3zMokHOCTE IIOTYyYCHUA yciayr BBUOY
@) HECaHKIMOHUPOBAHHOM MoIupHUKaIIH
AICHTH()HUKATOPOB, TAPOIEH U T.1I.
Ucnonp3oBanne  owmbOK  B|Hapymenue paGoTOCIOCOGHOCTH CETEBBIX YCTPOHCTB
porpaMmmax
8 ITyrem PpacChUIKA daiinos, Hapymrenne KOH(HICHIIHATBHOCTH, IIEJIOCTHOCTH,
’E cozepKammnx ACCTPYKTUBHBIN | qOCTYITHOCTH WH(POPMAIHN
o WCTIONHACMBIH KO, BHPYCHOE
% 3apaKeHue
= Ilyrem mepenomHeHus Oydepa
» CEpPBEPHOTO MPHUIOKEHHUS
&}
2 o
5 ITyrem wncronb3oBaHUs BO3MOX-|CKpBITOE YHPaBJIEHHE CHCTEMOM
s .
- HOCTEHi Y/IaNICHHOTO YNPaBIICHNs
2 CHCTEMOH, MIPEJOCTaBISIEMBIX
= CKPBITBIMU  IPOrPaMMHBIMH U
5 amnmapaTHBIMH 3aKJIAJKaMHu JI00
) KCIOJIb3yEMBIMU IITATHBIMA

CpeJCTBAMH
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[Ipouecc peanu3zanuu yrpo3sl B OOIIEM CIIydae COCTOUT U3 YETHIPEX HTAIOB:

cbopa uHpopmaruu;

BTOpP>KEHUS (TPOHUKHOBEHUS B ONEPALIMOHHYIO CPEAY);

OCYIIECTBIICHUS] HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

JUKBUAAIUHU CIIEIOB HECAHKIIMOHUPOBAHHOTO J0CTYIIA.

Ha sramne cOopa nHdopmaluu HapyuTesass MOT'YT HHTEPECOBAaTh pa3InuHbIE
ceeaenus o0 MCII/Ix, B TOM yncie:

a) O TONOJIOTHMM CETH, B KOTOpPOW (YHKIMOHUpPYET cucrteMa. lIpu 3ToM MOXKeT
HCCIIEIOBAThCSl 00J1aCTh BOKPYT CETH (HAlpUMeEp, HapYLIUTENs MOTYT WHTEPECOBaTh
azipeca JIOBEpEHHbIX, HO MEHEE 3allUIIEHHbIX XOCTOB). Il onpeaeneHus: TOCTyTHOCTH
XOCTa MOTYT HCIIOIB30BaThCSl MPOCTEHINNE KOMaH[bI (HarmpuMmep, KOMaHja ping st
nocbuikn ICMP-3anipocoB ECHO REQUEST ¢ oxunannem Ha Hux [ICMP-orBeTOB
ECHO REPLY). CymecTBylOT  YTHIUTBL,  OCYILECTBISIIOIIME  MapajjiesIbHOE
OIpeNIeICeHNEe JOCTYMHOCTH XOCTOB (Takue Kak fping), KoOTOpble CHOCOOHBI
NPOCKaHUPOBATh  OONBLIYI0 00JacTh aJAPECHOT0 MPOCTPAHCTBA HAa  NPEAMET
JIOCTYITHOCTH XOCTOB 32 KOPOTKHM TPOMEXKYTOK BpeMEHH. TOIOJIOTUS CETH YacTo
OTIpPE/ICTISIETCS HA OCHOBAHWU «CYETUWKA Y3JIOBY» (IUCTAHIIMU MEXTy XocTtamwu). [Ipum
ATOM MOTYT NMPUMEHSATHCS TaKUE METOBI, Kak «Moxyssiiuu TTLy u 3anucu mapuipyra.

Meron «monymsiiiun  TTL» peanuzoBan mporpammoii traceroute (s
Windows NT — tracert.exe) u 3akmouaercs B mMoaysiiun moiast TTL IP-takeros. [list
3aIlMCcH MapIIpyTa MOTyT ucroiib3oBathest ICMP-nakeTsl, co3iaBaeMble KOMaHAOM ping.

CO6op undopmaiuu MOKeT OBITh TAK)KE OCHOBAH Ha 3aIpocax:

k DNS-cepBepy 0 cnmcke 3aperucTpUpPOBAaHHBIX (M, BEPOATHO, AKTHBHBIX)
XOCTOB;

K MapuIpyTHU3atopy Ha ocHoBe mporokona RIP 00 wu3BecTHBIX Mapiipyrax
(uHGOpMAIIHS O TOTIOJIOTHU CETH);

K HEKOPPEKTHO CKOH(GUTYpUPOBAHHBIM YCTPOMCTBAM, MOAACPKUBAIOIIUM
npotokos SNMP (uHpopMaius 0 TOMOJIOTHUN CETH).

Ecmn UCTI[In HaxomuTcsi 3a MeXceTeBbIM 3KkpaHoM (MD3), Bo3MOxkeH cOop
uHpopmanuu o koHpuryparuu M3 u o tononorun UCIIIn 3a M3, B ToM umcie
IIyTEM IOCHUIKM MMAKETOB Ha BCE MOPTHI BCEX MPEIONaraéMblX XOCTOB BHYTPEHHEM
(3amuuiaeMon) ceTu;

0) o tune omneparmonHoi cuctembl (OC) B MCIIJIH. Camblii u3BECTHBIN
cnioco6 onpeneneHus Tuna OC xocta OCHOBaH Ha TOM, uTO paznuunbie TUIBEI OC mo-
pa3HoMy peanu3ytoT TpeboBanus crangaptoB RFC k creky TCP/IP. D10 mo3Boiser
HapyIIUTEeNo yaajieHHo wunaeHtudunupoBats THn OC, yCTaHOBIEHHOW Ha XOCTE
UCTIJIH myTeM TOCBHIIKHA CHEIHAIbHBIM 00pa3oM CcQOpPMHUPOBAHHBIX 3aMpPOCOB H
aHaJu3a MOJyYeHHBIX OTBETOB.

CyliecTByIOT crHenuagbHble CPEACTBA, PEATU3YIOIIUE JIaHHbIE METOJbI, B
gactHocTH, Nmap u QueSO. M0OXXHO OTMETHTh TaKKE TaKOH METOJ ONpEICIICHHS
tuna OC, KaK OpOCTEHIINN 3ampOC HA YCTAHOBJICHHUE COEAWHEHUS MO MPOTOKOIY
ynaineHHoro goctymna telnet (telnet-coequnenwus), B pe3yiapTaTe KOTOPOTO IIO
«BHEIIHEMY BHAY» OTBeTa MOXHO onpenenuts Tun OC xocra. Hammuume
OMPEICICHHBIX CEPBUCOB TAKKE MOXKET CIYKHUTh JOMOIHUTEIbHBIM MPU3HAKOM JIJIsI
onpenenenus tuna OC xocra;
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B) 0 (YyHKUMOHUPYIOIIMX Ha XocTax cepBucax. OmpeleneHue CepBUCOB,
UCIIOJIHAEMBIX HA XOCT€, OCHOBAHO HAa METOJE BBISABICHUS «OTKPBITBIX MOPTOBY,
HaIllpaBJI€HHOM Ha cO0op uH(OpManuu O JOCTYNMHOCTM Xocrta. Hampumep, s
onpenenenust goctynHoctu UDP-mopta HE00X0AMMO MOMYYUTh OTKJIMK B OTBET HA
noceuiky UDP-maketa cOOTBETCTBYIOIIEMY MOPTY:

ectu B orBer mpunuio coodmenue ICMP PORT UNREACHEBLE, to
COOTBETCTBYIOLIUIA CEPBUC HEJOCTYIIEH;

€CJIM JTAaHHOE COOOIIeHHE HE MOCTYNUIIO, TO TOPT KOTKPBIT».

Bo3MoxHBI BecbMa pa3HOOOpa3HbIe BapHalliU UCIIOJIb30BAHUS 3TOTO METO/IA B
3aBHCHMOCTH OT MCIIOJIb3yeMOI'o IPOTOKOJIa B cTeke rporokosioB TCP/IP.

Jist aBTomatuzanuu coopa nundopmanuu 06 UCII/IH pazpaboraHo MHOKECTBO
IpOrpaMMHBIX Cpe/IcTB. B kauecTBe npuMepa MOKHO OTMETUTH CIIEIYIOLIUE U3 HUX:

1) Strobe, Portscanner — ONTUMHU3UPOBAHHBIC CPEJCTBA  OMPEICICHHUS
JNOCTYIIHBIX CEPBUCOB Ha OCHOBE ornpoca TCP-nopToB;

2) Nmap — cpeicTBO CKaHMPOBaHUS JOCTYITHBIX CEPBUCOB, MPEIHA3HAYCHHOE
mis OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SIBmsercst cambiM
MOMYJISIPHBIM B HACTOSIIIIEE BPEMSI CPEJICTBOM CKAHHUPOBAHUS CETEBBIX CEPBUCOB;

3) Queso — BeicokoTOUHOE cpecTBO ompenenenus OC xocta CeTH Ha OCHOBE
NOCBUIKM I[ENMU KOPPEKTHBIX M HEeKOppeKTHbIX TCP-makeToB, aHanmu3a OTKIWKA U
CpPaBHEHHMS €r0 C MHOYKECTBOM M3BECTHBIX OTKIMKOB paznuuHbix OC. JlanHoe
CPEICTBO TakK)K€ SBIAETCS TMOIYJAPHBIM Ha CErOJHAIIHUNA JEHb CPEeICTBOM
CKaHUPOBAHUS;

4) Cheops — ckaHep TOIOJOTMU CETH MO3BOJISICT MOJYYHTh TOIOJIOTHIO CETH,
BKJIIOYAs KapTUHY JoMmeHa, obmnactu [P-aapecoB u 1.1. Ilpu stom onpexnensierca OC
XOCTa, a TAKKe BO3MOXKHBIE CETEBBIE YCTPOICTBA (PUHTEPHI, MAPIIPYTU3ATOPHI U T.11.);

5) Firewalk — ckanep, HMCHONB3yMOMKMKA METOABI MPOrPaMMEBI traceroute B
UHTEpecax aHanm3a OTKIMKa Ha [P-maketsl nis ompeaeneHus KOHGUTyparuu
MEKCETEBOTO dKpaHa U MOCTPOCHUS TOMOJIOTHUH CETH.

Ha orame BTOpKeHHS HCCNEAyeTCS HaIU4We€ THUIIOBBIX YSI3BUMOCTEH
B CHCTEMHBIX CEpBHCAaX WM OMIMOOK B aJMUHUCTPUPOBAHUM CUCTEMBI. Y CIICIIHBIM
pe3yabTaTOM HCIIOJIb30BAHUS YS3BUMOCTEI OOBIUHO SIBISETCS MOJIyYE€HUE MTPOLECCOM
HapylIUTellss  NPUBWIETMPOBAHHOIO  pPEXMMa  BBINOJHEHHS  (JocTyma K
IIPUBWIETUPOBAHHOMY PEXHMY BBIITOJIHEHUSI KOMaHJHOTO IPOLECCOPa), BHECEHUE B
CUCTEMY YYETHOW 3alliCH HE3aKOHHOTO TOJb30BaTelsl, mojydeHue (aiina mapomuei
WM HapyIICHHE pab0TOCTIOCOOHOCTH aTaKyeMOro XOCTa.

DTOT ATanm pa3BUTHS YIPO3bl, KaKk MPaBUIIoO, sBiseTcss MmHOrodasHeM. K dazam
IpolLecca peanu3aluy yrpo3bl MOIYT OTHOCUTBCS, HAIIPUMED:

YCTAHOBJIEHHE CBSI3U C XOCTOM, OTHOCUTENIBHO KOTOPOI'O PeaIn3yeTcs yrpo3a;

BBISIBJIEHUE YS3BUMOCTH;

BHEJIPEHHUE BPEJOHOCHOM MMPOrpaMMBbl B MHTEPECAX PACILIUPEHUS IIPAB U JIp.

VYrpo3bl, peanusyeMble Ha dTale BTOPKEHHS, MOAPA3ACIAIOTCS MO0 YPOBHSAM
creka npotokonoB TCP/IP, mockonbky (OpMUPYIOTCS Ha CETEBOM, TPAHCIOPTHOM
VI MPUKIJIAJJHOM YPOBHE B 3aBUCUMOCTH OT MUCIOJIb3yEMOI'0 MEXaHU3Ma BTOPKEHHUS.

K TtunoBeiM yrposzam, peajin3yeMbIM Ha CETEBOM U TPAHCIOPTHOM YPOBHSIX,
OTHOCSITCS TAKHE KaK:
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a) yrpo3a, HalpaBJIeHHAs HA TIOJMEHY JJOBEPEHHOTO 00bEKTa;

0) yrpo3a, HaIrpaBJeHHAas HAa CO3JaHUE B CETH JIOKHOTO MapUIPYTa;

B) YIpO3bl, HAIIPABJICHHBIE HA CO3JaHUE JIOKHOTO O0BEKTA C UCIOJIb30BaHUEM
HEJJOCTATKOB JITOPUTMOB YAAJIEHHOT'O NTOUCKA;

r) yrpo3bl  THUMA  «OTKa3 B  OOCITY)KMBaHWW»,  OCHOBAaHHBIE  Ha
IP-negparmentanuu, Ha popmupoBanun HekoppekTHbIX ICMP-3anpocoB (Hanpumep,
araka «Ping of Death» u «Smurf»), Ha ¢dopMupoBaHUM HEKOPPEKTHBIX
TCP-3anpocoB (ataka «Land»), Ha co3maHuM «IITOpMa» IMAaKETOB C 3alMpocCaMu
Ha coequHenue (ataku «SYN Flood») u np.

K TumoBeiM yrpozam, peainm3yeMblM Ha TPUKIATHOM YpPOBHE, OTHOCSTCS
yrpo3bl, HAMpaBlIeHHbIE Ha HECAHKIIMOHWPOBAHHBIN 3aIllyCK MPHIOKEHUH, YTPO3BI,
peanmzanus KOTOPBIX CBsi3aHA C BHEIPEHHEM MPOrPAMMHBIX 3aKIaJ0K (THIA
TPOSTHCKHI KOHB»), C BBISBIICHUEM MApOJICH JTOCTYIA B CETh WIN K ONPEACICHHOMY
XOCTY H T.[I.

Ecnmu peanmsamusi yrpo3bl HE TpPHUHECTA HApYIIUTENI0 HAWBBICIIUX TIPaB
JOCTyIa B CHCTEME, BO3MOXKHBI MOMBITKA PACHIMPEHUS ITUX TPAB 10 MAKCUMAITBHO
BO3MOXXHOT'O YpOBHS. [[7s1 3TOr0 MOTyT HMCHOJB30BAThCS YSI3BUMOCTH HE TOJBKO
CETEeBBIX CEPBHCOB, HO W YSI3BHMOCTH CHCTEMHOTO MPOTPAMMHOTO OOECTICUeHUSs
xoctoB UCIIH.

Ha »Tane peanuzanuu HECAaHKIMOHUPOBAHHOIO JIOCTYIA OCYIIECTBISETCS
COOCTBEHHO JOCTHKEHUE IEIH peaTu3aluu yrpo3bl:

HapyIlIeHUe KOH(UIEHIINATHLHOCTH (xomMpoBaHuUe, HEMpaBOMEPHOE
pacnpocTpaHeHHe);

HapyIIeHUE IEJIOCTHOCTH (YHUUTOKEHUE, U3BMEHEHHE);

HapylIeHUE JOCTyMHOCTH (OJIOKUpOBAHUE).

Ha stom ke osrare, mocie yka3aHHBIX JAEHCTBHM, Kak IpaBUiio, GOpMUPYETCs
TaK Ha3bIBAEMBIA «UEpPHBI BXOJ» B BHAEC OJHOTO M3 CEPBUCOB (JIEMOHOB),
0O0CITY>KMBAIOIINX HEKOTOPBIA TMOPT ¥ BBIMOJHSIIOMUX KOMAaHAbl HAPYIIUTES.
«YepHbI BXOJ» OCTABIIAECTCA B CHCTEME B HHTEpECax 00eCIeyeHus:

BO3MOXHOCTH TOJYYUTh JOCTYH K XOCTy, JOaXK€ €Cld aJIMHHHCTPATOp
YCTPAHUT MCTIOJIB30BAHHYIO IS YCIICIIHOM peanu3aiyy yrpo3bl ysI3BUMOCTb;

BO3MO’KHOCTH MOJIYYUTh JOCTYI K XOCTY KaK MOKHO 00Jiee CKPBITHO;

BO3MOKHOCTH HOJYYUTh JOCTYH K XOCTYy OBICTpO (HE MOBTOpSs 3aHOBO
MIPOIIECC peaTH3AIHH YTPO3bI).

«YepHbIi BXOA» TO3BOJSET HAPYIIUTENI0 BHEAPUTH B CETh WM Ha
OTpe/IeNICHHBI XOCT BPEAOHOCHYIO MPOrpaMMy, HApUMEp, «aHaJIU3aTop Maposei»
(password  sniffer) —  nporpammy,  BBIACHSAIONIYIO  TOJB30BATEIIBCKHUE
UACHTU(UKATOPBI U TTAPOJTU U3 CETeBOro Tpaduka mpu paboTe MPOTOKOIOB BHICOKOTO
ypoBHs (ftp, telnet, rlogin u T.1.). O0bekTaMu BHEAPEHUS BPEIOHOCHBIX IMPOTPaMM
MOTYT OBITh MPOTPaMMBbl AyTCHTH(PUKAINA W HACHTH(PUKAIUNA, CETEBHIC CEPBUCHI,
AP0 OTEPAIIOHHON CUCTEMBI, (aiiioBasi CUCTEMa, OMOINOTEKH U T.1.

Haxkownern, Ha 3Tane NTMKBUAALNN CIEAOB pPealu3allii YyIPO3bl OCYIIECTBISAETCS
MOMNBITKA YHUYTOXEHHS CJIEI0B JNEUCTBUM Hapywmwurtens. [lpu sTtomM  ypansrorces
COOTBETCTBYIOIIIME 3alHCH W3 BCEX BO3MOXHBIX JKypHAJIOB ayauTa, B TOM YHCIIE
3anucu o ¢akTe coOopa UHPOPMAIUU.
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5.5. O0masi xapakTepucTHKA YIrpo3 MPOrpaMMHO-MaTeMaTHYeCKHUX
BO3/1eHCTBHIT

[IporpaMMHO-MaTeEMaTUYECKOE BO3JAEHUCTBUE — 3TO BO3JCHCTBHE C ITOMOIIBIO
BpPEIOHOCHBIX TporpamM. [IporpaMmoii ¢ NOTEHIUAIBHO OMACHBIMHU MOCIIEICTBUSIMHU
WIM  BPEINOHOCHOM NPOrpaMMOM  Ha3bIBAlOT HEKOTOPYIO  CaMOCTOSITEIBHYIO
nporpaMmy (HabOp MHCTPYKIIMI), KOTOpask COCOOHA BBIMOMHATH JII000O€ HEMyCTOe
MOJIMHOECTBO CIEIYIOIIUX (PYHKIIHI:

CKpBbIBaTh MPU3HAKHA CBOETO MPUCYTCTBUS B IPOTPAMMHON CPE/IE€ KOMITBIOTEPA;

o0JsajaTh CIMOCOOHOCTBHIO K CaMOJyOJIMPOBAHUIO, ACCOIMHUPOBAHUIO CEOS C
JIPYrUMU TporpaMMaMH U (WJIM) TMEPEeHOCY CBOUX (PparMeHTOB B HWHBIE 00JIaCTH
OTIEpPaTHUBHOM WJIM BHEIIHEH MaMsTH;

pazpymath (MCKaXkaTb MPOU3BOJBHBIM  00pa3oM) KOJI MporpaMM B
OTIePaTHUBHOMN MAMSITH;

BBITIOJIHSITh oe3 MHUIUMPOBAHUS Cco CTOPOHBI NI0JIb30BATENSA
(MONB30BATENLCKOM  MpOrpaMMbl B IITaTHOM  PEXKUME €€  BBIIIOJTHEHUS)
JECTPYKTUBHBIC PYHKIIMK (KOTTUPOBAHUE, YHUUTOKCHHUE, OJIOKUPOBAHUE U T.I1.);

COXpaHATh (parMeHThl MHGOPMALIMM U3 ONEPATUBHOM MaMSATH B HEKOTOPHIX
00J1acTSIX BHEIIHEH MaMSITH MPSIMOTO JOCTYMA (JTOKAJTbHBIX WIH yJIaJeHHBIX);

UCKa)XaTh TMPOU3BOJBHBIM 00pa3oM, OJIOKMpOBaTh U (WIU) TOIMCHSTH
BBIBOJAMMBIA BO BHEIIHIOK TMaMATh WIM B KaHaJI CBSI3U MacCUB HH(OpPMAIUU,
oOpa3oBaBIIuiics B pe3ylibrare padOThl TMPHUKIAAHBIX MPOTrpamMM, HIH Yy¥kKe
HaXOJAIIHUECS BO BHEILIHEW MAMSATH MACCUBBI JAHHBIX.

Bpenonocuble  mporpamMmbl  MOTYT  ObITh ~ BHECEHBI  (BHEIPEHBI)  Kak
npeHaMepeHHO, TaKk M CIydallHO B MPOrpaMMHOE OOecreueHHe, HUCIOb3yeMOoe B
UCIIIH, B mporiecce ero pa3pabOTKH, COMPOBOXKIACHUS, MOAM(DUKAIIMN U HACTPOUKH.
Kpome »5TOro, BpemoHOCHBIE TMPOrpaMMbl MOTYT OBITh BHECEHBI B IPOIECCEe
skcrutyatanuy UCTI/{H ¢ BHemHUX HOcUTEeNeH HH(OPMAIIMU WK TTOCPEICTBOM CETEBOTO
B3auMoercTBUs Kak B pe3yibrare HCJI, Tak u ciydaiino noss3oBatensimu MCII/IH.

CoBpeMeHHBIE BpPEIOHOCHBIE MPOTPAMMbl OCHOBAaHbl HAa HCHOJb30BAaHUH
YSI3BUMOCTEH Pa3IM4HOrO PoJia MPOrpaMMHOTO obecreueHus: (CHCTEMHOTO0, OOIIIETO,
NPUKIAHOTO) M Pa3HOOOpa3HBIX CETEBBIX TEXHOJOTUN, OOJAJAl0T MIUPOKUM
CIIEKTPOM  JIECTPYKTHBHBIX  BO3MOXKHOCTEM  (OT  HECAaHKIIMOHUPOBAHHOTO
uccienoBanuss napametpoB HCIIJIH O6e3 BmemarenscTBa B (PYHKIIMOHHPOBAHUE
UCTIn, no yuuutoxxkenus [1/ln u mporpammuoro obecneuenuss MCIIIH) u moryt
JIEHCTBOBAaTh BO BCEX BUJAX MPOrpaMMHOrO obecrnedeHus (CUCTEMHOTO,
MPUKJIAHOTO, B IpaiiBepax anmapaTHOro 00ecneyeHus u T.11.).

Hammane B UCIIJIH BpemoOHOCHBIX MPOTpaMM MOXKET CIOCOOCTBOBATH
BO3HUMKHOBEHHUIO CKPBITBIX, B TOM YHCJIE€ HETPAJUIMOHHBIX KAaHAJIOB JOCTyIa
K WHGOpMAIH, TTO3BOJISIIONINX BCKPBIBATh, O0OXOAUTHh MM OJOKHPOBATH 3alTUTHBIC
MEXaHWU3Mbl, MPEIYCMOTPEHHbIE B CHCTEME, B TOM 4YHUCJIE€ MapOJbHYIO
1 KpunTorpaduyecKyro 3aliuTy.

OCHOBHBIMH BUJIJAMU BPEIOHOCHBIX MPOTPAMM SIBISIOTCSL:

MPOrpaMMHbIE 3aKJIAJIKU;

KJIACCUUECKHUE MPOrpaMMHBIE (KOMITbIOTEPHBIE) BUPYCHI;

BPEIOHOCHBIC ITPOTPAMMBI, PACIIPOCTPAHSIONIUECS TI0 CETH (CETEBbIC YCPBH);

IPYTUE BPEIOHOCHBIE POrpaMMBL, MpeIHa3HaueHHbIE U1 ocyiiecTBieHuss HC/I.
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K mporpaMMHBIM 3akiiafkaM OTHOCSTCS MPOTpamMMbl, (parMeHThI Koa,
WHCTPYKIUHU, (OPMUPYIOLIHNE HEAEKIApUPOBAHHBIE BO3MOXKHOCTH MPOTPAMMHOIO
oOecrniedeHusi. BpemoHOCHBIE MporpaMmbl MOTYT TMEPEXOAWTH M3 OAHOTO BHAA B
Apyroil, HampuMmep, MporpaMMHasl 3aKiIagka MOXKET CTeHEepPHpOBATh MPOTPaAMMHBIN
BUPYC, KOTOPBIH, B CBOIO OYEpEe/b, MOMAB B YCIOBHUS CETH, MOXET C(HOPMHUPOBATH
CETEBOTO YEPBSl WM JPYTYI0 BPEIOHOCHYIO IMPOTpaMMy, MpeIHA3HAYCHHYIO MIJis
ocymectBienuss HC/I.

Knaccudukamnus mporpaMMHBIX BHPYCOB M CETEBBIX YepBEl IMpe/cTaBiIcHa Ha
pucynke 14. Kpatkas xapakTepuCTHKa OCHOBHBIX BPEIOHOCHBIX MPOTPAMM CBOIUTCS
K CIeIyromeMy. 3arpy309Hble BUPYCHI 3aUCHIBAIOT ce0s1 JTMOO B 3arpy304HBIA CEKTOP
nucka (boot-cektop), 16O B CEKTOP, COACPKAIINIA CUCTEMHBIN 3arpy34lK BUHYECTEPA
(Master Boot Record), mub6o MeHsIOT ykasaTelb Ha aKTHBHBIN boot-cextop. OHuU
BHEJIPSIOTCS B TIAaMSATh KOMITBIOTEpa MPH 3arpy3ke ¢ MHPHUITUpOBAHHOTO Aucka. [Ipu
ATOM CHCTEMHBIH 3arpy34dK CUHMTHIBACT COJCPKHUMOE IEPBOTO CEKTOpa JAHCKa, C
KOTOPOTO TIPOU3BOJIUTCS 3arpy3Ka, MOMEIIAeT CUNTAHHYI0 WHPOPMAIIWIO B MAMSITh U
nepeaaeT Ha Hee (T.e. Ha BHPYC) ympasieHue. [locne 3Toro HaYMHAIOT BBITOTHATHCS
MHCTPYKIIUK BUPYCa, KOTOPBIH, KaK MPaBHIO, YMEHBIIAET 00beM CBOOOIHON MaMSITH,
KOMHpPyeT B OCBOOOMMBIIEECS MECTO CBOM KO W CUUTHIBAET C JIHCKAa CBOE
IPOIOJDKEHHE (€CIIM OHO €CTh), TIePEeXBAaThIBACT HEOOXOANMBIC BEKTOpA MPEPhIBAaHUIMA
(06brunO — INT 13H), cunThiBaeT B mamsTh OpUTHHATIBHBIA bOOt-CEKTOp U MepenaeT Ha
HETO YIpaBJICHUE.

B nanpHelimem 3arpy3o0uyHblii BUpPYC BeaeT cebsi Tak ke, Kak (hailsIOBBIN:
NepexBaThIBaeT OOpAIllEHUs ONEPAMOHHON CUCTEMBI K IUCKaM U UHGULIHUPYET UX, B
3aBUCUMOCTH OT HEKOTOPBIX YCJOBHI COBEpIIAeT JeCTPYKTHBHBIE JEHCTBUS,
BBI3BIBAET 3BYKOBBIC 3P (HEKThI W BUI03D(DEKTHI.

OCHOBHBIMH ~ JIECTPYKTUBHBIMU  JICCTBUSIMU,  BBITIOJHSEMBIMU  ATHUMHU
BUPYCaMH, SBJISIOTCS:

YHUUYTOKEHHE HHPOPMAIIUK B CEKTOPAX NUCKET U BUHYECTEPA;

UCKJTIOYEHUE BO3MOXKHOCTH 3arpy3Kd OINEPAIMOHHOW CHUCTEMbI (KOMIIBIOTEP
«3aBHCACTY);

UCKa)KEHUE KOJIa 3arpy3uHrKa;

dbopMaTupoBaHUE AUCKET WA JJOTUYECKUX AUCKOB BUHUYECTEPA;

3akpeiTUe goctyna kK COM- u LPT-moprawm;

3aMeHa CUMBOJIOB IIPH M€YATH TEKCTOB;

MOJICPTUBAHUS DKPaAHa;

M3MCHECHHE METKH JVCKA WM TUCKETHI;

CO3/1aHHE TICEBAOCOONHBIX KIaCTEPOB;

Co37aHue 3BYKOBBIX W(WIHM) BH3yalbHBIX 3(h(eKToB (Hampumep, MaaeHue
OyKB Ha dKpaHe);

nop4a ¢aiioB JaHHBIX;

nepe3arpy3ka KOMIbIOTepa;

BBIBOJ] Ha DKpPaH Pa3HOOOPa3HbIX COOOIIEHUI;

OTKJIIOUEHHUE epUPEPUNHBIX YCTPOICTB (HapuMmep, KIaBUaTyphl);

M3MEHEHHE TAIUTPHI IKPAHA;

3aMmoJHEHUE KPaHa MOCTOPOHHUMHU CUMBOJIAMHU WJTH N300paKECHUSMU;
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IIOTAIlIEHUE DKPaHa U NEPEBOJI B PEKUM OXKHJIaHMS BBOJA C KIaBUATYPBHI;

M poBaHUE CEKTOPOB BUHYECTEPA;

BBIOOPOYHOE YHMUYTOXXEHHE CHUMBOJIOB, BBIBOJAMMBIX Ha 3KpaH IpH Habope
C KJIaBUATYpBI;

yYMEHbIIEHHE 00beMa ONepaTUBHON NaMsITH;

BBI30B II€YATH COJIEPKUMOI0 IKpaHa;

OJIOKMPOBAaHUE 3aITUCH Ha JIUCK;

yHUuTOKeHue Tabmuuel pa3ouenus (Disk Partition Table), mocne storo
KOMITIBIOTEP MOYKHO 3arpy3UTh TOJIBKO € (DIIONIHU-IHUCKA;

0JIOKMpPOBAHUE 3aIyCKa UCTIONHIEMBIX (DaiIOB;

0JIOKHpOBaHUE AOCTyNa K BUHYECTEPY.

BoabIMHCTBO 3arpy304HBIX BUPYCOB NEPE3auChIBaOT ce0s Ha (IIOMMU-TUCKH.

@ailnioBble BUPYCHl MPU CBOEM PAa3MHOKEHUHM TE€M WM HHBIM CIOCOOOM
UCIOJIE3YIOT (DaSIOBYIO CUCTEMY Kakoi-Tn0o onepanoHHON cucteMbl. 1o ciocody
3apakeHuss  (aijgoB  BUPYCHI JCNATCA Ha  3aMemiaroniue  («overwriting»),
napasuTrueckue («parasitic»), KoMmaHbOH-BHPYCHI («companion»), «link»-pupycei,
BUPYCHI-UEPBU M BUPYCHI, 3apaxkatoniue o0bekTHble mMonaynu (OBJ), 6ubnuorexn
koMnuisiTopoB (LIB) u ucxoiHbIE TEKCTHI TPOTPAMM.

Meton 3apaxkeHus: «OVerwriting» siisiercss HamOoJyiee TPOCTHIM: BHPYC
3alMChiBa€T CBOW KOJI BMECTO KoJla 3apaxkaeMoro (aiina, yHHUYTOXas €ro
conepxkumoe. EctecTBeHHO, uyTO TIpM 3TOM (halim mepecrtaeT paboTaTh U HE
BOCCTaHABIMBAETCsA. Takue BUPYChI OUYE€Hb OBICTPO OOHApPYKHBAaIOT CceOs, TaK Kak
oTepalMoOHHasl CUCTEMA U MPUIIOKEHHSI TOBOJIBHO OBICTPO MepecTaroT padoTaTh.

K mapasutnueckum oOTHOCSTCS Bce (hailjioBble BHUPYCHI, KOTOpBIE TpHU
pacupoCTpaHEeHUU CBOMX KOIMUU 00s3aTeIbHO H3MEHSIOT CojAepKuMoe (aiios,
OCTaBIsAsA caMu (paljabl IPU ATOM IOJHOCTHIO MJIM YACTUYHO PabOTOCTIOCOOHBIMHU.
OCHOBHBIMH THIIAMU TAKUX BUPYCOB SABJISIIOTCS. BUPYCHI, 3aMUCHIBAIOIINECS B HAYAJIO,
cepenuHy wiud KoHern ¢ainoB. OToenapbHO CleayeT OTMETUTh JOBOJIBHO
HE3HAUUTENIbHYIO TPYIIYy Mapa3uTUYECKUX BHPYCOB, HE MMEIOUIMX «TOUYKH BXOZa»
(EPO-Bupycel — Entry Point Obscuring viruses). K HUM OTHOCSATCS BHPYCHI, HE
3aMKChIBAIOIINE KOMaHAy Nepeaadn yrpasieHus B 3arojioBok COM-daitnos (JMP) u
HE W3MEHSIONINE aapec Touku crapra B 3arojoBke EXE-daiinos. Takue BHpYyCHI
3aMKChIBAIOT KOMAHy NEPeX0/1a Ha CBOM KOJI B Kakoe-I100 MECTO B cepeiuHy (Qaiina
U TOJYy4aloT YIpaBJIeHHE He HEMOCPEICTBEHHO IPH 3alycKe 3apa)xeHHoro ¢aiina, a
IIpU BBI30BE MPOLEAYPHI, COAEpKAllel KOJl Mepeladyn YIpaBJIeHHsI Ha TEJIO BUpYca.
[IpuyeM BBINOTHATHCS 3Ta MPOIEAYPa MOKET KpailHe peaKo (Halpumep, IpHU BBIBOJAE
COOOIICHNST 0 KaKoW-Tnmbo crmenmuduieckoi ommoOke). B pesynapraTte BHpPYC MOXKET
JONITHE TOABI «CHaTh» BHYTPHU (haiila U MPOSBUTH CEOSI TOIBKO MPH HEKOTOPHIX
OTPAaHUYEHHBIX YCIIOBHSIX.

K kareropun «KOMHaHbOH» OTHOCSITCSI BUPYChI, HE U3MEHSIONINE 3aparkaeMble
daiinpl. ATOpUTM pabOTHI ATUX BUPYCOB COCTOUT B TOM, UTO JIJIS 3apaskaeMoro ¢aiina
co3naetcst (hailyi-ABOMHUK, MPUYEM MpPU 3alyCKe 3apakeHHOro (aitna ympaBieHue
[0JIydyaeT HMMEHHO 3TOT JBOWHHUK, TO ecTb BHUpyc. Hambosee pacnpocTpaHeHsI
KOMITAaHBOH-BUPYCHI, UCIOJB3YIOIIKEe 0co00eHHOCT, DOS nepBbIM BBINOIHATH (aiiibl
¢ pacuiupenueM .COM, ecnu B OJJHOM KaTtajore MpUCYTCTBYIOT JiBa (pailia ¢ olHUM
U TEM XK€ MMEHEM, HO pa3inuuyHbiMu pacumpeHusmu umenu — .COM u .EXE. Takue
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BUpychl co3natoT it EXE-¢aiinos ¢aiinbl-CyTHUKH, UMEIOLIUE TO K€ CaMO€ MMsl, HO
¢ pacumpenuem .COM, wHampumep, mns ¢daitna XCOPY.EXE co3maetcs daiin
XCOPY.COM. Bupyc 3anuceiBaetcst B COM-daiin u Hukak He uzmensier EXE-daiin.
[Ipu 3amycke Takoro ¢aiina DOS nepBbiM 00HapykUT U BbIONIHUT COM-daiin, To
€CThb BUpPYC, KOTOphIM 3ateMm 3amyctuT u EXE-¢aiin. Bropyro rpynmy cocTaBisioT
BUPYCHI, KOTOpPbIE NPH 3apaKEHUU NMEPEUMEHOBBIBAIOT (haiil B KaKoe-IHOo Apyroe
MMsl, 3alIOMUHAIOT €ro (JIJIs1 MOCJIEIYIONIero 3amycka (aiyia-xo3s1Ha) U 3aUCHIBAIOT
CBOI KOJI Ha JAMCK MOJ UMEHeM 3apakaemoro Qaitna. Hanpumep, daitn XCOPY.EXE
nepeumeHoBbiBaeTcl B XCOPY.EXD, a BupyC 3amuchiBacTcs II0J HMEHEM
XCOPY.EXE. Ilpu 3amycke ynpapi€HUE IMOJYyYaeT KOJ BHUPYCa, KOTOPBIM 3aTeM
3anyckaetr opuruHanbHbli XCOPY, xpaunsmwmiics nox umedHem XCOPY.EXD.
WNuTtepecen TOT (QakT, YTO JaHHBIA MeToJA paboTaeT, MO-BUAMMOMY, BO BCEX
OMEpalMOHHBIX CUCTeMaX. B TpeTbio TIpynmy BXOJIT TaK Ha3bIBaeMbIe
«Path-companion» Bupycel. OHM 50O 3amKMCHIBAIOT CBOM KOJ TOJ HMEHEM
3apakaemMoro ¢aiia, HO «BBIIIE» HAa OJUH YPOBEHb B MPOMNHCHIBAEMBIX MYTAX
(DOS, Ttakum o06pa3oM, MEpBbIM OOHAPYXKHUT M 3amycTUT Gaiin-Bupyc), aubo
NEPEeHOCAT (Paili-»KepTBY Ha OJIMH MOJIKATAJIOT BBILIE U T.JI.

Bo3moxHO  cylmiecTBoBaHME UM JAPYTMX ~THUIIOB  KOMIIAHbOH-BHPYCOB,
UCIIOJIB3YIOIMX  WHBIE  OpPUTMHAJIbHBIE HMJIEM WIM  OCOOCHHOCTH  JPYrUX
OTIEpAllMOHHBIX CUCTEM.

daitnoBbie YepBH (WOrms) sIBJISIOTCS, B HEKOTOPOM CMBICIIE, PA3HOBUIHOCTHIO
KOMIIaHbOH-BUPYCOB, HO TIpM 3TOM HUKOUM O0pa3oM HE CBS3BIBAIOT CBOE
NPUCYTCTBUE C KAaKUM-JTUOO BBIMONHIEMBIM (aiiioM. [Ipu pa3MHOKEHHH OHU BCETO
JUIIb KOMUPYIOT CBOM KOJ| B KakuWe-THOO KaTajord AMCKOB B HAaJEXKIAE, YTO ITH
HOBBIE KOMHM OYyAyT KOrja-nu0o 3amylieHbl mojb3oBareneM. MHorna sTu BHpYCHI
JAI0T CBOMM KOTIMSIM «CII€LIMaJIbHbIE» UMEHA, YTOOBI TTOJITOJIKHYThH MOJIb30BATENS HA
3anmyck cBoel komuu — Hanpumep, INSTALL.EXE wmu WINSTART.BAT.
CyIliecTByIOT BHUPYCBHI-UYEPBHU, HCIONB3YIONINE TOBOJHHO HEOOBIUYHBIE MPHUEMBI,
Harpumep, 3anuchiBarome cBou konuu B apxuBsl (ARJ, ZIP u npouune). Hekoropeie
BUPYCHI 3allMCHIBAIOT KOMAaHIy 3amycka 3apaxkeHHoro ¢aitna B BAT-daiinb.
He cnenyer myrtarh (QaiioBeie BUPYCBHI-UEPBH C CETEBBIMH 4epBsIMH. llepBhbie
UCIIOJIB3YIOT TOJBKO (ailioBble (YHKIMH KaKOW-TMOO ONEPAlMOHHONW CHUCTEMBI,
BTOPBIE XK€ IPHU CBOEM Pa3MHOKEHUH MOJIb3YIOTCS CETEBBIMHU MPOTOKOIAMH.

Link-Bupycbl, Kak © KOMIAHbOH-BHPYCHI, HE W3MCHSIOT (DU3HUECKOro
coZiepKUMOro (haiiioB, OJJHAKO MPH 3aIycKe 3apakeHHoro (aiina «3acrapistor» OC
BBITIOJTHUTh CBOM KOJA. DTOM MEIW OHU JOCTUTAIOT MoAuduKaIuein HeoOXOIUMBIX
mmoJiek (paitIoBOl CUCTEMBI.

Bupycel, 3apaxaromue OMOTUOTEKM KOMIMIISTOPOB, OOBEKTHBIE MOAYIH H
UCXOJHBIE TEKCThl MPOTrpaMM, JOCTATOYHO SK30THYHBI U NPAKTUYECKH HE
pacripocTpaneHsl. Bupycel, 3apaxatomue OBJ- u LIB-(aiinbpl, 3anuchBalOT B HUX
CBOHl KoJl B ¢dopMare OOBEKTHOTO MOAYJS WM OWONMHOTEKH. 3apaKeHHBIN Qaii,
TakKMM 0O0pa3oM, HE SBIISIETCS BBIIOJHAEMBIM W HE CIOCOOEH Ha JanibHeilee
pacnpocTpaHeHHe BHpyca B CBOEM TEKylleM cocTossHuu. Hocutenem ke «KHUBOTO»
Bupyca cranoBurcsi COM- win EXE-daiin.

[lonyuuB ymnpaBienue, (algoBbII BUPYC COBEPIIACT CIEAYIOIIUE OO0IIue
JIICUCTBUA:
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MIPOBEPSET OINEPATUBHYIO MaMATh HAa HAJIM4YME CBOECH KONUU U MHPULIUPYET
NaMATh KOMIIBIOTEPA, €CIM KONHUS BUpYyca HE HaijeHa (B ciydae, €CIM BHUPYC
ABJIAETCS PE3UACHTHBIM), UIIET He3apaKeHHbIEC (Pailyibl B TEKYILEM U (UJIM) KOPHEBOM
Karajore myTeM CKaHHPOBAaHHUS JIepeBa KaTaJOroB JIOTMYECKUX JUCKOB, a 3aTeM
3apaxxaeT OOHapyKEHHbIE (allibl;

BBIMIOJHAET JOMOJHUTENbHBIE (€CIM OHM €CTh) (YHKLUUHU: JI€CTPYKTHUBHBIE
nercTBus, rpaduuecKue Wik 3ByKOBbIE 3(D(EKTH U T.11. (JOMOIHUTENbHbIE (DYHKIIMU
PE3UJIEHTHOTO BHUpPYCa MOTYT BBI3bIBATBCA CIYCTS HEKOTOPOE BpeMsl TMociie
aKTUBM3AllMM B 3aBUCUMOCTH OT TEKYLIEr0 BPEMEHHU, KOH(PUIYypallUd CHUCTEMBI,
BHYTPEHHUX CYETUYMKOB BHpYycCa WJIM APYTUX YCJIOBHUH, B 3TOM Ciydae BUPYC IpHU
aKTUBM3alMU 00pabaThIBAET COCTOSIHUE CHUCTEMHBIX YacoB, YCTAaHABIMBAET CBOU
CUYETUUKH U T.11.);

BO3BpalllaeT YIpaBJIE€HUE OCHOBHOM Tmporpamme (eciii OHa  €cCTb).
[lapazuTnyeckue BUpYCHl MpU 3TOM JHOO JieyaT (aiisi, BBIIONHSIOT €ro, a 3aTeM
CHOBa 3apa)karoT, JIMOO BOCCTaHABIMBAIOT NMpOrpamMmy (HO He ¢ailia) B HCXOIHOM
Buje (Hanpumep, y COM-miporpaMmbl BOCCTaHABIMBAETCS HECKOJIBKO MEPBBIX OAMT,
y EXE-nporpamMmsl BbIUHCIISIETCS WMCTUHHBIM CTApPTOBBIM ajpec, y JpaiBepa
BOCCTAHABJIMBAIOTCA 3HAUECHUSI aIpECOB MPOrPAMM CTPATErHH U MPEPHIBAHUA).

HeoOxonuMo oTMeTHTh, YTO 4YeM OBbICTpee pachpOCTpPAHSETCS BHUPYC, TEM
BEpOsATHEE  BO3HMKHOBEHHWE  ONUAEMHH  3TOTO  BHpYCa, 4Ye€M  MEJJICHHEe
pacrpocTpaHsieTcsl BUPYC, TEM CJIOXKHEE €ro OOHApYX UTh (€ClIM, KOHEYHO K€, 3TOT
BUpYC HensBecTeH). HepesupeHTHbIE BUPYChl 4acTO SIBISIOTCS «MEAJICHHBIMU» —
OOJIBIIMHCTBO M3 HUX IPU 3aIlyCKe 3apakaeT OJUH WU ABa-TpU (aiila U He ycreBaer
3aM0JIOHUTh KOMIIBIOTEP 10 3alyCKa aHTHUBUPYCHON HpOrpaMMbl (MU TOSBICHUS
HOBOH BEpCUM aHTHBHPYCA, HACTPOCHHOW Ha JaHHBIN BUpyc). CylIecTBYIOT, KOHEUHO
’Ke, HEPEe3UJCHTHbIE «OBbICTPbIE» BUPYCHI, KOTOpPbIE MPHU 3aIyCKE UILYT U 3apaxaroT
BCE BBINOJHAEMbIE (ailiibl, OJHAKO TaKHE BUPYChl OUYEHb 3aMETHBI: INPH 3aIyCKe
KaXJ/I0T0 3apa)XCHHOro (paiija KOMIBIOTEp HEKOTOPOE (MHOI/A JAOCTATOYHO JIOJITOE)
BpeMsl aKTUBHO pa0OTaeT C BHMHYECTEPOM, 4YTO JeMackupyeT Bupyc. CKOpocTb
pacnpocTpaneHus (MHGUIMPOBAHUS) Y PE3UACHTHBIX BUPYCOB OOBIYHO BBIIIE, YEM Y
HEPE3UJCHTHBIX - OHHU 3apakaroT (aiyipl MpH KaKuxX-IMOO oOpalieHusXx K HuM. B
pe3yiapTaTe Ha JAMCKE OKa3bIBAlOTCS 3apaKCHHbIMM BCE WM IOYTH Bce (hailibl,
KOTOpbIE MOCTOSIHHO HCHOJB3yIOTCA B pabore. CKOpPOCTh pPaCHpOCTpaHEHUs
(vHQUIMpPOBaHUS) PE3UACHTHBIX (AMIOBBIX BHPYCOB, 3apaKaromuX (auiabl TOIHKO
IIPU UX 3aIyCKE Ha BBINOJIHEHHUE, OYAET HIKE, YEM Y BUPYCOB, 3apaKatoluX (ailsisl 1
IIPU UX OTKPBITUH, IEPEUMEHOBAHNH, U3MEHEHUH aTpUOyTOB (aiina u T.1.

Takum 00pa3oM, OCHOBHBIE JECTPYKTHBHBIE JIEWCTBHSI, BBINOJIHSIEMBIE
(aitioBeIMU BUpYyCaMH, CBS3aHBI C MOpakeHHueM (ailyioB (Yarie UCHOIHIEMBIX WIIH
¢ailioB MaHHBIX), HECAHKIIMOHMPOBAHHBIM 3aIyCKOM pAa3JIMYHBIX KOMaHI (B TOM
qrcie, KoMaua (opMaTupOBaHUs, YHUUTOKEHHUS, KOIMPOBAaHUA H T.11.), U3MEHECHUEM
Ta0JINLIBI BEKTOPOB MPEPBIBAaHUM U JIp. BMecTe ¢ TeM, MOTYT BBIIOJIHATHCS U MHOTHE
JNECTPYKTUBHBIE JCHCTBUS, CXOAHBIE C TEMH, KOTOpPHIE YKa3blBAJIUCh s
3arpy304HbIX BUPYCOB.

MakpoBupycbl (macro viruses) SBISIOTCS MporpaMMaMu Ha  fA3bIKax
(Makpos3bIKax), BCTPOEHHBIX B HEKOTOPBIE CUCTEMBI 0OpPabOTKM JTaHHBIX (TEKCTOBBIC
PEAAKTOPHI, JJIEKTPOHHBIE TaOIUIBI U T.1.). JJI1 CBOEro pa3sMHOKEHHUS TAKUE BUPYCHI
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HCIIOJIB3YIOT BO3MOKHOCTH MAaKpOSI3bIKOB M MPU UX IMOMOIIM NEPEHOCAT cels u3
OJIHOTO 3apakeHHOro ¢aina (IokymMeHTa WM TaOmuuel) B apyrue. HauOonbiiee
pacupoCTpaHEHHE MOJYYMIIM MaKpOBHUPYCHI ISl MaKeTa MNPUKIAJAHBIX MNpPOrpaMm
Microsoft Office.

JUist  cyliecTBOBaHMsST BHUPYCOB B KOHKpPETHOM cucteme (peaakrope)
HE00XOIMMO HaJIM4YHME BCTPOEHHOTO B CUCTEMY MAaKpOSI3bIKa C BOZMOXHOCTSIMHU:

1) npuBsA3KHK MPOrpaMMbl Ha MaKPOs3bIKE K KOHKpETHOMY (haiy;

2) KOITUPOBaHMS MaKpOIIPOrpaMM M3 OJHOTO (aiisia B Ipyroii;

3) mosydeHus  ympaBleHUs ~ MaKpoOnporpaMMoil  0e3  BMeIIaTenbCcTBa
NoJIb30BaTeNs (AaBTOMaTUYECKUE WIIH CTaHIapTHBIE MAKPOCHI).

JlaHHBIM YCJIOBHSIM YJOBJIETBOPSIOT MpHUKIAAHble mporpaMmbl Microsoft
Word, Excel u Microsoft Access. Onu coaepkat B cedbe makposizbiku: Word Basic,
Visual Basic for Applications. ITpu stom:

1) MakponporpaMmbl TMPUBSA3aHBI K KOHKPETHOMY (aily WIM HaXOIATCs
BHYTpH (haiina;

2) MakposI3bIK ~ TO3BOJISICT ~ KOMMPOBaTh  Gailibel  WiIM  TepeMelaTh
MaKpOMNpOrpaMMBbl B CITyKeOHBIE (Paillibl CUCTEMBI U peJakTUpyeMble (aiibl;

3) npu pabote ¢ (haiioM MpH ONMPEIeICHHBIX YCIOBUAX (OTKPBITUE, 3aKPHITHE
U T.J.) BBI3BIBAIOTCS MaKpOIPOTPaMMBbI (€ClId TaKOBBIE €CTh), KOTOPBIE OIpeeIeHbI
CHeuaIbHbIM 00pa30M UM UMEIOT CTaHJapTHBIE UMEHA.

JlanHasi O0COOEHHOCTh MAaKpOS3BIKOB IpeJAHAa3HAYeHa Il aBTOMATHYECKOU
00pabOTKH TaHHBIX B OOJBIINX OPTaHU3AIUAX WIH B TTI00ATBHBIX CETSAX U MO3BOJISET
OpraHu30BaTh TaK HAa3bIBAEMbI «aBTOMATU3UPOBAHHBIN TOKyMEHTOOOOpOoT». C
JIpYyroi CTOPOHBI, BO3MOXKHOCTH MAaKpOSI3bIKOB TaKUX CHUCTEM MO3BOJISIIOT BUPYCY
NEPEHOCUTh CBOM KO B pyrue (paitsibl 1 Takum o0pa3oM 3apakaTh UX.

BonpmMHCTBO MakpOBUPYCOB AKTHUBHBI HE TOJBKO B MOMEHT OTKPBITUS
(3akpeiTHs) (haiiia, HO 0 TeX MOop, MMoKa aKTHBEH caM penaktop. OHHU coaepKar Bce
cBon (GyHKIMH B BHIe cTaHmapTHeIX MakpocoB Word/Excel/Office. CymectBytor,
OJIHAKO, BUPYCHI, UCIIOJIB3YIOUIUE MTPUEMBI CKPBITHS CBOETO KOJAa M XpaHAIIWE CBOU
KO B BUJE HE MakpocoB. M3BeCTHO Tpu MOMOOHBIX MPUEMA, BCE OHHU HCIIOJIB3YIOT
BO3MOKHOCTh MaKpOCOB CO3/1aBaTh, PEAAKTHUPOBATh U MCIOJHATH JPYTrU€ MaKpPOCHI.
Kak mpasmiio, mogoOHbIe BUPYChI MMEIOT HEOOMNBINONW (MHOTAA — MOIUMOP(HBIN)
MaKpoOC-3arpy3uHlK BHUPYCa, KOTOPBIA BBI3BIBAET BCTPOECHHBIN pPEAAKTOP MaKpOCOB,
CO371a€T HOBBI MaKpOC, 3alOJIHAET €ro OCHOBHBIM KOJOM BHpPYCa, BBIMOJHSAET U
3aTeM, Kak TMPaBWJIO, YHMUYTOXKAET (YTOOBI CKPBITH CIEIbl MPUCYTCTBUS BHpYCA).
OCHOBHOM KOJI TAKUX BUPYCOB MPUCYTCTBYET JIMOO B CAMOM MaKpOCE BHpyCa B BUJE
TEKCTOBBIX CTpOK (WHOrAa — 3amu(poOBaHHBIX), JHUOO XpaHUTCA B OO0JACTH
MEPEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCATCS BHUPYCHI, KOTOpBIE ISl CBOETO PaCHpOCTPAHEHUS
AKTHUBHO HUCMOJb3YIOT IPOTOKOJIbI U BO3MOKHOCTH JIOKAJIbHBIX U TJI00AJbHBIX CETEH.
OCHOBHBIM MPUHIMIOM pabOThl CETEBOrO BHUpPYyca SBISETCS BO3MOXHOCTH
CaMOCTOSITEIILHO NepeaaTh CBOM KOJ Ha yJaJeHHBI cepBEp WM padouylo CTaHIMIO.
«IlonHOLIEHHBIE» CETEBbIE BHUPYCHI MPU 3TOM OO0NANAOT €Il€ U BO3MOYKHOCTHIO
3aIlyCTUTh Ha BBIMOJIHEHHWE CBOW KOJ HA yAAJEHHOM KOMIBIOTEpPE WIIHM, IO KpallHEu
Mepe, KIOJATOIKHYTH» MOJIb30BATEINSI K 3aIlyCKY 3apa)K€HHOro (aiina.
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BpenonocHeiMu mnporpammamu, obecneuynBatroniumu ocymectsienue HC,
MOTYT OBITb:

MPOrpaMMbl oAOOPa U BCKPBITUS MAPOJIEH;

[IPOrpaMMBbl, pEaau3yIoIIKe Yrpo3bl,

[IPOIPaMMBI,  JI€MOHCTPUPYIOIIME  KCIIOJIB30BAHUE  HEACKIAPUPOBAHHBIX
BO3MOXHOCTEH MPOrpaMMHOI0 U IporpaMmHo-anmnapatHoro odecneuenuss UCIH;

[IPOIPaAMMBI-I€HEPATOPHI KOMIIBIOTEPHBIX BUPYCOB;

IIPOTPAMMEBI, JEMOHCTPUPYIOLIHE YA3BUMOCTH CpEACTB 3aIUTEI
uHpopmanuu 1 J1p.

B cBs3u ¢ yclO)KHEHMEM U BO3pacTaHUEM pa3HOOOpa3us MPOTrPaMMHOIO
o0ecrieueH s YUCI0 BPEJOHOCHBIX MPorpaMM ObICTpo Bo3pacTaeT. CeroaHs U3BECTHO
6onee 120 Teicsiu CUTHATYp KOMITBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem, Jajieko He Bce U3
HUX MPEICTABISAIOT PEajJbHyI0 yrpo3y. Bo MHOIMX ciydasx yCTpaHEHHE ysI3BUMOCTEU
B CUCTEMHOM WJIU TPUKIIATHOM MPOTPAMMHOM 00€CIIEYEHHH MPUBEIO K TOMY, YTO Psijl
BPEJIOHOCHBIX TMPOrpaMM YK€ HE CHOCOOEH BHEIPHUThCS B HUX. YacTO OCHOBHYIO
ONACHOCTb IPEACTABIIIOT HOBbIE BPEIOHOCHBIE TPOTPAMMBI.

5.6. O0masi XapakTepuCcTHKA HETPAAUIUOHHBIX MHPOPMAIMOHHBIX KAHAJIOB

HeTtpanunuoHnHbIii ”HPOPMAIIMOHHBIM KaHA — 3TO KaHaJI CKPBITHOH Mepeaadu
UHPOPMAIIMKM C HWCIIOJIb30BAHUEM TPAJIUIIMOHHBIX KAaHAJIOB CBS3W M CHCIHATBHBIX
npeobpa3oBaHuil  mepeaaBaeMoil  mHQOpmauwy, HE OTHOCSIIIUXCS K
KpUNTOrpaduyeCKUM.

Jiist hopMUpOBaHUS HETPAJAUIIMOHHBIX KAHAIOB MOTYT MCIIOJIb30BATHCSI METOIBI:

KOMIIBIOTEPHOU cTeranorpaduu;

OCHOBaHHbBIE HA MaHUITYJISIIUU pa3nuuHbix xapaktepuctuk WUCIIJIH, koTOpbie
MOKHO TOJy4aTh CAHKIMOHUPOBAHO (HAMpUMep, BpeMEHU OO0paOOTKU pa3IHUHBIX
3aMmpocoB, OOBEMOB  JOCTYMHOM MaMsATH WM  JOCTYMHBIX JUISl  YTCHUS
UaeHTH(UKATOPOB (HaiiI0B WK MPOLECCOB U T.IL.).

MeTonbl KOMIBIOTEPHOM CTEraHorpaguu MpeIHa3HAUYCHbI JIJIS CKPBITUS (paKTa
nepenayu cooOIeHUs MyTeM BCTpaWBaHUSI CKpbIBAEMOW HH(POpPMAIMU BO BHEIITHE
0e300uHbIC JlaHHBIE (TEKCTOBBIE, rpadUyuecKkue, ayauo- WIA Buueodaiipl) u
BKJIFOYAIOT B C€0s1 JABE TPYMITBI METOI0B, OCHOBAaHHBIX:

Ha WCIOJB30BAHWUU CICIHAIBHBIX CBOWCTB KOMIBIOTEPHBIX (OpMaTOB
XpaHEHUS U Mepeaadn JaHHBIX;

Ha M30BITOYHOCTH ayJuO-, BU3YaJbHOW WM TEKCTOBOW HWHGOPMAINH C
MO3UIIUHU TICUXO(PU3NOIOTUIECKUX OCOOCHHOCTEH BOCIIPHSITHS YEIOBEKA.

Knaccudukanmus MeTomoB KOMMBIOTEPHOW cTeraHorpadguu mpuBeneHa Ha
pucynke 15. VIx cpaBHUTENbHAS XapaKTepUCTHUKA TIPUBEICHA B Ta0wIIe 4.

Haubonpmiee pa3BuTHe W MPUMEHEHHUE B HACTOSIIEE BPEMS HAXOIST METOIbI
COKpBITUSI WH(pOpMAIMU B TpapUUYECKUX CTETOKOHTEHHEpax. IDTO 0O0YCIOBICHO
CPaBHUTEIBHO OONBITUM 00BEeMOM HWH(MOpPMAIMU, KOTOPHI MOXKHO pPa3MECTUTh B
TaKUX KOHTEHHEpax 0e3 3aMETHOTO UCKAXEHUS N300PaKCHUSI, HATMINEM allPUOPHBIX
CBEJICHUU O pa3Mepax KOHTEWHepa, CYIIECTBOBAHHWEM B OOJBITMHCTBE PEATbHBIX
M300pKEHUN TEKCTYPHBIX 00JIacTel, MMEIONINX IMTyMOBYIO CTPYKTYPYy M XOPOIIO
MOAXONMAIIMX JJIE BCTpawWBaHus WHpoOpManuu, MPOpadOTaHHOCTHIO METO/IOB
urdpoBoii 00pabOTKM U300pakeHUH U UUPPOBBIX (POPMATOB MpPEACTABICHUS
n3o0paxeHuid. B HacTosiee Bpems CyIIeCTBYET LIEJbIN psAJl KAK KOMMEPUYECKHUX, TaK
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Gt TIOCHEN0BA- | | TexHHUecKHe . . —
HTAX HBIX HOCTE JIHHTRHCTHYECKHE ACTH 110 CIEKTPY cuatTHA rpadim. nud.
CHIHATOR METOMEL METOJIRI COKPRITHS
CORPLITHA [To Tamy Moprynsmmm
Alo npuemy cokperrus | S _ TSI TR . N
MeToste coxperrua | [10 upnemy cokpurrig To merony cxarya
MeTo/THI CORPRITHS METOIBT CORPBITHA MeTo/Tk COKpRITHS HA OCHORE
Ha OCHOBE - Ha 0cHOBE | Ha OCHOBC | HCMOALIOBANHA MeToms MeTomet
pacTpeeTeHHs mo 1pobeion HETIONL30BAHHA IAPIOHHONO KO/ MeTommt CORPBITHA € COKPLITHSA,
CIEKTPY - ocobennocTeli COKPEITHA B T — OCHOBAHHBIE Hi
CTOIBI COKPRITHA wpndrra METObT CORPHITHA HAHMEHBIITIX —— BEHRIET- |
Hil OCHOBE [ | HA OCHOBE 3HaalHX OHTax MOJTYTAIIHA Npeo0pasoBaHAH
CHHTARCHHIECKITX MeTong cokpbria MCNOBSOBARIA 1 = BCTPAHBASMOTO Tpadpreckoii
0coDeHHOCTEH Ha OCHOBE IeOMETPHHECKOH CTOIIRT CORPBITIET COOOTIEHN HH{OpMALHK
ME—TO,:IH COKIJI:-ITHH TEECTA HCINMWIBSOBAHHA CHCTEMBT Ha OCHOBE
Ha OCHOBE KOJIA JIOKYMEHTOB H MOTHHKAITHA
HCTIOIB3OBAHMA X0~ METOIBI CORPEITHA haiiton MeToxbt cORphITHA HH/ICKCHOTO
CHIHAITA Hi OCHOBC — Hil OCHOBC dopara Merozmt Meroms
. HCIIOUTB30BAHHA COKPBITHSA
CHHOHHMOB | TIpEICTARICHHSA COKPBITHS C »
ASPEAORITI HCTOML30BATTHEM bl T
c
MeTobl COKpLITHA JUTHHET CTTOR - i KOCHHYCHOM
. MeTOIR COKPRITHA FHAKOBOH | npeod .
Ha OCHORES OTTTHﬁDT{ MCTODJ)T COKPRITHA Ha OCHORE MOJTYIESTIHE IJ] .
l'pﬂ[ HYECHOH
Ha OCHOBE
ABTOROpPEIHALHOL- +— | BCTparBaeMoro
METOIE CORPLITHA Ha OCHOBE HCTIOML30BANIS " ' HH(OPMATGH
— - —I|  noii dryakupn COODITIEHNS
IEHCPALHH KBASHTERCTA LIEPBLIX ﬁym;
TERCTA

Pucynok 15. Knaccuduxamus MmetonoB creranorpadudeckoro npeodpazoBanus nadopmaruu (CIT)
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Tabnuua 4

CpaBHHUTENBHAS XapaKTEPUCTHUKA CTEraHOTpadhUIECKIX METOIOB
npeoOpazoBaHusl HH(OpPMALUU

Creranorpadmu-
4ecKMil MeTo/

Kparkasi xapaKkTepucTuka
MeTona

HenocraTkn

IIpenmymecrBa

Mertozbl COKpHITHS HHGOPMAIMHU B ayJIMOKOHTEHepax

Mertoj COKpBITHS B
HaMMEHBIINX
3HAYaIIMX OMTax

OCHOBaH Ha 3aIIMCH COOOIIEHUS

B HaMMEHbILKE 3HAYaIe OUThI
HMCXOIHOro curaaia. B xayecrse
KOHTEWHepa UCIONIb3YeTCs, KaK
MIPABHUJIO, HEC)KATHIM ayJMOCHTHAI

HeBbICOKast CKPBITHOCTD TI€peaadn
coobmienusi. Huskast ycTOH4nBOCTD

K UCKa)KeHUsIM. VICIIONB3yeTCst TOIBKO
UL OTIpEJICIIEHHBIX (hOPMATOB ayHo-
(haiinoB

JlocTaTouHO BBICOKAS
E€MKOCTh KOHTEIHHEpa
(10 25 %)

Mertoj COKpBITHS
Ha OCHOBE
pacrpeaeneHus mo
CIIEKTPY

OCHOBaH Ha reHepaIuH MCeBI0CITY-
YaifHOr o 1IymMa, SBJISIOILEroCs
(yHKIIHEH BHEAPSIEMOTO
COOOIIEHUS, W TTOIMEIITMBAHUN
TIOTYIEHHOT0 IITyMa K OCHOBHOMY
CHTHATy-KOHTEHHEpYy B KauecTBe
aJZTATUBHOM COCTABJISIONICH.
KonupoaHue moTokoB HHPOpMAIAR
ITyTeM paccestHHs KOITMPOBAHHBIX
JIAHHBIX TI0 CIIEKTPY YacTOT

Huskwuit koadpunment
HCTIONb30BaHMUsI KOHTEHHEpa.
3HauUTeNbHbIE BEIYUCIATEIHBIE
3aTpaThl

CpaBHI/ITCHLHO BbICOKas
CKPBITHOCTb COOGmeHHH

Meron cokpbITHS
Ha OCHOBE
HCIIOIB30BaHMs
9XO0-CHTHaJIa

OCHOBaH Ha MCIIOJIb30BAHUH B
Ka4yecTBe IyMOIIOX0OHOr0 CHrHalIa
CaMOro ayJMOCHTHAIIa, 3aepiKaH-
HOTO Ha Pa3JINYHbIE EPUOII
BPEMEHH B 3aBHCHMOCTH OT
BHEJ[PSIEMOT0 COOOLICHHUSI
(«103BOHOYHOrO 9Xa»)

Huzknii koappurment
UCIIOJIb30BaHUS KOHTEHHepa.
3HaYUTENNbHbIC BHIYUCIIUTEIIbHBIC
3aTpaThbl

CpaBHI/ITeHBHO BbICOKas
CKPBITHOCTb COOGH.[CHHH

Meron cokphITUS
B (ha3e curHana

OcHoBaH Ha (GaKTe HEUYBCTBHTENb-
HOCTH yXa 4eJIoBeKa K abCcomoT-
HOMY 3HAa4CHHIO (ha3bl FAPMOHHK.
Aynuno-curHain pa3ouBaeTcs Ha
IOCIIeI0BATEIIBHOCTE CETMEHTOB,
COOOLICHHE BCTPAHBACTCS ITYTEM
MoauGUKauy (Gas3sl IEpBOro
cerMeHTa

Maublit ko3 (UIMEHT UCTIONB30BAHUS
KOHTeltHepa

OGaiaer 3HaYUTEIILHO
Gonee BBICOKON
CKPBITHOCTBIO, YeM
MeToabl cokpbiTHs B H3b

Meroibl COKpBITHSI UHDO]

Mallii B TCKCTOBBIX KOHTeﬁHean

Merton cokpbITUs
Ha OCHOBE
po6esoB

OcHOBaH Ha BCTaBKe MPOOEJIOB B
KOHIIE CTPOYEK, II0CIIE 3HAKOB
MPENHHAHIS, MEX/LY CJIOBaMH IIPU
BBIPABHUBAHUHU JUTMHBI CTPOK

MeTo/1b! UyBCTBUTEIIBHBI K IIEPEHOCY
TEKCTa U3 OtHOro (hopmara B APYrou.
Bo3moxkHa morepst cooOLIeHHS.
HeBbicokasi CKpBITHOCTD

JocrarouHo Gosbiast
MPOIYCKHAs CIIOCOOHOCTh

Merton cokpbITUs
Ha OCHOBE
CUHTAKCHYECKUX
0COOEHHOCTEM
TEKCTa

OCHOBaH Ha TOM, YTO [IpaBUIIa
ITYHKTYaIMH JOITYCKAIOT
HEOJJHO3HAYHOCTH IIPH
paccTaHOBKE 3HAKOB IPEITHHAHUS

OueHb HU3KAs NPOIYCKHAs
croco6HocTb. CI0XKHOCTD
JIETEeKTUPOBAHUS COOOIIEHUS

CyiecTByer
HOTEHIMAIbHAS
BO3MOXHOCTH IO100paTh
TaKoW METOII, IPH
KOTOPOM HOTPEOYIOTCS
BEChbMa CIIOXKHbIE
HPOLIEAYpPHI IS
PaCKpBITHs COOOIICHHS

Meron cokpbITHs
Ha OCHOBE
CHHOHHUMOB

OcHOBaH Ha BCTaBKe MHPOpMALUK
B TEKCT IIPY HOMOILM YePeJOBAHUS
CJIOB U3 KaKOH-INOO IPYIIIBI
CHHOHHUMOB

CI10)XeH IPUMEHHTENBHO K PyCCKOMY
A3BIKY B CBSI3HU C OOJIBIINM
pa3HO00pa3ueM OTTEHKOB B Pa3HBIX
CHHOHHMaXx

OnuH n3 Haubosee
HEPCIEKTUBHBIX METO/IO0B.
OOnagaer CpaBHUTEIBHO
BBICOKOM CKPBITHOCTBIO
COoO0IIeH s

Merton cokpbITUS
Ha OCHOBE
HCIIOb30BAHUS
oMbk

OCHOBaH Ha MaCKHUpPOBKE
UH(POPMALMOHHBIX OUTOB MO
€CTECTBEHHbIE OLIMOKH, OTICYaTKH,
HapyIICHUS PaBUJI HATTHCAHHS
COYETaHUH IJIACHBIX U COTJIACHBIX,
3aMeHe KMPUJUTHLBI Ha
AQHAJIOTUYHBIC 110 BHELIHEMY BHILY
JIATUHCKUE OYKBBI U JIp.

Hespicokast mpomyckHast CIOCOOHOCTb.
BricTpo BckpbiBaercs npu
CTaTHCTUYIECKOM aHAIN3E.

BecbMma mpoct B
npuMeHeHuu. Boicokas
CKPBITHOCTH MPHU aHATH3E
YEJI0BEKOM

Merton cokpbITUS
Ha OCHOBE
reHepanun
KBa3UTEKCTa

OCHOBaH Ha reHepanuy TeKCTOBOTO
KOHTEIHEepa ¢ UCIONb30BAHUEM
Habopa MpaBwiI MMOCTPOCHUS
npeanoxenuit. Mcnonszyercs
CHUMMETPHYHAas KpUOTorpadus

Hespicokast mpormmyckHast CIOCOOHOCTb.
BeccMbICIEHHOCT CO3JAHHOTO TEKCTa

CKpBITHOCTD
ONpeENIeTCs METONaMH
mdpoBaHUS U, KaK
MPaBUIIO, BECbMa BBICOKA
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OxkonuaHue Ta0IuIE 4

Creranorpadu-
YeCKHil MeTox

Kparkasi xapakTepucTuka
MeTona

HenpocraTkn

IIpenmymecTBa

Meron COKpbITHS
Ha OCHOBE
HCIIOIb30BAHUS
ocobeHHOCTeH
mpupTa

OcHOBaH Ha BCTaBKe HH(OpMaIun
3a cYeT M3MEHEHHs TUIa mpudTa u
pasmepa OykB, a TalOKe Ha
BO3MOYXHOCTH BCTPAaWBaHUS
nHpopmaIyy B 6JI0KH ¢
HEW3BECTHBIMH JUTSI Opay3epa
HAESHTH(HUKATOPAMH

Jlerko BEIsABISIETCS TIPU
npeoOpa3oBaHny MaciTada
JIOKYMEHTA, MPH CTaTUCTUYECKOM
CTEroaHaIu3e

Bercoknii koaddurment
HCITOTb30BAHUS
KOHTeMHepa

Mertoj COKpBITHS
Ha OCHOBE
HCIIOJIb30BaHHUS
KoJa JOKYMEHTa 1
(aiina

OcCHOBaH Ha pa3MeICHUU
nHpopmaryu B
3ape3epBUPOBAHHBIX
HEHUCIIONb3YEMBIX TOJISX
TIEPEMEHHOMN JUIMHBI

Huskast CKpBITHOCTD TIPH U3BECTHOM
(dhopmare daiina

HpOCT B NIPUMCHCHHU

Merto/ COKpBITHS

OCHOBaH Ha I3MEHEHUH 3HAYEHUN

Huszkas npomyckHast cnocoOHOCTb.

HpOCT B MIPUMCHEHNU

Ha OCHOBE CIIOB V3ko cienmanusupoBas. Huskas

HCIIOJIB30BAHUS CKPBITHOCTh

JKaproHa

Meron cokpbITHS OCHOBaH Ha reHepaluy TEKCTa — CroxxHOCTH (hOPMUPOBAHHUS JlocTaToyHOo BBICOKAst

Ha OCHOBE KOHTeiHepa ¢ popMUpOBaHHEM KOHTeWHepa 1 COOOIIECHHS CKPBITHOCTb IIPH aHATIU3E
HCITOIb30BAHUS CJIOB ONPEIENEHHOM ITHHBI 110 YEJIOBEKOM

yepe10BaHus HU3BECTHOMY NIPABUILY KOAUPOBAHUS

JUIMHBI CJIOB

Meron cokpbITHS
Ha OCHOBE
UCIOJIb30BAHUS
epBbIX OyKB

OCHOBaH Ha BHEJIPEHUH
COOOIIEHNS B NepBble OYKBBI CIIOB
TEKCTa ¢ 0J60pOM CII0B

CJIO)XHOCTh COCTaBJICHUS C006HleHI/Iﬂ.
Huskas CKPBITHOCTb COO6H1€HI/IH

[aer Gombiyro cBoOoIy
BEIOOpa orepaTopy,
HPHIYMBIBAIOIIEMY
coobuieHne

Mertozbl COKpBITHSI HHGOP!

Mallii B rpaMuecKUX KOHTeHHepax

Meron COKphITHS B
HAUMEHBIIINX
3HAYaIMX OUTax

OcHOBaH Ha 3aIr1cu COOGH.[eHI/ISI B
HAUMCHBIIINE 3HAYAIIHE OUTHI
HUCXOOHOI'o I/I306pa)KSHI/I$[

HeBbIcokast CKpBITHOCTH Iepeiaunt
cooburenus. Huzkast ycToitunBocThb K
UCKaKEHHSAM

JlocTaTouHO BBICOKAsI
€MKOCTh KOHTEHepa
(10 25 %)

Meron coxphITUS

OcHOBaH Ha peIyKIuH (3aMeHe)

HpI/IMeHﬂeTCﬂ MPEUMYIICCTBEHHO K

CpaBHI/ITeHLHO BBICOKast

Ha OCHOBE L[BETOBOH MAJIUTPBI U CKaThIM M300paxkeHns M. HeBbicokast €MKOCTb KOHTeHHepa
MozuduKamu YHOPSIOYMBAHUH 1IBETOB B CKPBITHOCTb TI€peiadt COOOICHUS

HHJIEKCHOTO ITMKCENSAX C COCEJHUMHU HOMEpamMu

¢dopmata

peJICTaBICHUS

Merton cokpbITUs OCHOBaH Ha IIOUCKe ¢ CI0XXHOCTB pacyeToB YcToiuuBOCTS K

Ha OCHOBE IIPUMEHEHUEM GOJIBIINHCTBY
UCIOJIL30BAHUS aBTOKOPPEJILIMOHHON yHKIMK HEJIMHEIHBIX
ABTOKOPPEIALMOH- | 00JacTei, cofepikaluX CXOAHbIC npeoOpa3oBaHui
HOM QyHKIMU JIAHHbIE KOHTelHepa

Merton cokpbITUs

OCHOBaH Ha MOIYJISILIUN

Huskas TounocThb JACTEKTUPOBAHUS.

JlocTaTouHO BhICOKAs

Ha OCHOBE TNICEBOCTYYafHOro CUrHaIa Hckaxenus CKPBITHOCTb COOOILIEHHS
HCIIOb30BaAHUS CHUTHAJIOM, COJIEp KaliM

HeJWHEeHHON CKpBIBaeMyI0 HH(POPMAIIUIO

MOIYJISILIIH

BCTPaMBaeMOr0

co00IIeHNS

Meron cokpbITHs OcCHOBaH Ha MOIYJISILIUU Huskast TO4HOCTD JeTEKTUPOBAHUSL. JlocTaToyHO BBICOKast
Ha OCHOBE NICEBOCTYJafHOrO CUrHaIa Hckaxenus CKPBITHOCTb COOOILIEHHS
HCIIOb30BaAHUS OUIOISIPHBIM CHI'HAJIOM,

3HAKOBOH COZIepKAIIUM CKPBIBAEMYIO

MOIYJISIIUH nHpOpMALHIO

BCTPaMBaEMOr0

COOOIIECHUS

Meron CokpbITHS OcHOBaH Ha 0OCOOEHHOCTAX CH0XXHOCTB pacyeToB Bricokast CKpbITHOCT
Ha OCHOBE BelBJIeT-IpeoOpa3oBaHui

BEUBIICT-

npeoOpa3oBaHus

Meron CokphITHS OcHOBaH Ha 0OCOOEHHOCTAX CH0XXHOCTB pacyeToB Bricokast CKpbITHOCT
Ha OCHOBE JIMCKPETHOTO KOCHHYCHOTO

HCTIOIb30BAHUS peoOpa3oBaHUs

JMCKPETHOTO

KOCHHYCHOTO

npeoOpa3oBaHus
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M OECIUIATHBIX MPOTPAMMHBIX IMPOAYKTOB, JOCTYMHBIX OOBIYHOMY IOJIb30BATEINIO,
peanu3yroMX HU3BECTHBIE CTEraHOIPAPUUYECKUE METOAbl COKPBITHS HH(GOPMALIHH.
[Ipu 3TOM IPEUMYIIECTBEHHO UCIIOJIB3YIOTCS TpapUUeCcKue U ayJu0-KOHTEHHEPHI.

B  HerpagunuoHHBIX MH(POPMALMOHHBIX  KaHajgaX, OCHOBAaHHBIX Ha
MaHMNYJSIIUM PAa3IudHbIX Xapakrepuctuk pecypcoB MCIIIH, ucnonb3yrorcs aiis
nepefaynl JaHHBIX HEKOTOphle pasnensemble pecypebl. [Ipm 3ToM B KaHanax,
WCIIONB3YIOIMX BPEMEHHBIE XapPaKTEPUCTUKH, OCYIIECTBISAECTCS MOAYJSALMS 11O
BPEMEHU 3aHATOCTU pa3fesieMoro pecypca (Hampumep, MOAYIHPYS Bpems
3aHSATOCTH MPOIIECCOPa, MPUITOKEHUS MOTYT OOMEHUBATHCS TAHHBIMHU ).

B kanamax mnamsTH pecypc UCHOJb3yeTcs KaK MpPOMEXYTOUYHbIH Oydep
(Hanmpumep, NPUIOKEHUSI MOTYT OOMEHHMBATHCS JAHHBIMU ITyTEM TMOMEIICHUS] UX B
UMEHa co3/1aBaeMbIx (aljioB U aupekTopuii). B kanamax 06a3 JaHHBIX W 3HAHUM
UCIOJIB3YIOT 3aBUCUMOCTH MEXAY JIaHHBIMU, BOSHUKAIOIIUMHU B PESIIMOHHBIX 0a3zax
JAHHBIX Y 3HAHUI.

Herpanunmonubsie MHPOpMaMOHHBIE KaHAIbl MOTYT OBITH C(OPMUPOBAHBI HA
pas3nuuHbIX YpoBHAX QyHKmoHupoBanus UCII/Ix:

Ha alapaTHOM YPOBHE;

Ha YPOBHE MUKPOKOJIOB U JpailBEpOB yCTPOUCTB;

Ha YPOBHE ONEPALMOHHONW CHCTEMBI;

Ha YPOBHE MPUKIIATHOTO IPOTPAMMHOT0 00eCIeYeHUS;

Ha ypoBHE (QYHKIIMOHUPOBAHMS KaHAJIOB Mepelayl JaHHBIX U JTUHUHN CBS3H.

OTH KaHalubl MOTYT HCIOJB30BaThCAd Kak [JIsl CKpBITOM Iepenayu
CKONMUPOBaHHOW WHGOpMAIMK, TaK W A CKPHITHOM Tepenayd KOMaH]
Ha BBINOJIHEHUE JECTPYKTUBHBIX JICHCTBUH, 3aIlyCKa IIPUIIOKEHUMN U T.II.

Jis  peand3aly  KaHAJIOB, Kak TNPaBWIO, HEOOXOAMMO BHEIAPUTH B
ABTOMATU3UPOBAHHYI0 CHUCTEMY IPOTrPAaMMHYIO WIM IPOrPAMMHO-ANIIAPATHYIO
3aKJIa/iKy, 00ecIeurnBarony0 GopMUpOBaHUE HETPATUIIMOHHOTO KaHaa.

HerpanunnonHsii HHGOPMAITMOHHBIN KaHAJI MOXKET CYIIECTBOBATh B CHCTEME
HEIPEPBIBHO WJIM AKTUBU3UPOBATHCS OJHOPA30BO WJIM 110 33JaHHBIM ycioBusM. [lpu
HTOM BO3MO>KHO CYIIIECTBOBaHUE 00paTHOi CcBsi3M ¢ cyobexkTom HC/I.

5.7. O01mas XapaKTepUCTHKA Pe3yJIbTATOB HECAHKIIHOHUPOBAHHOTI' 0
WIH CJIYYalHOr0 J0CTyIa

Peanuzamms yrpo3 HCJ] x mHopmamuu MOXKET MPUBOAUTH K CICAYIOIIAM
BUJIaM HapyIIECHUsS ee O€30MaCHOCTH

HapyIICHUI0  KOHQUIEHIIMATBLHOCTH  (KOMMPOBAaHWE,  HEMPAaBOMEPHOE
pacrpocTpaHeHue);

HapYIICHUIO MEJIOCTHOCTH (YHUITOXKCHHE, N3MCHCHNE);

HApYILIEHHUIO JOCTYMHOCTH (OJTIOKMPOBAHUE).

Hapymenne kKoHQUICHIMATBHOCTH MOXKET OBITh OCYIIECTBICHO B CIIydae
YTEUKH UHPOPMATIHH:

KOIHUPOBAHUS €€ Ha OTUYKJaeMble HOCUTENH UHPOPMAIUK;

nepeayu ee Mo KaHajiaM nepeiadu JaHHbIX;

IIpU MPOCMOTPE WJIM KOIMHMPOBAHUM €€ B XOJ€ PEMOHTa, MoAu(UKAIUU
U yTWIM3aLUU TPOrpaMMHO-AIMAPATHBIX CPEACTB;
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pHU «cOOpKe Mycopa» HapylmuTeneMm B npouecce skcmtyaranuu UCI/IH.

Hapymenue nenocTHOCTH HH(OpPMAMU OCYLIECTBISETCS 3a CUET BO3/AEHUCTBUS
(MoaupuKkanumn) Ha MPOrpaMMBbl U JaHHBIE MOIB30BATENS, a TAKKE TEXHOJIOTUYECKYIO
(cucteMHy10) UH(POPMAIUIO, BKIIOYAIOITYIO:

MUKPOIIPOTpaMMbl, [JaHHbBIE W JApalBepa YCTPOWCTB BBIYUCIUTEIBHON
CUCTEMBI;

OporpaMMbl, JaHHbIE M JpaiiBepa yCTpPOMCTB, OOECIEUUBAIOLIUX 3arpy3Ky
OIEPALMOHHON CUCTEMBI;

OporpaMMbl U JaHHBIE (JECKPUIITOPHI, OMHUCATENH, CTPYKTYpPbl, TaOJIUILIbI
U T.Jl.) ONIEPAllMOHHON CUCTEMBI;

IpOrpaMMbl U JaHHBIE MPUKIATHOTO MPOTPAMMHOI0 00eCTIeUeHH S,

IpOrpaMMbl U JaHHBIE CIIEIMATILHOTO IPOrPAMMHOTO 00eCTIeYeHUS;

IPOMEXKYTOUYHbIE (ONEepaTUBHbIE) 3HAUCHHUS MPOrpaMM U JAHHBIX B Mpoliecce
ux o0paboTKu (YTeHHMs/3alucu, MpUeMa/mepeadyn) CpeicTBaMH U YCTPOWCTBAMHU
BBIYHMCIIMUTENIbHON TEXHUKH.

Hapymenue mnenoctHoctu wundopmanuu B HCIIJIH MoxkeT Takxke OBITh
BbI3BAHO BHEJIPEHHEM B HEE BPEIOHOCHOM MPOTrpaMMbl IPOrpaMMHO-aNNapaTHOM
3aKJIaJIKU WJIM BO3JIEUCTBUEM Ha CUCTEMY 3aIllUThl THPOPMAILIUU UITU €€ DJIEMEHTHI.

Kpome »storo, B MCII/IH BO3MOXHO BO3AEHCTBHE Ha TEXHOJOTHUYECKYIO
CeTeBYI0 HMH(pOpMaIMIO, KOTOpas MOXKeT obecrneunBarh (YHKIIMOHUPOBAHUE
Pa3JIMYHBIX CPEJICTB YIPABICHUS BHIYUCIUTEIBHON CEThIO:

KOH(UTypaluen ceTu;

aJpecaMy U MapLIpyTU3aLUEH Nepeiadn JaHHbIX B CETH;

(GYHKIIMOHAIBHBIM KOHTPOJIEM CETH;

06e30macHOCTbI0 MH(POPMAIIUU B CETH.

Hapymenune JOCTYITHOCTH uH(pOpMaIuu oOecrieuynBaeTcs nyTeM
dbopmupoBanus (MoAUGUKAIIMA) HCXOJHBIX JAaHHBIX, KOTOpBIC IIpU 0OpaboOTKe
BBI3BIBAIOT HEMpaBWIbHOE (DYHKIIMOHUPOBAHWE, OTKA3bl amnmapaTtypbl WIH 3axBat
(3arpy3Ky) BBIYHCIUTEIBHBIX PECYpPCOB CHCTEMBI, KOTOpPbIE HEOOXOAMMBI s
BBITIOJTHEHUS TTPOTPaMM U pabOTHI anmapaTyphbl.

VYKa3zaHHbIE JEHCTBUS MOTYT IIPUBECTM K HApyLICHHUIO WM OTKa3y
(GYHKITMOHUPOBAHUS MPAKTHIECKH JIIOOBIX TexHnueckux cpeacts UCII/H:

cpencTB 00padoTKu HHGOPMAITIH;

CpEIICTB BBOJIa/BBhIBOJIa MH(MOPMAIIHH;

CPEICTB XpaHEeHUs HH(OpMaLIUY;

arnmapaTypsl ¥ KaHaJIOB IIEPEAYH;

CPEJICTB 3allMThl HH(POPMALIIH.
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6. TunoBble Mo/ N YTPO3 0€30MACHOCTH NMEPCOHATBLHBIX JAHHBIX,
o0padaTbiBaeMbIX B HHPOPMANMOHHBIX CHCTEMAX MEPCOHAIbHBIX JAHHBIX

B 3aBucumocTtu ot ueneit u comepxkanusi oopadborku I1/ln omepatop moxer
ocyuiectBisITh 00padoTky [1/{n B UCIIJIH pa3nu4HbIX THUIIOB.

I[lo crpykTtype  uHGOpPMALIUOHHBIE  CHUCTEMBI  TOAPA3ACISAIOTCS  Ha
aBTOMAaTU3MPOBAaHHBIE paboure MeCTa, JIOKaIbHbIe WH(OPMALIMOHHBIE CUCTEMBI U
pacripeiejieHHbIe HH(POPMAIIMOHHBIE CUCTEMBI.

[To HanMUMIO MOAKIIOYEHUN K CETSIM CBSI3M OOIIEro IMOJb30BaHUS WU (WJIH)
CeTSM MEXIyHapOJHOT0 WH(OPMAIMOHHOTO OOMEHa WH()OPMAIIMOHHBIE CHUCTEMBbI
NOAPA3ICISIIOTCS HA CUCTEMbI, UMEIOIINE MOAKIIOUEHHUS, © CUCTEMbI, HE UMEIOILINE
MOIKITIOUCHUM.

[To pexxumy 00pabOTKH MEPCOHATBHBIX TaHHBIX B HHGOPMAIMOHHON CHUCTEME
WH()OPMAIIMOHHBIE CHUCTEMBI  TOAPA3JCIAIOTCS Ha OJHOIMOJb30BaTEIbCKUE U
MHOT'OTOJIb30BATEIILCKUE.

[To pasrpannyeHuIo IpaB JOCTYIIA MOJIb30BaTeIeH HHPOPMAITMOHHBIE CUCTEMBI
MOAPA3ACISIOTCS HAa CHUCTeMbl 0€3 pasrpaHWYeHUs MpaB JOCTYNIa U CUCTEMBI C
pasrpaHUyYeHUEM MpaB JOCTYMA.

NudopmanimonHeie CHCTEMBI B 3aBUCUMOCTH OT MECTOHAXOXJICHHUS UX
TEXHUYECKUX CPEACTB MOAPA3JCIISIIOTCS Ha CHUCTEMBI, BCE TEXHUYECKHE CpPE/ICTBA
KOTOPBIX HaxonsTcsa B npenaenax Poccuiickoit Denepaiuu, U CUCTEMBbI, TEXHUUECKUE
CpPEeACTBAa KOTOPBIX YAaCTUYHO WM LEJIMKOM HAXOAATCA 3a mIpeaesamMu Poccuiickoil
denepanui.

B 3aBucMMOCTH OT TEXHOJIOTMH, COCTaBa M XapaKTEPUCTHUK TEXHUYECKHUX
cpencte MCII[IH, a Takxe omacHoctd peanu3zanuu YDBIIJIH ¥ HacTyrieHus
NOCJIEICTBUM B PE3yNbTAaTE HECAHKIMOHUPOBAHHOIO WM CIYYalHOrO JOCTYyIla
MOXHO BblJienuT cienytoniue Tunsl UCI/IH:

aBTOMAaTU3WPOBaHHBIE paboune MecTa, HE UMEIOIIHME MOJIKIIOYEHHE K CeTSIM
CBSI3M OOIIEr0 TMOJBb30BaHUSA U (MJIM) CETAM MEXIYHApOIHOTO MH(GOPMAIIMOHHOTO
oOMeHa;

aBTOMATU3MPOBaHHBIE paboyne MecTa, UMEIONTUE MOAKITIOYCHUE K CETSIM CBSI3U
0O0IIIero MOJIB30BaHUS U (MJIU) CETSIM MEXAYHAPOIHOTO HH()OPMAITMOHHOTO 0OMEHA;

nokanbHeie WCIIIH, HEe HUMEIomME MOAKIIYEHUE K CETAM CBSI3M OO0IIEero
MOJI30BaHUS U (MIJIN) CETSAM MEXKIYHApOIHOTO HH(POPMAITMOHHOTO 0OMEHA;

nokanbHeie HWCIIJIH, wuMeromue MNOAKIIOUYEHHE K CETSAM CBS3M  OOIIEro
MOJI30BaHUS U (MIIN) CETSM MEXKIYHapOIHOTO HH(POPMAITMOHHOTO 0OMEHa;

pactpenenennbie UCII/IH, He nMmerolue NOAKIIOYEHNUE K CETSIM CBSI3H OOIIEro
MOJIb30BaHUS U (M) CETSM MEXKIYHApOIHOTO HH(POPMAITMOHHOTO 0OMEHA;

pactpenenenubie UCII/H, nuMmeromye NOAKIIOYEHUE K CETSM CBSI3M OOIIEro
MOJI30BaHUS U (M) CETSM MEXKIYHApOIHOTO HH(POPMAITMOHHOTO OOMEHa.

[TpumenuTtensHo kK ocHOBHBIM TUNaM MCIIJIH cocTaBisit0TCS TUTIOBBIE MOJIENN
yrpo3 Oe3zomacHoctu [IJIH, XapakTepusyrooliue HACTYIUICHUE pPa3IU4YHbIX BHUJOB
MOCTIECICTBUM B PE3YJIbTaT€ HECAHKIIMOHUPOBAHHOTO WM CIIYYaWHOTO JOCTYyNa W
peanuzanuu Y bBI1/[H.

Yactaple Monenu yrpo3 Oe3omacHocTd [IJ[H mpUMEHMTEIbHO K KOHKPETHBIM
NCIIIH cocraBisitoTcst oniepaTopaMu, 3aka3zuukamu U paspadoruunkamu UCIIJIH Ha
ATanax ux co3faHus U (WJu) SKCILTyaTalllu.
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6.1. TunoBasi MoaeJib Yrpo3 0e30l1aCHOCTH NEePCOHATBHBIX IaHHBIX,
o0padaTbIBaeMbIX B aBTOMAaTH3MPOBAHHBIX pa00YHX MecCTax,

HEe MMEIOIIMX MOJAK/JIIOYEHHUS K CETAM CBSA3HM 00111ero 1noJib30BaHus
U (MJIHM) CeTSAM MEKAYHAPOAHOI0 MHPOPMALMOHHOI0 00MeHa

[Ipu o6paboTke I1J[H HAa aBTOMAaTU3UPOBAHHOM paboOyeM MECTE, HE UMEIOILEM
MOAKJIFOYEHUSI K CETSAM CBSI3M  OOIIEro MOoJIb30BaHUA U (WIH) CEeTsIM
MEXJYHApOJHOTO  HMH(MOPMALMOHHOTO  OOMEHa, BO3MOXHa  peaJin3auus
canenyromux Y bII/IH:

yrpo3 yTeuku UHPOPMAIIUU 110 TEXHUYECKUM KaHajlaMm;

yrpo3 HCJI k I1JIn, o6pabaThiBaeMbIM B aBTOMaTU3UPOBAHHOM pab0O4YeM MECTE.

Yrpo3sl yreuku nHGOpPMAIIMU 110 TEXHUYECKUM KaHalaM BKJIFOYAIOT B CeOs:

yIpO3bl YTEUKH aKyCTHYECKOH (peueBoil) nHpopmanuu;

yIrpO3bl YTEUKH BUI0BOU HHGOPMAIIUH;

yrpo3sl yTeuku nHdopmanuu no kanary [I9MIUH.

Bo3HukHOBeHHE yrpo3 yTEUKH aKyCTHYECKOW (peueBoit) wuHpOpMaIuH,
coAepKaleicss HeMOCPEACTBEHHO B MpOM3HOCUMOUN peun mnodb3oBatens MCIIIH,
BO3MOXKHO TIpH HanmuuueM pyHkiumii ronocooro BBoja [1/{n B UCTI/In nnu QyHKImii
BocrnipousBeneHus [1/]n akyctnueckumu cpencrsamu MCII/IH.

Peanuzanus yrpo3sl yTe4KM BHJAOBOM HMH(pOpMAIMM BO3MOXKHA 3a CUET
IpOCMOTpa MH(MOpPMAIMU C TIOMOIIBI0 ONTHYECKUX (OMTHUKOIIEKTPOHHBIX) CPEICTB
C DKPaHOB JUCIUIEEB M JIPYTUX CPEICTB OTOOPaKEHHsI CPEIICTB BBIYMCIUTEIbHOMN
TEXHUKH, UHPOPMAIMOHHO-BBIYUCIUTENBHBIX KOMIUIEKCOB, TEXHUYECKUX CpEICTBA
00paboTku rpaduyeckoi, BUAco- U OyKBEHHO-IU(POBON HMH(POpMAITUU, BXOMSAIIUX
B coctaB MCII/IH.

VYrpo3sl yreuku uHpopManuu mo kanamy [ISMUH Bo3MOXXHBI W3-3a HATHYHS
AIEKTPOMArHUTHBIX W3JYYEHUH, B OCHOBHOM, MOHHMTOpPa M CHCTEMHOIro OJOKa
KoMIibloTepa. OCHOBHYIO OMACHOCTh MPEACTABISAIOT YIrpO3bl YTEUKH H3-3a HAIAYUS
ANEKTPOMArHUTHBIX U3Ty4EHUI MOHUTODA.

VYrpo3st HCJl B aBToOHOMHOM APM CBsI3aHbl ¢ JEHWCTBUSIMU HapYIIMTEIEH,
umeromux goctyn k MCIIJIH, Bkiatouas mosb3oBatenedt MCIIJIH, peanusyrommx
yrpo3bl HenocpeactBeHHo B MCII[H. Kpome 3toro, mcrounumkamu yrpo3 HC]J]
k uHpopmaiuu B APM Moryr ObITh ammapaTHble 3aKJIaJKd W OTUYXKIaeMbIe
HOCHTEIIH BPEJOHOCHBIX ITPOTPAMM.

B UCII[Ia Ha 6a3ze aBroHOMHOTO APM BO3MOXKHBI BCE BHJBI YSI3BHMOCTEH
NCIIH, 32 UCKIIIOYEHUEM YSI3BUMOCTEH, CBSI3aHHBIX C peajih3alueid MPOTOKOJIOB
CEeTEBOr0 B3aMMOJCHCTBUA M KaHaloB mnepeaaun naHHbix. B Takux WCIIH
BO3MOYHBI:

Yrpo3bl, pEAIU3yeMble B XOJI€ 3arpy3Kd ONEPALMOHHOW CUCTEMBI
¥ HaINpaBIICHHBIE HA TEPEXBAT Mapojed WM HUIACHTUDHUKATOPOB, MOAUPUKAIIHIO
6a3oBoii cuctemsl BBos1a/BbiBoa (BIOS), mepexBat ympaBieHus 3arpy3Koii;

yrpo3bl, pealu3yeMble IOCJIE  3arpy3Kd  ONEPAUMOHHOW  CHUCTEMBI
W  HANpaBIICHHBIE HA  BBINOJHEHHWE  HECAHKUUOHUPOBAHHOTO  JOCTyNa
C MNOpPUMEHEHHEM CTaHAAPTHBIX (YHKIUNA (YHUYTOXKEHHE, KOMUPOBAHUE,
nepemeiieHue, GopMaTUpoOBaHUE HOCUTEIEH MHPOpPMALUU U T.I.) ONEPALIMOHHON
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CUCTEMBbl WU KaKOW-THMOO TPHUKIATHOW MporpamMmbl (HApuUMmep, CUCTEMBI
ynpaBieHusi 0a3zamMu JTaHHBIX), C TPUMEHEHHEM CHEUHaTbHO CO3JaHHBIX
nns  BeimonHenuss HCJ[ mporpamm  (mporpaMm  mpocMOTpa W MoAUDUKAIUU
peecTpa, MoucKa TeKCTOB B TEKCTOBBIX ¢ailnax u T.1.);

yIpO3bl BHEJPEHUS BPEIOHOCHBIX IPOTPAMM.

6.2. TunoBasi MoJeJib Yrpo3 0e30MaCHOCTH ePCOHAIBHBIX JaHHBIX,
o0padaTbIBaeMbIX B aBTOMAaTH3MPOBAHHBIX pa00YHX MeCTaX,
HMEIOLIUX MOAKIIYEHHE K CeTAM CBA3H 0011ero nojab30BaHUs
U (MJIM) ceTSIM MEeKIYHAPOAHOr0o HHGOPMAIIMOHHOI0 00MeHa

[Ipu o6padotke I1[lH Ha aBTOMATHU3MPOBAHHOM paboOYeM MecTe, MMEIOIIEM
MOJKTIOYEHHUSI K CETSAM CBSI3U OOIIEro MOJIb30BAHUS U (WJIM) CETAM MEXIyHApOIHOTO
uH(OpMaIMOHHOTO 0OMEHa, BO3MOKHA peanu3aius cieayronux Y bI1J[H:

yIrpo3bl yTEUKU UHPOPMAITUU TT0O TEXHUUYECKUM KaHallaM;

yrposei  HCJl x II/In, oOpabaThiBaeMbiM Ha aBTOMAaTU3UPOBAHHOM
pabodeMm MecTe.

Yrpo3sl yreuku nHGOpPMAIIUU 110 TEXHUYECKUM KaHajlaM BKJIFOYAIOT B CeOs:

yIPpO3bl YTEUKN aKyCTHYECKOH (peueBoil) nHpopmaIuu;

yIrpO3bl YTEUKH BUI0BOM HHGOPMAITUH;

yrpo3bl yTeuknu uHpopmaruu o kanany [IS9MUH.

BosuuknoBenue YBII/Iln B paccmarpuBaembix MCII[IH 1mo TEeXHUYECKUM
KaHajlaM XapakTEepU3yeTcss TEeMH >K€ YCIOBUSMU M (daKkTopamu, 4YTO U JJs
aBTOMATU3WPOBAHHOTO pPabOyYero MecTa, HE HMMEIOUIEro MOJKIIOYEHUS K CETSIM
OOIIEro MoJIb30BaHUS U (UJTM) CETSIM MEXIYHAPOIHOTO HH(OPMAIIMOHHOTO OOMEHa.

VYrpo3et HCJI B UCIIIH cBsA3aHbl ¢ ACHUCTBUSIMHU HApYLIUTEIEH, MMEIOIIUX
noctyn k HWCII[Jn, Bkmtouas mnonb3oBareneid MCII[IH, peanu3yrommx yrpossl
HenocpeacTBeHHo B MCII/[IH, a Takke HapyumiuTeae, HEe HMMEIOIMX JIOCTyIla K
UCII[H, peanu3yomux yrpo3bl U3 BHEIIHUX CETEH CBS3U OOIIEro MoJb30BaHUS U
(wm) ceTei MEXTYHapOaAHOTO HH(DOPMAIIMOHHOTO 0OOMEHa.

VYrposzst HCJI 8 UCII/IH, cBsi3aHHBIE C IEUCTBUSMH HAPYIIUTEIEH, UMEIOIIUX
noctyn k UCII[H, aHaJOrU4HBI TE€M, KOTOpPbIE HMMEIOT MECTO AJs OTACIbHOTO
APM, He mNOAKIIYEHHOTO K CETSIM CBS3M OOIIEro I10JIb30BaHHSA. YTPO3bI
13 BHEIIHUX CETEW BKIIOYAIOT B ceOs:

yrpo3bl «AHalM3a CETeBOro Tpaduka» ¢ MepexBaTOM TepenaBaeMond BO
BHEIITHUE CETH U PUHUMAEMOW 13 BHEIIHUX CeTel MH(POpMAIIH;

YIpO3bl CKaHUPOBAHWsA, HAIPABICHHBIC HA BBIABICHHUE THUIIA OINEPALMOHHOU
cucteMbl APM, OTKPBITBIX IOPTOB U CIYKO0, OTKPBITBIX COETUHEHUH U JIP.;

YIPO3bI BBISIBICHHUS NTAPOJIEH;

yrpo3sl nonydenus HCJl mytem moaMeHsl JOBEPEHHOTO 00BEKTa,

yrpo3bl Tumna «OTKa3 B 00CIyKUBAaHUNY;

YIPO3bl YIAIEHHOIO 3aIyCKa MPUIOKECHUM;

YI'PO3bI BHEAPEHUS 110 CETH BPEIOHOCHBIX IPOrPaAMM.
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6.3. TunoBasi Mmojesib yrpo3 0e30MaCHOCTH NMEePCOHATIBLHBIX JAHHBIX,
o0padaTpIBaeMbIX B JIOKAJIbHBIX HH(OPMAIMOHHBIX CHCTEMAaX
NEePCOHAJBHBIX JAHHBIX, HEe MMEIIINX NOJKJIIYEeHHUs K CeTAM CBA3M 0011ero
N0JIb30BAHMSA U (MJIM) CETAM MEKAYHAPOIHOI0 HH(POPMALMOHHOI0 00MeHAa

IIpu o6pabdotke I[1/In B nmoxkambubix UCII[H, He uMeromMe MOAKIIOUYCHUS
K CEeTIM CBsI3M OOIIEro TMOJb30BaHUA H (WIH) CETAM MEXIYHApOIHOIO
MH(OPMAIIMOHHOTO0 0OMEHa, BO3MOXkHa peanu3anus ciaenyomux Y BbI1JH:

yrpo3bl YTEUKU HH(OPMAIIMHU MO0 TEXHUYECKUM KaHaJlaM;

yrposel  HCJl x II/In, oOpabaThiBaeMbiM Ha aBTOMAaTU3UPOBAHHOM
pabodeMm MecTe.

VYrpo3bl yreuku nHPOpMaMU O TEXHUYECKUM KaHalaM BKJIIOYAIOT B ceOsl:

yrpo3bl YTEUKU aKyCTHUYECKOH (peueBoil) uHpopManuu;

yrpo3bl YTEUKU BUJIOBON MHGOpMALIHH;

yrpo3sl yTeuku nHdopmaiuu no kanany [I9MIUH.

Bo3nuknoBenne YbBII/IH B paccmarpuBaembix HCII/IH mo TexHHueckum
KaHajlaM XapaKTepHU3yeTcsl TEMU K€ YCIOBHUIMU U (pakTopaMu, 4TO U AJIS JIOKAJTbHBIX
NCTIJIH, He UMEIOIIMX MOJKIIOYEHHUS K CETSIM CBS3U OOIIEro Mojab30BaHUS U (MIIH)
CETSIM MEXAYHAPOIHOTO HH(POPMAIIMOHHOT'O OOMEHa.

VYrpo3el HC/] B nokanbabix UCII/IH cBsi3aHbl C ACHCTBUAMHU HapYyLIUTEIEH,
umeronux goctyn k MCIIJIH, Bkmtouas nmosbs3oBateneit UCIIIH, peanu3yrommx
yrpo3sl HenocpeacTBeHHO B UCIT/IH.

Yrpo3st HCJI 8 UCII/IH, cBA3aHHBIE C ACHCTBUSIMU HApYyIIUTEIEH, UMEIOIIUX
noctyn k MCIIH, aHamoOruyHbl TE€M, KOTOpPbIE MUMEIOT MECTO IJISI OTAEIBHOTO
APM, He MOAKIIOUEHHOTO K CETSAM CBs3M 00IIero moJyib3oBaHus. Kpome Toro, B
takoi MCIIIH MOTYT UMETh MECTO:

yrpo3sl «AHann3a ceTeBoro Tpaduka» ¢ mepexBaToM IEpeaaBacMoil Mo CeTu
uH(dOpMaInH;

yIpO3bl BHISIBIICHUS MTAPOJIEH;

yIrpo3bl YIAJIEHHOTO 3aIlyCKa MPUIOKEHHUI;

yrpo3bl BHEIPEHHUSI IO CETH BPEJOHOCHBIX IPOTPaMM.

6.4. TunoBasi MojJieJib YIrpo3 0e30MaCHOCTH MEePCOHATbHBIX JAHHBIX
o0padaTbiBaeMbIX B JIOKAJIbHBIX HHGOPMAIIMOHHBIX CHCTEMAX
NMEPCOHAIBHBIX JAHHBIX, MMEIIIUX MOJAKJIIYEHHE K CETAM CBSA3M 0011ero
MOJIb30BAHMS M (WJIH) CETAM MEKAYHAPOAHOT0 HHPOPMAIMOHHOTO 0OMeHAa

ITpu o6padotke I1/1x B mokanpabpIX MCII/{H, nMEIONUX MOAKIIOUYCHHUE K CETIM
CBSI3M OOIIETO TMOJB30BAaHUSA M (MJIM) CETAM MEXAYHAPOIHOTO HH(POPMAIIMOHHOTO
oOMeHa, BO3MOKHa peanu3arus cuenyrommx Y bIT/{H:

yrpo3bl yTEUKU UHPOPMAIIUU IO TEXHUYECKUM KaHallaM;

yrpo3si  HCJI «x [II[lH, oOpabOaTtpiBaeMbiM Ha aBTOMAaTH3WPOBAHHOM
pabouem MmecTe.

Yrpo3sl yreuku nHGOpMAIMY 110 TEXHUYECKUM KaHajiaM BKIIIOYAIOT B CEOs:

yIrpo3bl yTEUKU aKyCTHUECKOH (peueBoil) uHpopmanuu;

yrpo3bl YTEUKH BUIOBOU HHGOPMAIUY;

yrpo3bl yTeuku uHpopmarmu no kanany [IS9MUH.



67

Bosnuknosenne YbII/IH B paccmarpuBaemeix HCII/IH mo TtexHuueckum
KaHaJlaM XapaKTEepU3yeTCs TEMH >K€ YCIOBUSAMHU M (akTopamu, 4YTO H A
npeapiaymux tunos UCIIH.

VYrpo3er HC/I cBsi3aHbl ¢ NEHCTBHSMU HApyLIMTENIEW, MMEIOMMUX JOCTYyI K
NCIIAn, Bxmtouas  noab3oBarenet  MCII[H, peanusymommx  yrpo3bl
HenocpencreeHHo B MCII/IH, a Takke HapylmuTesled, HE HMMEIIUX J0CTyna K
NCITI/IH, peanu3yromux yrpo3bl U3 BHEIIHUX CETEH CBSI3M OOLIEro MOJIb30BAHUS U
(wn) ceteit MeXAYHApOAHOTO HH(OOPMAIIMOHHOTO OOMEHa.

VYrpo3et HC/I, cBsi3aHHBIE C NEUCTBUAMM HAPYILIMTENEH, UMEIOIIMX JOCTYII
k UCII/In, BKIOYalOT B ce0sl yrpo3bl, aHAJOTUYHBIE TEM, KOTOPhIE PEau3yIOTCS
B oTAeabHOM APM, He wuMerolmeM TMOJAKIIOYEHHS K CEeTSIM CBA3U OOIIero
I10JIb30BaHUs.

VYTrpo3bl U3 BHEIIHUX CETEN BKIIIOYAIOT B ce04:

yrpo3bl «AHalu3a ceTeBoro Tpaduka» ¢ MepexBaToM IepeJaBaeMol BO
BHEITHUE CETH U MPUHUMAEMOM U3 BHEIIHUX CeTeil HHpOpMaIInH;

yIpO3bl CKaHWPOBAHUS, HAIIPABJICHHBIC HA BBIABICHHUE THUIIA ONEPALlMOHHOMN
cuctembl UCIIJIH, ceTeBbIX aipecoB pabOUMX CTAHIUN, OTKPHITHIX MOPTOB U CITYKO,
OTKPBITBIX COEAUHEHUH U 1P.;

YIPO3BI BBISBIICHUS NIAPOJIEH;

yrpo3sl nonydeHuss HCJI mytem nogMeHbl JOBEPEHHOTO 00BEKTA;

yrpo3sl Tumna «OTka3 B 00CTyKUBaHUUY;

YIPO3bl YIAJIEHHOTO 3aIlyCKa IIPUIIOKEHUM;

YIpO3bl BHEIPEHHUS I10 CETU BPELOHOCHBIX IIPOTPaMM.

6.5. TunoBasi MoeJib yrpo3 0€30MacHOCTH MEPCOHATbHBIX TAHHBIX,
o0padaTbIBaeMbIX B pacnpeae/JieHHbIX HH(POPMAIHOHHBIX CHCTEMAaX
NEePCOHAJIBLHBIX JAHHBIX, HE HMEKIINX MOAKJIYECHUA K CeTAM CBA3H 001ero
MOJIb30BAHNS M (MJIH) CETAM MEKIAYHAPOAHOT0 HHPOPMAIIMOHHOI0 0OMeHAa

[Tpu o6pabotke I1/In B pactpenenennbix UCII/IH, nMeronmx moaKIIO4eHne K
CeTSIM  CBSI3UW  OOMIIEr0o  MOJb30BaHUS H  (WJIKM) CETAM  MEXKIYHapOIHOTO
nH(popMaMOHHOr0 0OMEHa, BO3MOXKHA peanu3aius cieayromux Y BIIJH:

yrpoO3bl YTEUKU WH(OPMAIIUHU TI0O TEXHUYECKUM KaHaJIaM;

yrpo3el  HCJ] k II/ln, oOpabGarpiBacMbIM Ha aBTOMATHU3UPOBAHHOM
pabouem MmecTe.

VYrpo3bl yreuku nHPOpMAIUY 0 TEXHUYECKUM KaHaIaM BKIIIOYAIOT B ce0s:

yIrPO3bl YTEUKH aKyCTHYECKOH (pedeBoil) mHpOopMaInu;

yrpo3bl YTEYKH BUIOBOM MHGOPMAIIHH;

yrpo3sl yTeuku nHpopmarmu no kanary [I9MIUH.

Bosnuknosenne YbBII/IlH B paccmarpuBaembix HCII/IH 1mo TexHuueckum
KaHaJlaM XapaKTEepPU3yeTCsl TEeMH JK€ YCIOBUSAMH H (akTopamu, YTO H A
npeapiaymux Tunos UCIIH.

Yrpo3sr HCJl cBA3aHbl ¢ ACHUCTBUAMHU HapyIIUTENCH, HUMEKOIIUX JOCTYN
k MCII[dn, Brximouas mnoab3oBatener MCII[H, peanu3yrmux yrposbl
HenocpeactBeHHo B UCII/IH.
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[Ipy >TOM MOTYT OBITH YIpO3bl, AHAJIOTMYHBIE TEM, KOTOPHIE UMEIOT MECTO
B oTAelbHOM APM, He NMOAKIIOUEHHOM K CETSIM OOIIEro MOJIb30BAHUS, a TAKXKE
yIpo3bl, pealnu3yeMble BHYTPH DPACHPEACICHHOW CETH C HCIOJIb30BAHUEM
MIPOTOKOJIOB MEKCETEBOr0 B3aUMOACIHCTBUSA, B TOM YHCJIE:

yrpo3bl «AHalli3a CETeBOro Tpauka» ¢ IEePEXBATOM IEPENaBaeMOM IO CETH
uH(popMaImy;

yrpo3bl CKaHUPOBAHMS, HAINpPaBICHHbIE HA BBISBICHUE OTKPBITHIX IMOPTOB
U CIIYO0, OTKPBITBIX COEUHEHUH U JIp.;

yrpo3bl BHEAPEHUS JIOKHOTO 00BEKTA CETH;

yrpo3bl HaBSI3bIBAHMS JIOKHOTO MaplipyTa NyTeM HECaHKUHOHUPOBAHHOIO
U3MEHEHHMs] MapLIPYTHO-aIPECHBIX JaHHBIX;

yIpO3bI BBISBICHUS TTAPOJICH;

yrpo3sl Tumna «OTka3 B 00CIyKUBaHUUY;

yIpo3bl YJAJIEHHOTO 3aycKa MPUIOKEHUH;

yrpoO3bl BHEAPEHUS 110 CETH BPEIOHOCHBIX IPOTPAMM.

6.6. TunmoBasi MojeJib yrpo3 0e30MacCHOCTH MEePCOHAJILHBIX TAHHBIX,
odpadaThiBaeMbIX B pacnpeneTeHHbIX HHPOPMAITHOHHBIX CHCTEMAX
NMEePCOHAIBLHBIX JAHHBIX, HMEIOIINX MOAKJIIYeHHe K CeTAM CBSI3H 0011ero
MOJIb30BAHMS M (WJIH) CETAM MEKAYHAPOAHOT0 HHPOPMAIIMOHHOTO 00OMeHAa

[Tpu o6pabdotke I1/11 B pactpenenenubix UCIIIH, nMeromux NoaAKIIOUYEeHNUE K
CeTSIM  CBSI3W  OOMIIET0  MOJb30BaHUS H  (WJIKM) CETAM  MEXKIYHapOIHOTO
uH(OpMaIMOHHOr0 0OMeHa, BO3MOKHA peanu3arus ciaeayronmux Y bI1JIH:

yrpo3bl YTEUKU WH(MOPMAIIMH MO0 TEXHUYECKUM KaHallaM;

yrpo3bsl HCJI x II/IH, oOpabaThiBaeMbIM Ha aBTOMATH3HUPOBAHHOM pabodyemM
MECTe.

VYrpo3bl yreuku nHPOpMaIUU MO0 TEXHUYECKUM KaHalaM BKJIIOYAIOT B ce0s:

yIPO3bl YTEUKH aKyCTHYECKOH (peueBoil) nHpOpMaInu;

yrpo3bl YTEUKW BUIOBOIM MHGOPMAIIHH;

yrpo3sl yTeuku nHdopmaiuu no kanary [I9MIH.

Bosnuknosenue YBII/IH B paccmarpuBaembix HCII/IlH mo TexHuueckum
KaHallaM XapakTEepU3yeTCsl TEMH >K€ YCIOBUSMU H (dakTopamu, YTO W s
npenapaymux Tunos UCIIH.

VYrpo3st HCJl cBsizaHbl ¢ ACUCTBUAMHU HapyLIUTENEH, HMEIOIIUX JAOCTYI
k UWCII[dn, Bkawouas mnosb3oBateneit MCIIJH, peanusyromux yrpo3bl
HenocpencteeHHo B MCII/IH, a Takke HapyumiuTened, HE HMEIOIIUX JOCTyIa
Kk UCII/IH, peanu3yronyx yrpo3bl U3 BHEIIHUX CETEH CBSI3U OOIIEro MOJb30BaHUS U
(wnn) ceTei MeXITyHapOIHOTO HH(POPMAIIMOHHOTO 0OMEHa.

VYrpo3et HCJI, cBsizanHble ¢ AEUCTBUAMHM HapyLIUTEIEH, UMEIOIIUX JOCTYI
k MCII/IH, aHanoru4Hbl T€M, KOTOpble UMEIOT MecTo B pactnpeneneHusix UCII/H,
HE UMEIOIIEeN MOAKIIOYEHHS K ceTsiM o0uiero noib3oBanus. Kpome Toro, B Takoi
NCII[JH uMerT MECTO yrpo3bl, peaau3yeMble C HCIIOIb30BAHUEM IPOTOKOJIOB
MEXKCETEBOr0 B3aUMOJICMCTBUS U3 BHELIHUX CETEM, B TOM YHCIIE:

yrpo3bl «AHanu3a ceTeBoro Tpaduka» ¢ IMEepexBaTOM IepeaaBaeMoil
3 UCITIn u npunumaemoit B UCII/In u3 BHemIHUX ceTeil nHdopManmy;
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YIpO3bl CKaHUPOBAHHWs, HAIIPaBJICHHBIE Ha BBIABICHHUE THUIIA WA THUIIOB
UCIIOJIb3YEMBIX ONEPALIMOHHBIX CUCTEM, CETEBBIX anpecoB padounx cranuuii UCII/IH,
TOIOJIOTUH CETU, OTKPBITBIX IOPTOB U CIY>KO, OTKPBITHIX COETUHEHU U Ap.;

yYIpo3bl BHEAPEHHUS JTOKHOTO 00bhekTa Kak B UCII/IH, Tak 1 BO BHEITHUX CETAX;

yrpoO3bl MOAMEHBI IOBEPEHHOT'O 00BEKTA;

yIPO3bl HABA3BIBAHUA JIOKHOI'O MaplIpyTa IIyT€M HECAHKIMOHUPOBAHHOIO
U3MEHEHUsT MapLIPYyTHO-aJPECHBIX JaHHBIX KAaK BHYTPU CETH, TaK U BO
BHEIIHUX CETsX;

YIPO3BI BBIABIIEHUS NIAPOJIEH;

yrpo3sl Tumna «OTka3 B 00CIyKUBaHUUY;

YIPO3bl YAAJICHHOTO 3aIlyCKa IIPUII0KEHUM;

YIPO3bl BHEIPEHUS 110 CETU BPEAOHOCHBIX IIPOTPAMM.
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