NHOOPMALIMOHHASA TAMATKA JJISA OBYUYAIOIIINXCA JJIA
PASMEIIEHUSA HA OPUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaxIbpIM TOJJOM MOJIOJIC’)KH B HHTEPHETE CTAHOBUTHLCA OOJIbIIIE, a IIKOJIbHUKH
OJIHU U3 CaMbIX aKTHUBHBIX MOJIb30BaTene Pynera. Mexay Tem, IOMUMO
OTPOMHOTO KOJIMUECTBA BO3MOXKHOCTEN, MHTEPHET HECET U MPOoOIeMbl. ITa
MmaMsATKa JOJKHA MOMOYb TeOe 0€30I1acHO HaXOAUTHLCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO pa3HOBUHOCTh KOMITBIOTEPHBIX MPOTPaMM,
OTJINYUTEIILHOU 0COOCHHOCTBIO KOTOPOH SIBIISIETCS] CTIOCOOHOCTh K PA3MHOKEHHUIO.
B nonosiHeHuE K 3TOMY, BUPYChI MOTYT MOBPEAUTH WUJIU MOTHOCTHIO YHUYTOXUTh
Bce (paityibl U TaHHbBIC, TTOJKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHU KOTOPOTO Oblia
3amylleHa 3apaXxeHHasi mporpaMMa, a TakKe MOBPEIUTh WU J1aK€ YHUUTOXKUTh
OTIEPAIIMOHHYIO CUCTEMY CO BceMHU (aiiyiaMu B 11eJI0M. B OOJIBIIMHCTBE CllydacB
paclpOCTPaHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeTtoabl 3alIIUTHI OT BPEIOHOCHBIX MPOrPaMMm:

1. Vcnionb3yil COBpEMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIN
YPOBEHB 3aIUTHI OT BPEAOHOCHBIX MPOTPaMM;

2. IlocTostHHO ycTaHaBiIMBal nayTH (LU(pPOBLIE 3aIJIaTKU, KOTOphIE
aBTOMAaTUYECKH YCTAHABIUBAIOTCS C LEIbI0 JOPAOOTKU POrPaMMBbl) U IPYTHE
OOHOBJIEHHS CBOEH orepanmoHHOM cucteMbl. CKaunBail UX TOJIBKO C
oduimanbHoro caira pazpadborunka OC. Ecnu cyiecTByeT pexum
aBTOMAaTHUYE€CKOTO OOHOBJICHHUS, BKJIIOUH €T0;

3. PaGoraif Ha cCBOEM KOMITBIOTEpE IO/ ITpaBaMH TOJIb30BaTEIs, a HE
aIMUHUCTPATOpa. DTO HE O3BOJIUT OOJIBIIUHCTBY BPEAOHOCHBIX TPOrpamMM
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Vicnonb3yii aHTUBUPYCHBIE IPOTPAMMHBIE TIPOYKTHI U3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub GU3NIECKUHN JOCTYI K KOMITBIOTEPY JJI IOCTOPOHHUX JIHUIL;

6. Ucnonb3yil BHENIHUE HOCUTENN HH(POPMAIINH, TaKHe KakK (prienika, TucK uiu
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBaii KOMIbIOTEpPHBIE (DAIIbI, MOTyUYEeHHBIE U3 HEHAAC)KHBIX
MCTOYHUKOB. Jlaxke Te (aiiibl, KOTOphIE MpUCIal TBOW 3HAKOMBIN. Jlydre yrounu
y HETO0, OTIIPABJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 370 He Buj nepeaayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIIL OpeH I,
Mmapka. Emte B 1991 rony Huaepnanackas KOMIaHUs 3aperucTpupoBaia OpeH I
"WECA", yto o603nauaino cioBocoueranue "Wireless Fidelity", koTopsbrit
MepEeBOUTCA Kak "OecrpoBOAHAS TOYHOCTh".

Jlo Haliero BpeMeHH Jolia Apyras abopeBuaTypa, KoTopas SBJISIETCS TaKoH e
TexHosoruen. 9to abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO IaHO C HAMEKOM



Ha CTaHAapT BbIclIel 3BykoBoi TexHuku Hi-Fi, 4To B nmepeBoae o3Havaer
"BBICOKAs] TOUHOCTH'.

Ja, OecrinaTHbIA MHTEPHET-IOCTYM B Kade, OTEINsAX U a3ponopTax sBIsIeTCS
OTJIMYHOU BO3MOKHOCTBIO BbIXOJ1a B UHTEpHET. HO MHOTHE 3KCIEpThI CUUTAIOT,
gyt0 obmeaoctynubie Wi-Fi ceTu He sBIsroTCS 0€30MacHbBIMU.

CoBeTbI 10 6€30MACHOCTH PadOTHI B 001IeT0CTYHBIX ceTsix Wi-fi:

1. He nepenasaii cBoto inunyto nHpopmaiuio yepes oduieaocrynusie Wi-Fi cern.
PaGoTas B HUX, *eNaTeIbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTUHBI U KaKUE-TO
HOMEpA;

2. Vcnionb3yit 1 OOHOBIISI aHTUBUPYCHBIE TPOrpaMMBbl U OpaHamayep. Tem cambiM
Tl 00€e30naculllb ce0s OT 3aKauKu BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkimroun ¢pynkuuto "OOumit foctyn K daiaam u
npuntepam". JlanHas QyHKIMS 3aKpbITa MO0 YMOJIYaHUIO, OJTHAKO HEKOTOPbIE
N0JIb30BaTENM aKTUBUPYIOT €€ JIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yueoe;
4. He ucnons3yit myomuunsiii WI-FI 1t nepenaun TMYHBIX JaHHBIX, HATIPUMED
JUTSL BBIXOJIa B COI[MAIBHBIC CETH WJIM B DJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yit TosbKO 3amuiieHHoe coeaunenue yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHO "https:/";

6. B moOunbHOM Tenedone otknroun ¢pynkmuto "[loaxmoueHue k Wi-Fi
aBromatudecku'". He qomyckaili aBToMaTnueckoro noKJII0UEHUs YCTPOHCTBA K
cetsim Wi-Fi 0e3 TBoero cornacus.

ConmajibHbBIE CeTH

CornuanbHble CeTH aKTUBHO BXOJST B HAIlY KU3Hb, MHOTHE JIIOJIU pabOTaIOT U
KUBYT TaM MOCTOSIHHO, a B Facebook y»ke 3apeructpupoBan MULIAap YEJIOBEK,
YTO ABJISIETCS OJTHOM CEIBLMOM BCEX JKUTEJEH IIIaHeThl. MHOTHE OJIB30BaTEIN HE
MOHUMAIOT, YTO MHGOPMAIIHSI, pa3MEIICHHAs! MU B COLIMATIBHBIX CETAX, MOKET
OBITH HaliZieHa M MCTOJIb30BaHa KEM YTOJHO, B TOM YHCIIE HE 0053aTENIBHO C
OJlaruMu HaMepEHUSIMHU.

OcHoOBHbBIE COBETHI 10 0€30MACHOCTH B COIHAIbHBIX CETAX:

1. Orpanuyb CrucoK apy3eil. Y 1e0s B Ipy3bsiX HE JOKHO OBITh CIYYaiHBIX
HE3HAKOMBIX JIFOCH;

2. 3amuiaii cBOI YacTHYIO kU3Hb. He ykasbiBaii mapoinu, Tened oHsbl, aapeca,
7Ty TBOETO POXKIACHUS U APYTYIO TUYHYIO HHGOPMAIHIO. 370YMBIIIIICHHUKH
MOT'YT UCTOJIb30BaTh AK€ MHPOPMAIIMIO O TOM, KaK Thl U TBOU POAUTENH
IJIAHUPYETE NPOBECTH KaHUKYIIbI;

3. 3amumai CBOKO PEeMyTaIHIO - JIEPKH €€ B YUCTOTE M 3aj1aBaii ceOe BOIpocC:
X0Ten ObI ThI, YTOOBI IPYTHE TIOIB30BATENIN BHICTH, YTO ThI 3arpy’Kaemib?
[Tomymaii, mpex/ie 4emM 4To-TO ONMyOIMKOBaTh, HAIIMCATH U 3aTrPy3UTh;

4. Ecnu Tl TOBOPHILB C JIXOJIbMU, KOTOPBIX HE 3HACIIb, HE NCMOJIb3YH CBOE
peasbHOE UM U IPYTYIO JTUYHYI0 HHPOPMAIIUU: UMS, MECTO KUTEIbCTBA, MECTO
yueObl U MpoUee;

5. N36eraii pazmetenus ¢portorpaduii B UntepHere, rae Thl U300pakeH HA
MECTHOCTH, [0 KOTOPOW MOKHO OIPEIEIINTh TBOE MECTOIOJIOKEHHUE;



6. [Ipu perucTpaunu B COUMAIBHON CETH HEOOXOAMMO UCIIOIb30BATh CI0KHbIE
HapoJIx, COCTOSIINE U3 OYKB M LIU(DP U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Anst couuanbHOM CeTH, MOYTHI U IPYTUX CATOB HEOOXOAMMO HCIOIb30BaTh
pazHble napoiu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKY TOTy4aT
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE IeHbI'U

DNEeKTPOHHbIE AEHBIH - 3TO 0YEHb YJIOOHBIN CIIOCOO IIaTEeXKEN, OAHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTSAT MOJTYYUTh 3TU JICHBTU.

DNEeKTPOHHBIE JEHbI'U TTOSBIJIMCH COBCEM HEJIaBHO M MMEHHO M3-3a 9TOTO BO
MHOTHX I'OCYJIapCTBaXx JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccuu sxe oHM (yHKITMOHUPYIOT ¥ O HUX YK€ MIPOIMUCAHO B 3aKOHE, T/Ie X
pa3eNaoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MpOBOIUTh onepaiuu 6e3
UCHTU(DHUKAIIMY TI0JIb30BATENsS, & B HCAHOHUMHBIX UICHTH(UKAIMS TOJTB30BaATES
SIBJISIETCSL 00513aTEIIHHOM.

Taxoke crneayeT pa3audaTh MJIEKTPOHHBIC (PUATHBIC IEHBIY (PaBHBI
TrOCYJapCTBEHHBIM BAJTIOTAM) U SJIEKTPOHHBIC He(UATHBIE ACHBI'U (HE PABHBI
rOCy/IapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 0e30NMacHOi padoTe ¢ YJIEKTPOHHBIMU AeHbIAMM:

1. TlpuBsiku K cueTy MOOMIIBHBIN TesneoH. DTO caMblil YIOOHBINA U OBICTPBIN
Croco0 BOCCTAHOBUTH JIOCTYTI K cueTy. [IpuBs3anHbIil TenedoH TOMOXKET, €Cln
3a0y/ielllb CBOM TUIATEKHBIN apoiIb WIK 3aielb Ha CAliT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonws3yit ogHOpa3oBbie naposu. [locie nepexona Ha yCUIICHHYIO
aBTOpHU3AIUIO TeOE yKe HE OYJET yrpokKaTh OMAaCHOCTh KPa)Ku WIIH IepexBaTa
IJ1aTEKHOTO MapoJis;

3. Beibepu cnoxxHbIi mapois. [IpecTynaukaM OyaeT He IPOCTO yrajaaTh CIOKHBIHN
napoJib. HajiesxHble maponu - 3To napoJid, KOTOPBIE COJIEPkKAT HE MEHEE 8 3HAKOB
Y BKIIIOYAIOT B C€0sl CTPOYHBIE ¥ TIPOMUCHBIE OYKBBI, IU(PBI 1 HECKOJIBKO
CHUMBOJIOB, TaKHe KaK 3HaK JoJiiapa, (pyHTa, BOCKIUIATEIbHBIN 3HAK U T.II.
Hampuwmep, $tROng!;;

4. He BBOJM CBOM JIMYHBIE TaHHBIE HA CAalTaX, KOTOPHIM HE JJOBEPSEIb.

DJIEKTPOHHAS MOYTA

DNEKTPOHHASI TIOYTA - 3TO TEXHOJOTHS U MPEAOCTABIISIEMBIE €10 YCIYTH MO
MEPECHUIKE U MOIYYCHHIO MIEKTPOHHBIX COOOIEHNH, KOTOPBIE PACIIPEACIISIOTCS B
KOMITIbIOTEpHOU ceTU. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIUK BHITJISIUT
CJIEIYIOIINM 00pa3oM: UMS_TOJIB30BATEISI(@UMS_JoMeHa. Taxke KpoMe mepeaadn
MPOCTOr0 TEKCTa, UMEETCSI BO3MOXKHOCTh MepeaaBaTh (paubl.

OcHOBHBIE COBETHI 110 0e30nacHo padoTe ¢ IJIeKTPOHHOM IMOYTOI:

1. Hano BbIOpaTh mpaBUJIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIN
BBIOOp O€CIUIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIllIe JOBEPSITh TEM, KOTO



3HACLIb U KTO IIEPBbIM B PEUTHUHIE;

2. He yxa3biBaii B IMYHOM MoyTe JIMYHYI0 HH(pOopMmanuio. Hampumep, mydine
BbIOpaTh "My3bIKanbHbIA (haHaT@" nau "pok2013" BmMecto "Temall";

3. Acnionp3yil ABYX3TANHYO aBTOPU3ALMIO. JTO KOrJla IOMUMO MAPOJIs HYKHO
BBOJIMTH KOJI, IPUChUIAEMBbIN 110 SMS;

4. Be1bepu CIIOXKHBIN mapodib. [[1s KakI0ro MOYTOBOTO SIIKUKA JOJDKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Ecii ecTh BO3MOXKHOCTB HaIllMCaTh CaMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcnonp3yil HECKOIBKO MOYTOBBIX AMMKOB. [IepBblii 17151 YaCTHOM NEPENUCKH C
azgpecaTaMi, KOTOPBIM Thl JOBEPSEHIb. DTO 3JIEKTPOHHBIN aJIpec HE HAJl0
UCIOJIb30BaTh MPU PerucTpanuu Ha (opymMax v canrax;

7. He oTkpbiBail Gaitnbl U Apyrue BIOKEHHUS B MUCbMAXx, J1a)Ke €CJIM OHU MPUILLITU
OT TBOMX Jipy3ei. Jlydille yTOUYHU y HUX, OTIPABIISUIIN JIK OHU TeOe 3TH (hailiibl;

8. [Tocne oxoHUaHUs pabOTHI HA TOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKIIAIKU C
caiiToM He 3a0yab HaXXaTh HA "BeiiiTu".

Kn6epOyJIMHT UM BUPTYaAJbHOE U3/1€BATEILCTBO

KubepOymuHr - nmpeciegoBanre cOOOIMIEHUSIMHU, COJIEPKAITUMU OCKOPOJICHUS,
arpeccuro, 3alyruBaHue; XyJIUraHCTBO; COLIMAIbHOE OOWKOTHPOBAHUE C TTIOMOIIIBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pble ¢ KNOEPOYJIJIMHIOM:

1. He Gpocatics B 60ii. JIyumuii crmoco6: moCOBETOBATHCS KaK ce€0sl BECTH U, €CIIH
HET TOTr0, K KOMY MOXHO 0OpaTUTHLCS, TO BHAYaJle yCIIOKOUThCs. Eciu Thl HauHeb
OTBEYaTh OCKOPOJICHUSMHU Ha OCKOPOJICHUS, TO TOJBKO €IIle OOJIbIIE Pa30KKEITh
KOH(JIUKT;

2. Yupasnsii cBoelt kubeppernyTaiuei;

3. AHOHUMHOCTG B ceTr MHUMAas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHUI 00pa3 BUPTyaJbHOM Xu3HU. HTEpHET
buKcupyeT Bce TBOM EHCTBUS M COXPAHACT UX. Y IalUTh UX Oy/IeT KpaliHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuandHbIi HeraTuB. OTHOPA30BbIE OCKOPOUTEIbHBIC COOOIICHMS
Jydiile urHopupoBaTh. OOBIYHO arpeccusi MPeKpallaeTcsi Ha HayaabHOUM CTaauMu;
7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMU, B
COIMAIIBHBIX CETSAX €CTh BO3MOXKHOCTh OJJIOKUPOBKH OTIIPABKU COOOIICHHIA C
OMpEJIeNICHHBIX aIPECOB;

8. Eciu ThI cBuAeTEeNnb KHOEpOyInuHra. TBOU JEUCTBUS: BHICTYIIUTh MPOTUB
npeciaeaoBaTeNsl, oKa3aTh €My, UTO €ro ICMCTBUS OLICHUBAIOTCS HETaTUBHO,
MOICPKATh KEPTBY, KOTOPOU HY>KHA IMCUXOJIOTUYECKasi TOMOIIb, COOOITUTh
B3pOCIBIM 0 (haKTe arpeCCUBHOTO MOBEJICHUS B CETH.

MoOuabHbIN TeaedoH



CoBpemeHnHble cMapTHOHBI U TUTAHIIIETHI COJIEPKaT B ce0e BIIOJTHE B3POCIbIi
(GyHKIMOHAI, U TeTIepb OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU
KoMIlbtoTepaMu. OJTHAKO, CPEICTB 3aAIIMTHI JJI MOAOOHBIX YCTPOICTB OKA OYEHb
Maso. TecTupoBaHuUE U MOUCK YSA3BUMOCTEH B HUX MPOUCXOJUT HE TaK
MHTEeHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX MPUIIOKECHUH.
CoBpemeHHbIe MOOMIIBHBIE Opay3epbl YK€ MPAKTUUECKH JIOTHAJIM HACTOJIbHbBIE
aHaJIOTH, OJJHAKO pacuIupeHue (PyHKIMOHaa BIeYeT 32 CO00M OOJIBIIYIO
CJIOHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTEINN BBIITYCKAIOT OOHOBIICHHUS, 3aKPhIBAIOIINE
KPUTHUUYECKHUE YSI3BUMOCTH JJISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /151 0€30MACHOCTH MOOMJIBHOTIO TeJiedoHa:

Huyero He siBnsieTcs mo-HacrosieMy OecriaTHbIM. byib 0OCTOpOKeH, Bellb Koraa
TeOe mpeiararoT OecIuIaTHbIM KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHUE-TO
TJIaTHBIC YCIYTH;

Hymaii, npexxzie yem otnpaButb SMS, ¢poto wiu Buaeo. Trl TOUHO 3HACIID, T1IE
OHM OYJyT B KOHEUHOM UTOTE?

Heo0xonumMo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Hcnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOWIIBHBIX TEIC(HOHOB;

He 3arpyxait mpuioxeHusi OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeUEHHE;

[locne Toro xKak Thl BBIIICIIb C CaiiTa, TJIe BROAWI JTUUHYIO HHPOPMAIINIO, 311 B
HACTpOWKHU Opay3epa u yaaim cookies;

Ilepuoanuecku npoBepsii, KAKUE TUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOi1 HOMEp MOOMIILHOTO TesieOHA TOJIBKO JIFOISIM, KOTOPBIX ThlI 3HACIIH U
KOMY JOBEPSICUIb;

Bluetooth nomkeH ObITH BRIKIIFOUYEH, KOT/Ia Thl UM HE MOJib3yemnibes. He 3a0p1Bai
WHOT1a IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIIME PA3BICUCHMUS,
O00BEUHSIONINE COTHH THICSY YEJIOBEK M0 BceMy Mupy. Urpoku uccneayroT
JAHHBIA UM MHp, OOIIAIOTCA IPYT C IPYTOM, BBIMOTHSIOT 3a/IaHUS, CPAKAIOTCS C
MOHCTpPaMHU U MOJIYYaroT OMbIT. 3@ yI0BOJIbCTBUE OHM IUIATST: MOKYIAIOT AUCK,
OIUIAYMBAIOT a0OHEMEHT WK MPUOOPETAIOT KAKHE-TO OIMIIHH.

Bce 311 cpenictBa uaAyT Ha MOJAEpKaHUE U PA3BUTUE UTPbI, a TAKKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BBITTYCKAIOTCS HOBBIS
natun (u(poBbIe 3aIUTATKH JJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nog0o0HBIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpaky TBOETO MapoJis, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPU3AIMHU OOJBIINHCTBA
urp.

OcHoOBHbBIE COBETHI M0 0€30MACHOCTH TBOET0 UTPOBOI0 AKKAYHTA:

1. Ecnmu apyroit urpok BeAeT ceOsl II0X0 UK co37aeT Te0e HEMPUIATHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;



2. Ioxanyics aiMMHUCTPATOPAM UI'PhI HAa TUIOXO€ MTOBEJECHNUE dTOIO UTPOKA,
YKEJIATEJIbHO IPWIOKUTH KaKUe-TO JOKA3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yxa3bIBaii TMuHy0 HH(POpMaLIMIO B Tpodaiiiie urpsl;

4. YBaxall Ipyrux y4aCTHHKOB I10 UTDE;

5. He ycranaBnuBaii Heo(uIMaabHbIE TATYU U MOJIBI;

6. Mcnionb3yii CIOXKHBIE U pa3HbIE MapOJIu;

7. Jlaxxe BO BpeMsl UT'Pbl HE CTOUT OTKIIIOYATh aHTUBUpPYC. IIoKa Tl urpaemnisb, TBOU
KOMIIBIOTEpP MOT'YT 3apa3uTh.

OUIINHT WIH Kpaka JUYHbIX JaHHBIX

OOBIYHOM KpaKel IeHET U JIOKYMEHTOB CET'OJIHsI Y’K€ HUKOTO HE YAUBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJOTHM 3JI0YMBINIJIEHHUKU TTEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS "TI0OOUMBIM" JIETTOM.

Tak mosiBMIaCk HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WX (DUIIIMHT, TJ1aBHAS
11€]1b KOTOPOT'O COCTOUT B MOJYYEHUN KOH(PUIESHIIMAIBHBIX JaHHBIX
NoJIb30BaTeNel - JIOTMHOB U napoiieid. Ha anrnuiickom si3bike phishing untaercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoip).

OcHoBHBIE cOBeTHI 10 00pb0e ¢ GUIIMHTOM:

1. Cnenu 3a cBOoUM akkayHTOM. Eciiu ThI mo103peBaelib, YTO TBOS aHKETa ObLia
B3JIOMaHa, TO HeOOX0IUMO 3a0JIOKUPOBATH €€ M COOOIIUTH AAMUHUCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpee;

2. Ucnionn3yit 6e30macHbie BeO-CalThl, B TOM YHCIIE, UHTEPHET-MAara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Ucnonb3yil ciiokHbIE U pa3Hble maposid. Takum o0pa3om, eciid TeOs B3IOMAIOT,
TO 3JIOYMBIIUJICHHUKH MOJIYYaT HOCTYI TOJIBKO K OJTHOMY TBOEMY MPOQUIIIO B CETH,
a He KO BCEM;

4. Ecnu Te0s B3710MaIK, TO HEOOXOAUMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpbIE T0OABJICHBI Y T€OS B IPY3bsIX, O TOM, YTO T€Os B3JIOMAJH M, BO3MOXHO,
OT TBOETO UMEHHU OYJIET PacChIIATHCS CIIaM U CCHUIKM Ha (DPUIIIMHTOBBIE CAUTHI;

5. YcranoBu Hanexubli maposs (PIN) Ha MoOwbHEIH TenedoH;

6. OTKII0YM COXpaHEHHE NapoJisi B Opaysepe;

7. He oTkpbIBaii (paitsibl 1 1pyrue BIOKEHUS B TUChMAaX, JakKe €CII OHU TPUIILTH
OT TBOUWX Jipy3eid. Jlydiie yTouHU y HUX, OTIIPABIISUIIN JIX OHU TeOe 3TU (haJibl.

u¢posas penyranus

[Hudposas penyTanus - 5T0O HETATUBHASI WM MTO3UTUBHASI HHPOPMAIIHS B CETH O
tebe. Komnpomerupyromas napopManus, pa3MenieHHas B HHTEPHETE, MOKET
CEPhE3HBIM 00Pa30M OTPa3UTHCA HA TBOEH peanbHOU ku3HU. "[{udpoBas
penyTtanus" - 3TO TBOM UMUK, KOTOPBIN hopMupyeTcs u3 nHopmaiuu o Tede B
HUHTEpHETE.

TBOE MecTO KUTEIBCTBA, YUeObl, TBOEC (PUHAHCOBOE MOJI0KEHUE, 0COOCHHOCTH
XapakKTepa U paccka3bl 0 OJU3KUX - BCE 3TO HAKAITUIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIIEHHO OTHOCSITCA K MyOJIMKAIMU TUYHOM



uHpopmaiuu B UHTEpHETE, HE MOHMMAsi BOBMOXKHBIX MTOCJIECTBUMA. ThI 1axe He
CMOXKeEIIb A0TaaThbcs 0 TOM, 4To ororpadus, pasMelieHHas 5 JeT Ha3al, cTaia
MIPUYMHOM OTKa3a MPUHATH TeOsI Ha padoTy.

KommenTtapuu, pasmenienue TBoux ¢potorpaduil u Apyrue 1eUcTBUS MOTYT HE
MCYE3HYTh JIa)Ke MOCJIE TOTO, KaK Thl UX yAAJIUIIb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty UH(OpMaIHIO, ITONaNa JIM OHA B OMCKOBBIE CUCTEMBI U COXPAHUJIACH JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKpYKAIOUIUE JIIOAH, KOTOPbIE HAUAYT U YBUAST
s10. HaiiT nH(popmaIiio MHOTO JIE€T CILYCTSI CMOXKET JIF000H - Kak U3 J00PbIX
noOyXACHUM, TaK U C HAMEPEHUEM IPUYUHUTD Bpea. ITO MOXET ObITh KTO
YTOIHO.

OcHoBHBIE COBETHI 10 321U Te HM(PPOBON penyTanuu:

1. [Togymaii, mpesxJie 4eM 4To-To MyOJIMKOBATh U MepeaBaTh y cedst B 6J10Te Uiu B
COIIMAJIbHOM CETH;

2. B nactpoiikax npo¢uisi yCTAHOBH OIPaHUUYEHHUS Ha IPOCMOTP TBOETO MPodus
U €ro COAEPKUMOTro, Ceai ero ToabKo "1 npy3eit”;

3. He pa3memniaii 1 He yka3bpiBail HHPOpPMAITHIO, KOTOpasi MOXKET KOT'0-TH00
OCKOPOJIATh HIJIK OOMKATh.

ABTOpCKOe PaBo

CoBpeMeHHbIe MKOIbHUKH - aKTUBHBIE MOJIb30BaTEN IIU(POBOTO MPOCTPAHCTBA.
OpHako 1aneko He BCe 3HAIOT, UTO MOJIb30BAHNE MHOTUMHU BO3MOXXHOCTSIMU

1 poBoro Mupa TpedyeT cOOMI0AEHUS TPaB Ha MHTEIJIEKTYaIbHYIO
COOCTBEHHOCTb.

TepmuH "uHTENIEKTYa IbHAs COOCTBEHHOCTD'" OTHOCUTCSA K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOTr0 yMa, HAUMHasl C HOBBIX M300PETEHHI U 3HAKOB, 0003HAYAIOIUX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBass KHUTaMHu, Gororpadusamu,
KUHO(MUIBMAaMU U MY3bIKaJIbHBIMU TIPOU3BEICHUSMHU.

ABTOpCKHE TTpaBa - 3TO MpaBa Ha HHTEIUIEKTYAIbHYI0 COOCTBEHHOCTH Ha
NIPOM3BEICHHS HAYKH, IUTEPATYPhI U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYMAIOT B
KauecTBE TapaHTHH TOTO, YTO UHTEIUICKTYaJbHBIN/TBOPUECKHI TPy 1 aBTOpa HE
OyJeT HampacHbIM, JacT €My CIIPaBeJIMBbIC BOBMOXKHOCTH 3apaboTaTh Ha
pe3yNbTaTax CBOETO TPY/a, MOTYyUYUTh U3BECTHOCTH U Mpu3HaHue. Hukrto 6e3
paspenieHus aBTopa He MOKET BOCIIPOU3BOIUTH €T0 TIPOU3BEICHHE,
pactpoCTpaHsTh, MyOIMYHO JEMOHCTPUPOBATh, MPOIaBaTh, UMIIOPTHUPOBATD,
MyCKaTh B MPOKAT, MyOJIMYHO UCTIONHATH, TOKA3bIBATH/UCTIONHATH B d(hupe niu
pasmemars B IHTEpHETE.

Hcnonp3oBanue "mupaTckoro"” mporpaMMHOTO 00eCIeYeHUsT MOKET MMPUBECTH K
MHOTHM PUCKaM: OT MTOTEPU JAHHBIX K TBOMM aKKayHTaM 70 OJIOKHPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAaHOBIICHA HEJleTallbHas mporpamMa. He cTtout Taxke
3a0bIBaTh, YTO CYIECTBYIOT JIETAbHBIC M OECIITIaTHBIC MTPOTPAMMBI, KOTOPHIE
MOKHO HAlTH B CETH.

O nopraJie



CeteBHUOK.pd - TBOM IIaBHBIM COBETYUK B CETH. 37€Ch Thl MOKEIIIb Y3HATH O
0€30MacHOCTH B CETU MOHSITHBIM U TOCTYITHBIM SI3bIKOM, & TPU BO3SHUKHOBEHUHU
KPUTUYECKOIN CUTyallud OOpaTUTHCA 32 COBETOM. A TakK€ MPUHSATH y4yacTue B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM I'PAKTAaHUHOM !



